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2 Cisco Router Configuration — Remote Lab Exercise 39

1. Objective

The objective of this exercise is to perform basic configuration and diagnostics on a Cisco 1721 router
via Telnet. We will do the following:

Log into the router as an administrator (‘priveleged exec’ mode)

Configure one of the ports

Enable routing and configure RIP

View the IP configuration as well as the running configuration

Ping/trace across and from within the router

Perform simple packet analysis to observe IP and MAC addresses for packets in transit

2. Background

The Cisco 1721 is an older modular-style access router. The picture below is a generic one, and the
two cover plates can be removed in order to insert specific modules.

The 1721 that we are using for this exercise has a plug-in module in the left bay (red arrow) with:

(a) One 100 Mbps (‘Fast’) Ethernet port, referred to as ‘fastethernet 0/0’ or ‘fa 0/0’.
(b) One serial port, referred to as ‘serial 0/0’ or ‘s 0/0’".

In addition there is a fixed 10 Mbps Ethernet port (blue arrow) referred to as ‘ethernet 1/0’ or
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‘e1/0’.

The Console port (green arrow) is an RS-232 port used for configuration purposes. In its ‘out-of-the-
box’ state the router has not been configured with any IP addresses, hence Telnet access via an
Ethernet port is not feasible. In this situation one has to access the router via the console port, using
a program such as Hyperterminal, PutTTy or Mxterm to access the router. Once an Ethernet port has
been assigned an IP address, one can put the router on the network and then access it via Telnet.
Note that we are only using Telnet for demonstration purposes and, in the real world, its use is not
recommended because it transmits characters (login credentials) in plaintext.

In the x/y notation (e.f. fa x/y) the x refers to the module and the y refers to the interface. For
example if the left bay (red arrow) had a second Fast Ethernet port, that would have been referred
to as fa 0/1.

For the purpose of this exercise we connected the 100 Mbps port to the Remote Lab 4 (RL4)
computer. For testing purposes a second computer (netbook) has been attached to the 10 Mbps

(blue arrow) port.

The lab setup is as follows.

IF 200.0.0.2
MALC Bc-E2-60-2f-06-dE

Metboak,
e 10
IP 200.0.0.1
MAC 00-0d-28-db-b8-de
@ Sernal port not used
040
fa 00 . :
P 2001681254 oo 200,200, 200.1
MAC 00-0f-24-af-58-14
Ethernet

IP 200.168.1.2

MAC 00-21-cc-63-84-97
Remaote Lab 4 laptop [RL4]
"Wireless

IF132168.1.14
MAC 00-24-d7-24-5b-a4

Femate Lab Metwork,

Lan
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3. Instructions

e THROUGHOUT THIS EXERCISE, PLEASE REFRAIN FROM SAVING ANYTHING, EVEN IF YOU KNOW
HOW TO DO SO.

3.1 Logging into the router

Log into Electromeet, and open Remote Lab 4.
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> s ~
X | ¢ \Whiteboard [.5., Remote Lab____,l-" “# Remote Desktop

Connection  Keys

F EEE
T &

Recycle Bin OptiPerfor...

B
3

Remote PC
ri4-pc ( 192.168.1.16, 200.168.1.2 ) - service mode

wivd

PC Practicals PC-Contro..

jo v - - ———

Wireshark

Open up the Command (DOS) prompt. You do not have to be at the root (C:\) as shown in
screenshots on the next page. It has only been done here (by typing cd..<enter> twice) to remove the
‘clutter’.

=N Command Prompt

Microsoft Windows [Vers
Copyright <c¢> 28809 Mic»

NUserssRLL>cd . .

For clarity we wil include the prompts, but you obviously do not have to type them. The characters to
be typed will be highlighted in grey.

Telnet into the router by typing:
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C:\> telnet 200.168.1.254.

You will be asked for a Telnet password (see below). The characters that you type will not show up.

Enter the Telnet password eit and you will be logged in. You can, however, not make changes to the
router configuration yet. Notice the prompt; it is in the form of an arrow pointing to the right.

B8 Teinet 200.168.1.254

User» Access Veridfication

Password:
Router>

To get into the ‘priveleged exec’ mode where you can make configuration changes, you need to type
en (shortfor ‘enable’) at the Router> prompt.

Router> en

You will be asked for the administrator password (‘enable secret’). Type ‘cisco’ at the Password:
prompt. The characters that you type will not show up.

You will now be in the ‘priveleged exec mode’.

Notice the changed prompt (#).
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Remote PC

Connection  Keys

Telnet 200168 1.254

Type show ip interface brief (orsh ip int br for short) to see the current port
configuration. Ports can be administratively up or down (i.e. enabled or disabled by the
administrator), and they can be physically up or down. They can only be physically ‘up’ if they are
connected to external equipment such as switches and modems.

TAKE A SCREENSHOT OF THE ‘SHOW IP INTERFACE BRIEF’ RESULTS ON YOUR COMPUTER SCREEN.
We will refer to it as Figure 39.1.

BN Telnet 200,1658.1.254 - i | >

R:»n,n ¥ A)‘u ip int h»
Interface IP-Address Hethod Status

|
‘astEthernet®-8 2800.160.1 .254 YES NURAM up up

Soerial 80 200.200._.280 .1 YESE manual down down
Etheayrnaetl . B 2. 8. .1 S NURAM wyr wup

Routeritt
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3.2 Configuring ports
We are now going to look at port configuration issues.

As you can see from the previous screenshot, there are three ports to configure namely fa 0/0 (100
Mbps Ethernet), e 1/0 (10 Mbps Ethernet) and s 0/0 (serial).

We are not going to touch the Ethernet ports, especially fa 0/0, as changing the latter will break your
Telnet connection. We will therefore play around with the serial port, as it is not connected to
anything.

The procedure is the same for all three ports, the only major difference being the indentifier i.e. fa

0/0, e 1/0 and s 0/0.

Start of by typing ‘config t’ atthe Router# prompt.
Router#config t

The router is now in the global configuration mode and the prompt changes to
Router (config) #.

Some of the commands such as no shut will generate a delayed response in the form of a
message. If this catches you unaware and interferes with the next command you are typing, just hit
‘enter’ after the message and repeat the instruction.

Now we will specify the interface to be changed. Type:

Router (config) #interface s0/0 (or#int s 0/0 forshort)

The router is now in the interface configuration mode and the prompt changes to

router (config-if) #.

Type the IP address plus subnet mask as follows:

Router (config-if) #ip address 200.200.200.1 255.255.255.0

Follow with a ‘no shutdown’ command, to ensure that the port is administratevely ‘up’ i.e.
enabled.

Router (config-if) #no shutdown (or#no shut for short)

We now have to get back to the router#f prompt. The standard way to do this is by holding the
Control key down and hitting ‘2’ (CTRL-Z):

Router (config-if) # CTRL-Z
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If CTRL-Z does not work, you can get the same result by typing exit (followed by Enter) twice.
That concludes the setup for s 0/0.

TAKE A SCREENSHOT OF THE SERIAL PORT (S 0/0) CONFIGURATION STEPS ON YOUR COMPUTER
SCREEN. We will refer to it as Figure 39.2.

B Teinet 200,168.1.254

r command=s,. one perr line. ind with CNTLA-Z.
= 8.0
» address 280.200.200.1 255 255 .255 .60

Note:

When two routers are interconnected via their serial ports, one of them needs to be the DTE and the
other needs to be the DCE. The DCE dictates the clock rate, hence it needs an additional instruction
in addition to the IP address of the serial port as in the following example where the clock rate is to
be 64 kbps.

Router#config t

Router (config) #int 0/0

Router (config-if) #ip address 200.200.200.1 255.255.255.0

Router (config-if) #clockrate 64000

Router (config-if) #no shut

Router (config-if) # CTRL-Z

In our case we are assuming that we are setting up a DTE, hence this instruction is unnecessary.

3.3 Routing

At this point in time we are assuming that IP routing has not yet been enabled. We will do this and
then enable RIP.

Router#config t
Router (config) #ip routing
Router (config) #router rip

The prompt changes to Router(config-router)#
Now enter the names of the NETWORKS (not hosts) attached to this router:

Router (config-router) #network 200.168.0.0
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Router (config-router) #fnetwork 200.200.200.0
Router (config-router) #network 200.0.0.0
Router (config-router) #CTRL-Z

TAKE A SCREENSHOT OF THE ROUTING CONFIGURATION STEPS ON YOUR COMPUTER SCREEN. We
will refer to it as Figure 39.3.

Routerficonfig t
Ente» configuration commands,., one per» lined End with CNTLAZ.
onf iqg2 ip »c
ie t

208 .1680 .1 .90
2080 200 . 200
208 . .9

If you find a redundant entry there that does not apply to any current network (say network
100.168.0.0) you can remove it with no network 100.168.0.0.

Now let’s look at the running configuration by typing show run at the # prompt.
Router#show run

You will have to hit ‘enter’ several times to scroll through the display. Scroll down until you can see
the interface and RIP parameters.

TAKE A SCREENSHOT OF THE RUNNING CONFIG DISPLAY ON YOUR COMPUTER SCREEN. We will
refer to it as Figure 39.4.
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BN Telnet 200,168.1.254

FastEthernetd 8
200168 .1 .25

rialB. 8
200._200

» Ethernetl. @

)
ess 200 8. 0.

.M. 9
d.168.1 .89
A.208_2080 .0

» dp http server

Normally one would now save the current running configuration as the startup configuration so that
it becomes permament. However, we will skip this step to ensure that the saved router configuration
remains intact, hence the router can be returned to its original condition by cycling the power.

3.4 Pinging
Perform the following three steps:

(a) From within the router (at the Router# prompt), ping the RL4 computer (200.168.1.2) and the
Netbook (200.0.0.2).

(b) Now break your connection with the router (Router#exit) and ping the Netbook, from RL4,
‘through’ the router.

(c) Finally do a route trace (tracert) from RL4 to the Netbook.

TAKE A SCREENSHOT OF THE PING/TRACE RESULTS ON YOUR COMPUTER SCREEN. We will refer to
it as Figure 39.5.

You may also snag the results of the ping and traceroute exercises separately and label them 39.5(a),
39.5(b) and 39.(c).
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louterfiping 208.168.1.2

[yps vzcape segquence to abort

sending S. 188-hyte 1CMFP Echos 28 168 .1 .2, timeount i
revee

LTH & rate iz 1898 percent (S 7t round—trip minsavgsmax
fouterdping 206.0.6_2

[ype escape seguence to abort.

tending 5. 1880-bhyte ICMP Echo:s to 200. 8. 0.2, timcout in 2 seconds:
e

juccess rate iz 108 percent <550, round-trip minsavgs/max = 1.-2/4 ns

outerflexit

onnection to host lost

:N\D>ping 200.6.6.2

*inging 2086.80_.04_2 32 of data:z
eply fFrom 3. A9 ex cdime~1ms 1

eply From 2800_ 0.8, = - cAme ~1lm=z
eply 28080 _ a.8. - cdme ~1mz
leply = =" cime=1m=z T1
*ing 3

Sent , sCceive 4. Losnt )

round i % in milli-seconds:
Min imum ime ., < i ims. Averages = 1ms:
FENLyacert 200 1 9 2
[acing routes to Z200.80.0_.2 a maximum o 38 hop=

1 m=z o AP -168-1 4 . speedyterra.com. b [260.1680 .1 ..
2086.8.8.2

[race complete.

3.5 Packet analysis

Run Wireshark, hit Capture->Interfaces, and select the Ethernet interface. Then hit Start.

oM The re aek Network Analyzer [Wireshark 1.10.3 VN Rev 53022 from Jtrunk-1.10)] - = (] o

Eile Edit Yiew Go Capture Analyze Statistics Telephony Tools [nternals  Help Adroit Smart  Adre
© @& A W ; [ = X = § 3 - . ([EE] @ a@ & T~ R Ul Config

Filter Expression

hark: Capture Interfaces

Device ] Packets Packetz/s

0::3586:9025:b2b4:110a 454 1 grrmlc(
6414:6c92:b1b5:27be

Bluetooth Network Connection Microsoft c Details
G Local Area Connection Intei(R) 325791 M Gigabit Network Connection  fe80:f514:cde7:e38:c87 {
cad | Q

Wireless Network Cormrectror

| Wireless Network Connection Intel(R) Centrine

Qptions Fa

-

ﬂ

| Bluetooth Network Connection s

& | Local Are= Connection -

® Capture Options

Star a capt wr detaiec optont

Ping the Netbook (200.0.0.2 from the Command Prompt on RL4 and capture the packets with
Wireshark. Stop Wireshark and select one of the ICMP Echo Request messages.
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Now expand the Ethernet and IP headers so that the MAC addresses as well as the IP addresses are
visible.

TAKE A SCREENSHOT OF THE ETHERNET AND IP HEADERS ON YOUR COMPUTER SCREEN. We will
refer to it as Figure 39.6.

0 0 B

Ble: Edes Ve @a Gepode . ane) Tolephiony. Jovle: fntovrate- el
O @ 4 M 2 | BEMMRE| NS P TILE BE a0 &2 % 8
Filker: [ v| Expression...  ear Apay e
o, | ferotecol |
4 7.765539000 200.168.1.2 200.0.0.2 ICMP 74 Echa
§ 7.766874000 200.0.0.2 200.168.1.2 ICMP -~
6 8.768137000 200.168.1.2 200.0.0.2 ICMP <ho (ping) request
7 8.768910000 200.0.0.2 200.168.1.2 IcMpP echo Cping) re
8 9.770272000 200.168.1.2 200.0.0.2 TCMP —crrr -
9 9.771348000 200.0.0.2 200.168.1.2 rcme 74 echo (ping) reply
.l AN N OANROA AN TR AFE L BEO 1A TR AFE KO A DR ) AN DT j
= Ethernet II, Src: Flextron_69:84:a c:69:84:a7), Dst: Cisco_af:58:14 :0fF:24:afF:58:14

O: iC :
# pestination: cisco_af:58:14 (0Q0:0f:24:af:58:14)
*# Source: Flextron_ 6%:84:a?7 (00:21:cc:69:84:a7)
Type: IP (Ox0O800)

version: 4
Header length: 20 bytes
@ pifferentiated Services Field: 0x00 (pScP 0x00: pefault; ECN: O0x00: NOot-ECT (Not ECN-Capable Transport))
Total Length: 60
Identification: Ox2bd0 (11216)
4+ Flags: 0Ox00
Fragment offset: O
Time ro live: 128
Protocol: ICMpP (1D

Source: 200.168.1.2 (200.168.1.2)
pestination: 200.0.0.2 (200.0.0.2
[source GeorirP: unknown)
[Cestination GeolIP: uUunknown] =

Interner control Message Protocol —

End of Exercise.
4,
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