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See the following video for a quick summary: Codesys Project - quickstart.mp4

See the following videos to explain the steps in each section:

e Codesys 1. Base Project.m4v

e Codesys 2. Alarm Configuration.m4v

e Codesys 3.1 OPC UA Settings.m4v

e Codesys 3.2 OPC UA Settings (Kepware).m4v
e Codesys 4. Factory 10.m4v

The following software files are required to complete the assessment:

e EIT_Tank_Level Base project
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https://help.codesys.com/api-content/2/codesys/3.5.13.0/en/_cds_tutorial_refrigerator_control/
https://docs.factoryio.com/getting-started/
https://docs.factoryio.com/tutorials/codesys/setting-up-codesys-opc-ua/
https://opcfoundation.org/about/opc-technologies/opc-ua/
https://www.kepware.com/en-us/support/knowledge-base/?protocol=07e8740e-73a1-420f-857c-7c654be47926
https://documentation.unified-automation.com/uaexpert/1.5.1/html/index.html
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Software Instructions: SCADA, OPC and Factory 10
Using Codesys v3.5 SP16

OPC UA Architecture:

Application programming

Call of device-specifi ¢ system libraries
Compilers for different CPU families
Loading of application code as binary code
to the selected target system
Communication of debugger with

Any operating system
HMI/SCADA/MES
OPC UA Clients

CODESYS Control Certified by OPC Foundation
Codesys IDE OPC UA Client
A

l Any operating system
GateWay Data exchange with OPC UA
Clients

A Certified by OPC Foundation

OPC UA Tunneller

<
<%

Application

Symbols

Soft PLC

OPC UA server

CODESYS Control RTE
CODESYS Control Win

The standard installation of CODESYS includes an OPC UA server.

You can use it to access the variable interface of the controller via a client.

The OPC UA server communicates with connected OPC UA clients over a separate
TCP connection, therefore, these connections have to be examined again separately
with regard to security.

The OPC UA server can now be safeguarded by using encrypted communication to
the client and OPC UA user management.

See the following sections for these settings.
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The CODESYS OPC UA server supports the following features:

Browsing of data types and variables

Standard read/write services

Notification for value changes: subscription and monitored item services
Encrypted communication according to “OPC UA standard (profile:
Basic256SHA256)”

Imaging of the IEC application according to “OPC UA Information Model for IEC
61131-3”

Supported profile: Micro Embedded Device Server Profile

By default, there is not restriction in the number of sessions, monitored items,
and subscriptions. The number depends on the performance of the respective
platform.

Sending of Events according to the OPC UA standard.
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Instructions:

The following four parts walk you through a project involving a using a virtal PLC and
corresponding HMI to control a simulated flow tank process, adding alarms to the
HMI, and sending variables through an OPC UA server to be monitored from an OPC
UA client.

When prompted to write [Your Initials and Date] you must replace this with, in the
case of John Smith completing these steps on the 01/02/21: “JS010221".

1. Base Project

Step 1: Launch the Codesys software from the start menu or desktop.

J
¥ Al Apps  Documents  Web

Best match

'CODESYS without Profile

App

actar SN

® CODESYS V3.5 5P16 Patch 1 >

w CODESYS Gateway V3 >

B = CoDEsys Control Win V3 - x64
SysTray

B CODESYS 64 3.5.16.10.exe >
f8 * CODESYS SoftMotion Win 64 >
*  CODESYS Control Win V3 - x64 >
Search the web
" ’ § L codesys - See web results >
Documents
@ CODESYS Security Agent 1.1.0.0 b
B = CODESYS Installation and Start >
System?%:25124 CODESYS V3 >
£ codesys

Step 2: Launch the Codesys PLC simulator by clicking “Codesys Control Win V3 — x64
SysTray” in the programs menu. Locate the icon in the start menu by expanding the

icons on the right, right-click it, and select “Start PLC”.
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l CODESYS

CODESYS Control Win V3 - xfd k

i CODESYS Control Wn V3 - xBbd Sy

ateway V3

stallation and Start

Aobion Wen 62

S V3.5 5P16 Patch 2

CODESYS without Profile

FOs5

28 Package Manag
fa VisualStylesEditor

o) lfw:r here to search

Check for protechon updates

Start rf\ =

Stop PLC

O ikesre

@ Fropertie

Exit PLC Control

Ahaut.,,

g ¥
g Propertie

i

If you encounter the message “another instance ... is already running” then check the
start bar hidden icons and ensure that you see the PLC Control icon as shown below.
If you do not see the icon, launch task manager from the start menu, locate the

Codesys Control task and right-click, then select End task, and repeat step 2.

W'arning: PLC Contraol x

Another ketanca of the CODESYS Contral tray
plic:ation iz alieady rurning. Please check for the
lowing symbal in your tazkbars status area

el
64

Task Manager
App
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1] CODESYS Control Service 0% 44 ME 0 MB/s
o | Y r 1, '
3 CODESYSC End task 0% 4 MB 0 MB/s

[m&] COM Suma Provids fesdback 0% 1.1 ME 0 MB/s

Step 3: Locate on the lab computer, or download from the CodeSys Folder in
“Software and hardware documentation” on Electromeet, the file “EIT_Tank_Level
Base project”. This base project has essential settings and variables for further
modules. In CodeSys select, “File”, “Open Project”, then navigate to this project and
open it.

— i ————

& EIT_Tank_Lewvel Base project.project

LT I | [N

W EIT_Tank_Level.project - CODESYS
File Edit View Project Build  Online  Deba

S =] ®
Denvices * O x
=[] & Fank favel -
= [ Device (CODESYS Control Win ¥3 w64)
= B FLC Logic
= 0} Application
) Libeary Manager

] PLE_PRG (PRS)
= 8 Task Configuration
= B ManTask (IEC-Tasks)
&) pC G
= & TrerdRocordnglask (IEC-Tasks)
] ViewuTrendStoragedccass Gl
= g ViSU_TASK (IEC-Tasks)
] VieuElaees Visu_Prg
+ i trend Rlecording Manager
+ g Visuskzation Mansger
] visuakzation

Step 4: To connect to the virtual PLC: Double-click “Device” under the “Devices”
window/tab and select “Scan network”. The first time scan network to find either plc
or simulator devices. Select the device name corresponding with the lab computer

that you are using (i.e. RL20-PC for Lab 20) and press OK.
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€ ¥
% Devices j POLs

E 2 Type here to search

w ET_Tank_Level Base project.project - CODESYS
File  Edit Miew Project  Build  Online  Debug  Tools  Window  Help

S = B= A ¥ B @ X |4k Mg ce (10 @ | Application
Devlces v o X 1 Device x
= 5 =
I [ [pevice (copEsYS Contral win v3 =9 Communication Settings
= FLLL LG
= ) application Applications
U Lbrary Manager Baclup and Restore
[£] PLc_prG (PRG)
= [#4 Task Configuration Files .
= & ManTask (IEC-Tasks) |
& pLC_PRG Leg

= & TrendrecordingTask (IEC-Tasks)
4 visuTrendstoragedccess.Gobal| | | PLC Settings
= £ yISU_TASK (IEC-Tasks)
H] visuElems. visu_Prg FLC Shel
* !ﬂ Trend Recarding Manager
* al Wisudization Manager
@] visusization

Users and Groups

Access Rights

Select Device *®

Select the Netwark Path ko the Conkraller
= e Gateway-1 Scan Network
 ru1e-pC [o076)

Cancel

Step 5: To download the open base project to the PLC simulator, select the “Online”
menu and click “Login”, or simply click the “Login” button on the menu. When

prompted, click “Yes” to create the application and proceed with the download.
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& EIT_Tank_Level Base project.project” - CODESYS

File Edit View Project Build Online Debug  Tools ‘Window Help
xR & & 25 @ 05 2 e (T [ | Application [Device: PLC Logic] 'I_'[{ *
"
Devices - 1 oX ] Device x ogin (Alt+Fg]
= [ ET_Tank_LevelFase project - - =
Cormunication Settings ScanNetwork | Gateway -  Device +

= _‘I Device (CODESYS Control Win V3 x64)

= B0 FLc Log
=} Application

Apphications

) Library Manager T S

|E] PLC_PRG (PRG)
= @ Task Configurabon Filas = .
=& MainTask (IEC-Tasks) Gateway
& pLc_PRG Leg
= @ TrendRecordingTask (IEC-Tasks) [zt evay -1
PLC Settings IP-Address:
localhost

B VisuTrendsStoragesccess. Global
= %2 VISU_TASK (IEC-Tasks)

RL20-PC (active)

Device Name:
RLZ0-PC

CODESYE
o

e~
.'QI

The application "&pplication’ does nok exist on device Tevice', Do wou want to
create it and proceed with download?

Yes Mo Details, .

Step 6: Ensure that the PLC simulation module for Codesys (CODESYS Control Win V3

- x64) is set to “Start PLC” from Step 2.

Start PLC
Stop PLC

Exit PLC Control

About...

After the project has been downloaded PLC, the application is in “Stop” mode. Switch

it to “Run” mode by using the button on the menu or by right-clicking Application and

selecting “Start”.
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® EIT_Tank_Level Base prajectproject* - CODESYS

10

File  Edit View Project Build Online Debug Tools  Window Help
HEd & - oG B [ AL R RSN WM N R i (T # | Applicstion [Device: PLC Logic] + ?Cﬂ mRN[(E¥=cz s || v
Devices * 0 %X [{] Device x E
= [ ET_Tank_Leve/Sase project -
= Cf@ Device [ red] (CODESYS Control Win 3 x64) Cammurication Settings Scan Network | Gateway - | Device =
= B rcL
EN.Y l::iul:im 1 Applications
[stop. 0
i Library Manager P
2] pLC PRa(PRE)
= (B8 Task Configuration Hies - '. .
= 5 g8 MainTask (IEC-Tasks) Gatesway d
& pLc_PRa Log
= & TrendRecordingTask (EC-Tasks) Gateway-1 RL20-PC (active)
@ WisuTrendSrorapefcress. Goballnstance) | FLC Settings IP-fddress: Device Mame:
Suomation Server
— e . . . . i [* 'y [y
* |7 [ Application [Device: PLE Logic] = 0 e IR
Visualzstion  [[5] PLCPRG  [®3  Symbol Corfiguration [ pevic
nunication Settings acan Nebwork | Gateway - Device -

Step 7: Check that the project is working by double-clicking “Visualisation”.

Dervices * 0 X
=3 EFTTank iavad
= 4 (3] pevice [conrwected] (CODESYS Contral Win ¥3 w84)
= B PLC Logie
= & appll tion [run]
D Livary Mansger
] pLc_pRa (PRG)
= {0 Task Configuration
= G g mMomTask {IEC-Tasks)
& rc pre
= ‘j@ TrendRecordngTask (FEC-Tasks)
] visuTrendStorageicoess. Goballrstarces.g_TrendRecordi
= Gk vISU_TASK ([EC-Tasks)
o Wiy Elesees Vius_Prig
t ﬂ Trend Recordng Manasger
* g Visisleation Mansger
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Start simulation on PLC. J
When simulation is enabled 10 da
is collected from simulation logic o
PLC, when disabled — data is
collected from Factory 10

via OPC UA server on PLC.

Force fill mode — fill valve is
opened on 100%

Force discharge mode —
discharge valve is opened on
100%

Status even high and low limit.
Level value > BXH — Emptying
Level value < BXL — Filling

DEIT

Engineering Institute of Technalogy.

Discharge valve status (0-100%)

11

Fill valve status (0-100%

Liquid level in tank —
Bargraph from 0 to 3 m

Flow through tank

The simulation model shows the logic of filling and discharging the tank.

Switch on simulation on PLC (1) and observe the the process control before

proceeding to Part 2 Alarm Configuration.

e _____________________________________________________________________________________________|
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2. Alarm Configuration

Step 1: With the “EIT_Tank_Level Base project” open in CodeSys, click the POUs tab.
Logout of the PLC simulator by, select the “Online” menu and click “Logout”, or

simply click the “Logout” button on the menu (next to where Login was).

| '@ EIT_Tank_Level project - CODESYS
F{\\\E Edit  Wiew Project Build  Online  Debug  Too
B & - # 55 4 4

POls * 3 X
= 2] 8T Jank level -

I_J EobalTextlist

@ o

IJ ImagePool

m Library Manager

'_1 Aarms

[} Projeck Settings

S Devices | [} PoUs

Deviceuser: Ano 30 @ 0 8 0 Precor G RUN Prooram load

Step 2: Add a new textlist in “POUs” window by right-clicking the project, selecting
“Add Object” and then “Text List”. When prompted, under name, type “Alarms” and
click “Add”.

POLs * b X [T Dewice
= EIT Tantnnintlamn mnnsans e Inkerface Edkor
19 Glohe Properties. | 1 AR 1
.ﬂ G¥L i) Add Object » | @& CNCprogram..
: I ZHD %
] [|-'nag 3 Add Folder.. £5  CNC settings... -
m Libraj Beld Device... e DUT..
E‘r Proje 3
Edit Object El Extemal File...
Edit Object With., @ GlobalVariable List...
Edit 10 mapping U Image Padl...
=G Interface..
Wl Mew Breakpoint... § Frace
. &) pPou..
Togagle Brezkpaint -
] Testlist]y
g Unit Conversion...
@] Visualization...
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Step 3: Open new textlist and add the required numbers of alarms:
- 1D: 0, Default: “Tank level AHH”
- 1D: 1, Default: “Tank level ALL”

- ID: 2, Default: “Simulation on PLC is enabled”

POUS - 0 x &) WVisuslzation 1] Pc_pRa [l Device 2 Symbol Configuration @ G 1] Alarms X
=gl 5.‘!?_, Fand_faval 'l i Default

il GlobalTetlist 0 Tank level AHH

@ on 1 Taik lewal ALL

1] Embgefool 2 Sirmulation on PLC is enabled

ﬁl Libeary Maniager

1] Al

B Project settings

Step 4: Add “Alarm configuration” in project tree by right-clicking on Application in
the Devices tab, selecting “Add Object” and then “Alarm Configuration”. When

prompted, under name, type “Alarm Configuration” and click “Add”.

Dendcas - 0 ¥ C] Alarms ¥ :E Yisualzation u f=
= 5 ET Tk Level || D " Default

= [ Devies (CODESYS Control Win V3 x64) ] Tank Level

= 3l AC Loge 1 Tank Lawvel ;

- LF Application z Simulation o

.ﬂ Library s Cut
[Z] pc_rrei B2 Copy
B8 Symbdl O aste
= H Task Conf| ¥ Delete
=& MainT
] el Refactoting r
] Tr.nnd 2 Properties...
& w - —
- & vy |_| Add Dbject b |ﬂ Alarm Configuration...
@] w2 Add Folder.. ¢ Application...
+ @ TrerdReqg 1 Edit Object BT Dats Sources Manager..,
] visuaizati Edit Object With... % DUT.
] Visugizati
-

Lagin 2] ExternalFile..,

@ Global Variable List..

ﬁ Global Variable List (tasklocal)...
1] Iage Paol...

Delets application from device

w0 Interface..

ﬂ' * Nebwork Variabla List (Recerer)..
@  Nehwork Variable List iSender)...
T Persistent Variables...

&) poL.

&) PO forimplicit checks..,

A Recipe Manager...

@ Redundancy Configuration..,

] Teatlist.

a8 Trece.. @
o Urit Corrversion,.
@] Visualization...
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Right-click “Alarm configuration” and click “Add Object”, then “Alarm group”. When

prompted, under name call it “Alarms” and click “Add”.

= [ £ Fank (aval ||
= i Device (CODESYS Control Win W3 o) 0
= B0 FLc Loge 1
= £} Application o
= .a.r.um Coefif L Cut :
l&. Ermor
i e R Copy
& VWarring Paste
N adwms P Delete
m Library Man =1
B] PLC_PRG(A
L ] Symibol c.;q-.i B | fidd GBJEEI: k ] ,& Blarm Class...
= (@8 TaskConfig 3 Add Folder.., [N lsrm Gwp.. |
= G5 AlemMi 3 Egit Oject G Teelit.

&) an Edit Object With... |
Sl ST e—

& pLc_prs
= & TrendRecordingTask ([EC-Tasks]
& visuTrendStoragatccess Gla
= g VISU_TASK (IEC-Tasks)
] VisuBberms, Visu_Prg
+ ﬂ Trand Recondirs Manages
L ﬁ‘] Visualization Mansger
@] Visuakzaticn

Default
Tank lewveal AHF
Tank lawal ALL
Simulation on PLC is enabled

Praperties...

Step 5: Open the “Visualisation”. Add the widget “Alarm table” on HMI Tank Level
display by opening the “Alarm Manager” in the “Visualisation Toolbox” tab shown
below in green, then clicking and dragging the “Alarm Table” icon shown below,

selected, onto the Tank Level HMI screen to add the widget to the simulation display.
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Step 6: Click on the “POUs” tab and then open the global variable list by double-

clicking “GVL”. Add the following two alarms and two limits:

- “Level_Meter_ALL[Your Initials and Date]” — Low low level alarm
- “Level_Meter_HH[Your Initials and Date]” — High high level alarm
- “Level_Meter_Limit_ALL[Your Initials and Date]” — setpoint for ALL alarm

- “Level_Meter_Limit_AHH[Your Initials and Date]” — setpoint for AHH alarm
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Devices - 3 X J_@ Visualization '[E] pcprG | [ Device W2 Symbol Configuration @ VL x| alerms I\ s
=) £IT Tank tevel - 1 {attribute ‘gqualified only'}
= (1] Device (CODESYS Control Win 3 x64) 5 2 VIR GLOBAL
o Eg BLC Logic W"h 3 Level Meter SIM:RERL:
00
B 4 Flow_Meter SIM: REAL;
- n phcatlon & Level Mever IO:REAL;
= [#8 Atarm configuration 6 Flow_Meter_T0: REL:
& Error d Level Meter HINT:RERL;
& o 8 Flow Meter HMI: REAL;
& wiarning B Fill_Valve :REAL:
@ Alarms Lo Dischrge Valwe: REAL:
E AlarmShor age |
U Blarms 1z iimla;izil_::;?lﬂl.:
1z orce_Fill:l :
g Lbrary Manager 14 Force Discharge: BOOL;
8 PLC_PRG (FRG) 15 State:INT ;
& Symbel Configuration 1g] Level Merer ALL:BOOL;
= @ Task Configuration 17 Level:l‘{etet:m:BllJL;
=& mlarmManagerTask (IEC-Tasks) 18
@ AlamiManager.alarm_Prg 1%
=-¢8 MainTask (IEC-Tasks) 20 END VAR
& PLC_FRG -i
= TrendRecordingT ask (IEC-Tasks, -
@@ VisuTrendS‘:oreq::IE:cessﬁlo A .
Z4 Level Mever Limiv BXH: REAL := 2.5;
= & VISU_TASK (IEC-Tasks) 25 Level Meter Limit EXL: REAL := 0.Z:
&) visuelems Visu_Prg 26 Level Meter Limit ALL: REAL := 0.0;
+ 4 Trend Recording Manager 27 Level Meter Limit AHH: REAL :=2.5;
+ EI visualization Manager 28| EHD VAR
@ Visualization

Step 7: To add the alarm setpoints on HMI, in the “Visualisation Toolbox” tab, with
Visualisation open, click “Basic” then select the rectangle tool and drag it into the
HMI Tank Level space, adding the field. Shape and align them with the other
setpoints already there. Type “2.2f” in the text field of each rectangle. Add the label
Text Fields by clicking next to the rectangles, naming them “Level AHH [Your Initials

and Date]” and “Level ALL [Your Initials and Date]”.

Date'Time

Fawarite
Raunded

IR

Fohgon Folylne Bézier Curve
=
Tnage . Frams
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B T L e e A e
Trkerface Edtor [ Motheys Configurstion T3 Elementist

A VAR IN OUT

: el

3| Bm vk

Engineerning nstiwte of Technalagy.

Select the rectangle, then in the “Properties” tab, next to the “Visualisation Toolbox”

tab, under “Text variables”, select the text variable field to link the set points for each

of the added rectangle text fields. Be sure to add ‘GVL.” before the variable name.

Note the element name at the top of the Properties for each:

“GVL.Level _Meter_Limit_ALL[Your Initials and Date]”

“GVL.Level_Meter_Limit_AHH[Your Initials and Date]”

DEIT

Engineering Institute of Technology.

= Position
-
% 43
¥ 36
Width 6
Height s
Angle o
i+ Colors

Use gradient color

Gradsert setting ] e, Black, White
I# Element lack:
 Texts
 Text properties
& Absclute movement
I Ralative movament
i= Text variables.

Text variable GVL Level_Meter_Limit_ALL] ]
Tookip varisble

I+ Color wariables
'+ State variables
% Inpuit corfiguration
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Input Assistant

Texk Search  Categaries

'Jaﬁstlas &  Mame

+ 1) application

+- {} DED

=@ an
# Dischrge_Valve
# Fill_Yalve
¥ Flow_Meter_HMI
% Flow_Meter_ID
# Flow_Meter_SIM
# Force_Discharge
# Force_Fill
# Level_Meter_AHH
@ Level_Meter_All
# Level_Meter_HMI
P# Level_Meter_ID

Type L.

Ao atior

Libvar)

1 ?_-Tn' AL

# Level_Meter_Limit_AHH

[ struchured view

Imeee b ik A im e

Fiter Mone

QA

Irezert with mameaonara nrafi

You will also need to enable the mouse to change the fields on the HMI. With a

18

rectangle selected, in the “Properties” tab, expand “Input configuration” and click on

“Configure”. Select “Write Variable” and the right arrow to move it across, and then

click OK. Do this for each added rectangle text.

= Input configuration
OnDiglogClosad  Configure...
OnMouseThick Configure, ..
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Input Configuration =
F Close Dialog g wirlte variable
#F Opan Dialog
& Change Language Input type A
F  change Shown Visualization |m \
7 Execute Command Choose wariable bo edit
#  Switch Frame Visualization
4 \irie Yariable (@) Uise bext output variskile
F  Execvte ST-Code (") Use another variable
4 Toggle Variabie
#  File Transfer
- Iritial dsplay Format
Min
Max
Dialog kitle
[] Passward Field

Fosition to open input dialog

() Use ghobal setting (from Wisualzation manager)

(") Cenkered -

Corce

Step 7: In the Devices tab, open the previously created Alarms, under Alarm

Configuration, by double-clicking it.

Step 8: Add the following alarms, populating “Observation Type” with Digial, Details
with the respective variable condition where the boolean = TRUE, class with the type,
and the message to display, as below in steps 7.1-7.3:
- Observation Type: Digital, “GVL.Level _Meter_AHH[Your Initials and Date] =
TRUE”, Class = “Error”, Message = “Tank level AHH”
- Observation Type: Digital, “GVL.Level Meter_ALL[Your Initials and Date] =
TRUE”, Class = “Error”, Message = “Tank level ALL”
- Observation Type: Digital, “GVL.Simulation_En = TRUE”, Class = “Info”,

Message = “Simulation on PLC is enabled”

—— |
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> B K| d] viuskation W] R PR [ Deice  [™3  Symbol Configuration @ o (1] Aems O Alaoms x | Prope
EIT. Tank Loval - 1 z = e
(@) Device [CODESYS Control Win ¥3 64) Teatbst (] ams v ardiing [Ryirene) v|  Desctvation )l
= B rCLoge || Prom
= €3 ApsBcation [ Obseration Type Details Deactivation Chss Mesrnge Min Pend. Tme  Latch Var 1 y
= 8 Al Configuration o 74 Digal G¥L.Level_Meter_irH = TRLE d\Errer Tank level ar
& ervor 1 T ogal VL Level_Mter_ALL = TRUE iy Error Tank level AL
& wio 2 4 el GV Siwdation_En = TRUE finfo Setniation on PLC i erabled
& waring
i msme N
@ Asmsiorane
1] Alseme
D tioeary Manager

B] PLC_PRG (PRG)
3 Symbol Corfiguration
= (8 Task Confipration
= g AlwmianagerTask (IEC-Tasks)
) alsepanager. Al Prg
= g manTask (IEC-Tasks) Digal
& rc rrs Exprassion GVL. Sivulation_En o = w | fRuE
= &8 TrerdRecordngTask (IEC-Tasks)
] visuTrendStorsgetiecess Gl
= g8 vIsU_TASK (IEC-Tasks)
] VieuBlarms Visu_Prg
+ 8% Tvend Recording Mansger
+ @] Visuskzation Mansger
&) visuskzation

Step 7.1 Add alarm and select required alarm type in field “Observation Type” as

Digital.

Text list ||.3A|arms w | #rchiving |%{mne} w

I Observation Type Details Deactivation Class

SICE NEre Do 300 3 Neww Jiarr

k]

74 Digital
= Lpper limit
= Lower limit
* Oukside range
4= Inzide Ehe range
A?Change
4 Ewent

Step 7.2 Select the alarm variable in the “Details” field and add the required condition

to activate the alarm.

1o] Observation Type Details Deactivation Class Message Min. Pend. Time Latch War 1

0 21 Digtal @ @ rleaseenter it @

7 add a new alarm ick hiere to add & new alarm

Details
WL Level_Meter_aHH

I Observation Type Details
0 21 Digikal Gyl Level Meter AHH = TRUE

Note: In this project, alarms are activated by a positive front of chosen variables.
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Step 7.3 Select the “Alarms” text list in the “Text list” field to fill the message with the

text list created in Step 3, note that the ID of the alarm corresponds to the ID number

in the text list “Alarms”:

) visualization [5] PLCPRG ] Device ™2  Symbol Corfiguration W S [0 Alams N Alarms %
Text list | Alarms w | Archiving |% {rone) w
I Observation Type Details Deactivation Class

k)

] visualization [E] PLCPRG | (i) Device  [®3  Symbol Configuration @ G [0 Alems N Alarms x|
Textlist (=5 Alarms w|  Archiving |%(mne} | Dei
h=:) Alarms
D B Deactivation Class Peless:
0 i=] Gla extlist TRIJE Please select a Please
ck hiere ko add a mew alarm “lick here to add a new alarm

ottt [T | <ty [ v oesctivaton

1n] Observation Type Details Deactivation Class Message
0 74 Digikal G¥L.Level_Meter_AHH = TRUE Please select i Tank level AHH
ck hiere ko add & mew alarm I\:,r. hiere ko add & new alarm

Step 8: To add the alarm logic to the PLC program, under the Device tab, under

Application, double-click “PLC_PRG” to open the code.
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At the end of the code, add the following to enable the alarms:

SCADA, OPC and Factory 10 Using Codesys

=30 £f7_ Tank {evel ~
= | Device (CODESYS Control 'Win Y3 x64)
=20 PLC Logic
=1} application
= [ Alarm Configuration
N erver
I 1o
& Warning
2 #lams
5;3 AlarmStorage
U Alarms
m Library Manager
[E] pLc_rra (FrG)
=2 symbal Canfiguration
= @ Task Configuration
- @ AlarmManager Task (IEC-Tasks)
] alammManager.slam_Pra
= @ MainTask (IEC-Tasks)
-] PLC_PRG
= @ TrendRecordingTask (TEC-Tasks,
& VisuTrendﬂorageﬂccess.Glj
= ¢ VISU_TASK (IEC-Tasks)
@ VisuElems. Yisu_Prg
® @ Trend Recording Manager
& ﬂ] WVisuglization Manager
&) visualization

IF GWL.Level Hecer BHI > OVL.Level Mever Limiv AHH THEN
GVL. Level Heoer AHH :=

GVL. Level Herver AHH :m
IF G¥L.Level Meter JMI < GVL.Lewvel Meter Limit ALL THEM
GVL. Level Merer ALL == 1]

G¥L, Level Hetee ALL =

22

Step 9: Download program to the PLC by selecting the “Online” menu and click

“Login”, or simply click the “Login” button on the menu. When prompted, click “Yes”

to create the application and proceed with the download.

Switch it to “Run” mode by using the button on the menu or by right-clicking

Application and selecting “Start”.

Check that the project is working by double-clicking “Visualisation”. Edit the text

fields, by clicking in them and typing a new value, for Level AHH, Level ALL, and

toggle the Simulation on PLC to verify that your alams are being triggered at the

correct inputs/values in the alarm table.
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(0 J5"

Sirmulation an PLC is ensbled

e _____________________________________________________________________________________________|
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3. OPC UA Configuration

The Codesys OPC UA Server

Step 1: With the “EIT_Tank_Level Base project” open in CodeSys, logout of the PLC
simulation, then add a Symbol Configuration object below the application by right-
clicking “Application”, then selection “Add Object” and then “Symbol Configuration”.
When prompted, name it “Symbol Configuration” and ensure that the “Support OPC

UA Features” option is selected:

) &, Tank Coval (= ED masfoceEdrer O Hotheys Coniguation T Elementist
= (@ Dovice (CODESYS Control Win V3 x54) | | veR_m_out
= @)l rLcLogic z
=€) Apphication ) B v
D Lieary Msnsger
] PLC_PRG (PRG)

+ (g Task Configurstion

+ @ Trend Recarding Manager
+ ] visuskzation Mansger
&) visuskzation

¥
)x I I i symbﬂ cm‘lmm
Engineening Instiile of Technolagy.

ma
' Creste & reraobe socecs sytbol configuration.

Step 2: Double-click the newly created “Symbol Configuration” under “Application” to
open the symbol configuration editor. Here is where we configure which variables we
want to change using the OPC UA client and specify access rights. Click “Build” then

once complete, check the box next to “GVL” to add them to the configuration.
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=gl EFT_Fank_fevel

= ﬂi Device (CODESYS Conkrol Win Y3 x64)

=-E1 PLc Logic
=1} application
m Library Manager
[5] PLc_Pra (RS
"a Symbal Configuration
+ LJTQ Task Caonfiguration

2 % Trend Recording Manager

+ E] Visualization Manager
@ Wisualization

25

Changed symbal configuration will be transFerred with the next download or online change

Symbols Access Rights Maximal  Attribute Type tembers

+.[] |E] Constants
-] @ ExceptionFlags

:
&[] @ IoConfig_alobals

Comment

Step 3: Click Login and then Login with download to download the updated project.

=15 EIT Fank fevel -
ﬁ Device [connected] {(CODESYS Contral win V3
=2l PLC Logic

= 1 Application [run]
i) Library Manager
[5) ruc_prs (Pra)
®'2 Symbol Configuration
+ (5 Task Configuration
+ -8 Trend Recording Manager
+ @) visualization Manager
@ Wisualization

[ wiew = | ¥ Build (2 Settings - Tooks -

Changed symbol configuration will be transferred with the next dawnload or online change

Syrnbols Access Rights Maximal  Attribute Type Members Comment

+.[][5] constants
#-F @ ExceptionFlags
* GiL

+ [T [£] 10config_Globals

CODESYS

(2]

The application changed since last download, What do you want to do?

Options
(®) Lagin with anline change

() Login with download
() Lagin withaut .%« changs

[[] Update boot application

Cancel

Details. ..

Step 4: In order to encrypt data and exchange it with the client safely, the server needs

a certificate that the client must classify as trusted when a connection is established

for the first time. To create a certificate for the CODESYS OPC UA server:

Requirement: The active path to the controller must be set, done by scanning and

selecting the PLC, and the the Codesys Security agent add-on must be installed.

Step 4.1 Click “View” then “Security Screen”.

Step 4.2 Select the “Devices” tab Under the “Security Screen” tab.
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Step 4.4 Select “Device” (the controller) under “Information”; then all services of the

controller that require a certificate are displayed next to it.

Step 4.5 Select the service “OPC UA Server”.

]
'_-J‘

Step 4.7 Define the certificate parameters (default will be fine) and click OK to close
the dialog; the certificate is created on the controller and can be seen under “Device”
in the “Own Certificates” group. If there are any visible in red, select them then click

the X to remove them.

6 Security Screen X

User lﬂ Information » || Information Issued for Issued by

_ ‘ﬁ = I_L'] Device ‘ * | T. CmpOPCUAServer OPCUAServer@... OPCUAServer@...
Project (& Own Certificates —
Devices & Trusted Certificates ‘ﬂ

Unstrusted Certificates
Quarantined Certificates

(ol [l

Step 4.8 Click refresh next to Information to restart the runtime system.

Note: A non-encrypted connection has been used here and works properly without
any certificates; if you are trying to establish an encrypted connection the certificate

appears in the "untrusted" folder in Codesys and should be moved to “trusted” folder.

Note: only either 5.1-5.12 or 6.1-6.6 is necessary to complete the rest of section 3.

Codesys - SCADA, OPC and Factory 10 v1.docx )EI I

ing Institute of




Software Instructions: SCADA, OPC and Factory 10 Using Codesys 27

Using UaExpert as the OPC UA Client

Setting up an encrypted connection with the “UaExpert” client.

Note: The OPC UA client “UaExpert” is freely accessible software that you can
download from the Internet. Using this client, you can connect to the Codesys OPC UA
server. The following description refers to this program. Other OPC UA clients work in

a similar way.

Step 5.1 Start the “UaExpert” program.

™

4
S

UaExpért

Step 5.2 Click “Server”, then “Add” and the “Add Server” dialog will open:

e WIeWY  MEPVER  LOCUMERNT  SeTmngs Help

= M
D EHBE@ %=
Project & X Datafco
v [ Project || 3

Step 5.3 Expand the “Local” drop-down, then expand the “OPCUAServer@...”

dropdown under “Discovery” in the tree view:

- __________________________________________________________________________________________________|
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B 2dd Server T X

Configuration Mame | OPCUAServer@RL15-PC

Discavery Advanced

Endpoink Filter: | ko Filker -

w U Lacal
' OPCUAServer@RL1E-PC (opc.tcp)
I}j Mone - Mone (uatcp-uasc-uabinarg
wi Mone - Mone (uatcp-uasc-uabinaryg)
€% Local Metwork
9 Microsaft Terminal Services
8 Microsaft Windouws Metwark
9 Web Client Network
% Reverse Discovery
% < Double click to &dd Reverse Discovery.., »
¥ Custom Discovery
< Double click to Add Server... >
v ) Recently Used

i CIDCTASararm B 1200

<

<

L4

Step 5.4 Select the connection type “None-None (uatcp-uasc-uabinary)” and

click OK to close the dialog. You will see it added under “Project” “Servers”.

Step 5.5 Click “Server”, then “Connect” and the Certificate Validation dialog opens

with an error message.

Step 5.6 Click the check box down the bottom called “Accept the server crtificate

temporarily for this session” and click “Continue”.

(@)

Step 5.8 Check the certificate folder “Quarantined Certificates” to see if the client

certificate “UaExpert@...” is displayed.
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@ Security Screen X

| User | .)| Information ‘s | Information  Issuedfor  Issued by Valid from
i |¢3| = [ Device \)(| e UsExpert@... UaExpert@... 12.07.2017 10:0
voye & own Certificates —
) [& Trusted Certificates ‘4|
Devices
Unstrusted Certificates

ol | ol |

Quarantined Certificates

Step 5.9 If it is present, drag the certificate to the certificate folder “Trusted

Certificates” to classify the client certificate as trusted by the server.

Step 5.10 Click “Server”, then “Connect” in the UaExpert client. The Certificate

Validation dialog opens with an error message.

Step 5.11 Activate the option “Accept the server certificate temporarily” for this
session and click “Continue” to establish the connection. Objects are displayed in

the Address Space view.

Step 5.12 To read the tags from the Codesys OPC Server, in the UaExpert, under
“Address Space, expand “Root” “Objects”, then “Server”, “ CODESYS Control Win V3
x64”, “Resources”, “Application”, “GlobalVars”, then “GVL”. You can then drag the
variables you wish to monitor over OPC UA with the client, from the server, into the
“Data Access View” section and the values will be displayed (in CodeSys the

Visualization must be running and “Simulation on PLC” set to on).
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Address Space
3 No Highlight

D Root
% I Objects

o DeviceSet
v & Server
¥ Auditing
v % CODESYS Control Win W3 x6d
v M Resources
w O Application
¥ Devicehlanual
W DeviceRevision
* e Globalvars
I AlarmbAanage
W |__j 3L

laaacaoa

Dischrge_
Fill_Walve

Flow_Bdet
Flows_Bdet
Flows_Bdet
Force_Dis

L o =4 e
& X  Data Access View
H# Server Mode Id Display Mame
1 OPCUAServer@.. MN34|String|hvarl... [Dischrge Valve
i OPCUAServeriD.., MNS4|String|bear...  Fill_Vahe
3 OPCUAServer@... NS4 Sring|hear.. Flow Meter_ HW
4 OPCUAServeri.., MS4|Stringlbearl.. Flow_Meter IO
5 OPCUASerseri@... M| Sring|pearl{~ Force_Dizcharge
6 OPCUAServeriD.,, MN34|String|harl.” Force_Fill
7 OPCUAServer@.., M| Sring|hear].. Level_hWeter AH
a OPCUAServeriD.,, MS4|5tring|head... Level_hetar Li.
] OPCUAServer@.., M| 3Mring|hear.. Level_Meter_Li.
10 OPCUAServer@.., MS4|5tring|heard... Level_Meter Li.
1" OPCUAServer@.,, N3A|5ring|har... Level_etar Sk

Using Kepware KEPServerEX6 as the OPC UA Server and Client

Setting up an encrypted connection with the Kepware client.

Step 6.1 Start the “Kepware 6 Configuration” program.
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Step 6.2 Under “Project”, right-click “Connectivity” and select “Add Channel”. Under
the type of channel to be created, select “OPC UA Client” driver from the drop-down
menu, then click “Next”. Under “Name” type “Channell [Your Initials and Date]” then
click “Next” and “Next” again on the screen asking “Choose how write data...” to use
the default settings.

[ Mo}

-8 Connectivity

r,;_;‘- Clicklg add a channel,

Step 6.3 On the screen asking “Specify the unique URL destination of the OPC UA
endpoint”, click the “...” icon next to the “Endpoint URL” and expand “Local Machine”,
then “localhost”, “OPCUAServer@...”, then expand the “opc.tcp://..” option
corresponding to the RL computer and port number 4840, then elect “None — None
(Insecure)” and click OK. Leave “Security Policy” and “Message Mode” as “None” and
click “Next”. Leave the default values on the following screen and click “Next” and

again leave the “Username” and “Password” fields blank and click “Next” then click

“Finish”. The channel will be created under “Connectivity” in “Project”.
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gl

'C

| Tags created =

nnell.Devicel",
at 1142020 5:3 E Cancel Help

il

'a

&~

12, Server Browser X

—  Discovery Service — -
Discovery LURL:

Ad
Discovery Pork:
| 49320

specify  [_] Use Discovery URL

Ence LS Servers L
@ =B Lacal Machine (%))
i -y locahost L
[E- 5 KEPServerEX/UAGRL20-PC
:m BB OPCUAServer@RL20-PC
"3 H = =0 Dpl:.t:p:,l',lb:alhost:d-&d-n
Securik 1 | i Mone - Mone {Insecure)
Basic2 =0 opc.bepsf [RL20-PC:4840
&% Remote Machine
Salect
Messag
Sign &

Refrash | Cancel

Add Channel Wizard

Specify the unigue URL destination of the OPC UA endpoint.,
Endpaint URL:
[apc bepilRL20-PC 4840 I[L] @

Select the endpoint security policy, Mote Ehat Basicl28Rsals and Basic256 have been
deprecated by the OPC Foundation and are no longer considered to be secure,

Security Policy:

Maone L

Select the type of encryption to use For messages between the driver and server,

Message Mode:

)

Mane ~

m Cancel

| Tamc rraatad = 77 Taac cuanaritran = 1N
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Step 6.4 Under “Runtime” select “Connect” then “Yes” when asked to “Update the
runtime with the loaded project following connect” and “No” when asked to save

changes.

Step 6.5 Under the newly created channel, click “Click to add a device” and name the
device “Devicel [Your Initials and Date]” then keep clicking “Next” leaving the default
values until you reach the screen prompting you to “Select tags from the remote OPC
UA Server..” then click the button that says “Select import items...”. Expand
“ocp.tcp://...”, “Server”, “CODESYS Control Win V3 x64”, “Resources”, “Application”,
“GlobalVvars”, then “GVL”. You can then highlight the variables you wish to monitor
over OPC UA with the client and click “Add branches >>"” then “OK”, “Next” and

“Finish”. You will see “Server” appear under your Device.

& Add Device Wizard

Select tags From the remote OPC UA Server to auto-generate tags For this device,

Select Import Tkems:

o
&)

Select impart items... I

Next Cancel
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Select Iterns to lrmport

Browszing

Impodt [bems

Leaf filker: | *

[] Import as Defauk Data Type

34

i€ HadwareRevision A
#l-{_] Programs

i Taske

B2 Globalfars

=-E3 GVL

EI L % chige_Valve |
i Fillabve Add items > >

¢ Flow_Meter_F

¢ Flow_Meter_lI Add branches »»
] Flow_Meter_<

i) Force_Dizscha << Remove Rems
-#_) Force_Fil

i) Lewel_heter_

i) Lewel_heter_

+-¢] Level_beier_

+-67] Level Meter_

H0 Level_beter_

11 €1 Simulation_Er

&€ State v

£ >
=
B
wiare, KEPServerEX /6 e 1D Data Type Walue Timestamp [[Quaiity Update Count
_Datalogger @ Channel.Device!,Server, CODESYS Cantral Win 3 x64.Resources.Application.Globalyars GVL Dischrge_Valve Float 0 03:41:23.441 Gaod 1
System @ Channel . Devicel.Server. CODESYS Cantrol Win V3 x64. Resources.Application.Glabal\ars GYL.Fill_Vakue Float El 03:41:27.441 Good 4
_Thingor @ Channel. Device.Senver. CODESYS Cantrol Win 3 x64 Resources.Application.Glabaliars GVL Flow_Meter_HMI Float 2.745 03:41:27.441 Good 4
3 Channell,_Statistics @ Channel.Deviced Server, CODESYS Cantrol Win 3 x64.Resources.pplication.Glabal\ars GVL Flow_Meter IO Float o 03:41:23.441 Good 1
2 Channell _Systera @ Channel1.Device, Server, CODESYS Contral Win V3 x64.Resaurces.Application.GlobalVars GYL. Flow_Meter_SIM Float 273 03:41:27.441 Good 4
Channell Device1,_Systern @ Channel.Devicel,Server, CODESYS Cantral Win 3 x64.Resources.Application.GlabalVars, 6L Force_Discharge Boolean 0 03:1:23.441 Good 1
P Channei1.Device 1.5erver] @D Channel1.Device.Server. CODESYS Control Win W3 x64.Resources Application.GlobalVars GWL Farce_Fill Boolean 0 03:41:23.441 Good 1
Channel1Device1 Server, CODESYS Control Win V3 %64 Resaurces Application.GlabalVars, GVL.Level_Meter HMI Flaat 159 03:41:27.441 Good 4
hannelt,DeviceT Server, CODESYS Control Win W3 x64 Resources Application.GlobalVars, GVL. Level_Meter IO Float 0 03:41:23.441 Good 1
@ Channel1.Devicel,Server, CODESYS Cantral Win 3 x64.Resources.Application.Globalyars GVL Level Meter_Limnit_BXH Float 28 03:1:23.441 Good 1
@ Channel.Device.Senver. CODESYS Cantrol Win ¥3 x64. Resources.&pplication.Glabal\ars. GYL Level_ Meter_Limit_BXL Flaat 0z 03:41:23.441 Good 1
3 Channel.Devicel.Senver. CODESYS Cantral Win v3 264 Resources.Application.Global\ars GVL Level_Meter_SIM Flaat 159 03:41:27.441 Good 4
@ Channel.Deviced Server, CODESYS Cantrol Win V3 x64.Resources.Application.GlobalVars GVL Simulation_En Boolean 1 03:41:23.441 Good 1
@ Channel1.Devicel,Server, CODESYS Cantral Win 3 =64 Resources.Application.Globalyars GL State Shart 1 03:1:23.441 Good 1

Note: The following steps 6.7-6.11 are not required to be completed and are here

for reference only. Since we are using Kepware as the OPC server, it is now possible

to see the variables using the UaExpert OPC client, as follows:
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Step 6.7 In KEPServerEX 6, right-click “Project” and select “Properties”. Click “OPC

UA” and under “Client Sessions”, next to “Allow anonymous login” select “Yes”.

File  Edet Wiews Tools Eumtime -Jﬁ
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.
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Step 6.8 In the Windows start menu, open programs, Kepware folder, and launch

“OPC UA Configuration”. Under the “Server Endpoints” tab, click to highlight the

option specifying the remote lab “opc.tcp:// ...” and then click “Enabled”. Leave this

window open.

—— |
ABN: 39 135 762 426 | RTO Provider Number: 51971 | Higher Education Provider Number: 14008| CRICOS Provider Number: 03567C



Software Instructions: SCADA, OPC and Factory 10 Using Codesys 36

Fﬁ OPC LA Corfiguration Manager ®
Server Endpainls  Trusted Clenks  Ciscovesy Servers  Thasted Servers  Instance CerbFicates

LEL Securky

~Copebgps 127,000, L4R3E0 Hore, Basic]2ERealS (5E), Basc2SE (JE), Badc23ash...
e ooc bR (iR Z0-PC4E4D Hore, Basic]2BRea1S (5E), Basic2SE (FE), Badc2S65h...

Fll:m:l-ed
A, . Edt... Reesrures
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Step 6.9 Open “Windows Defender Firewall with Advanced Security” by searching it
in the start bar. Click “Inbound Rules”. Search for a rule with a green tick “OPC UA
Server Interface (Kepware)”. If it is not there, we will add it to allow inbound local
traffic; in which case click “New Rule...”, under “Rule Type” click “Port” and “Next”,
ensure that “TCP” is selected and next to “Specific local ports” type “49320” and click
“Next”. Select “Allow the connection” then “Next”. De-select “Public” so that only
“Domain” and “Private” are selected and click “Next”. Finally under “Name” type

“OPC UA Server Interface (Kepware)” then click “Finish”. Close the firewall window.

Step 6.10 Open UaExpert and click “Server” then “Add”. Under “Custom discovery”
double-click to Add Server, then enter “opc.tcp://127.0.0.1:49320”. It will be added
under “Custom Discovery”, now expand the arrow next to it and you should see

“KEPServerEX...”. Expand that arrow and select “None — None...” then click “OK”.

Step 6.11 Right-click the newly added “KEPServerEX...” under “Servers” in UaExpert

and click “Connect”; you will likely get an error in the log, or be unable to connect.
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Back in the (still open) “OPC UA Configuration Manager”, click on the “Trusted
Clients” tab; you should see under Client Name, “UaExpert”. Right-click it and click
“Accept” (or Trust). Back in KEPServerEX 6, you may need to click “Runtime” then
“Reinitialize” and repeat this step. In UaExpert the server should eventually connect
and appear in the Address Space, following these steps, at which point you can
navigate to the GVL file and monitor the variables as before (with Codesys as the OPC

UA server).

- __________________________________________________________________________________________________|
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4. Factory IO Configuration

Step 1: Launch Factory 10 from the desktop or start menu as Administrator (right-
click, run as Administrator) and select “New” (or “File” then “New”) to create a new
scene. Save it as “EIT_Tank_Level[Your Initials and Date]” using “File” then “Save

As...”, overwrite if prompted. Note, controls can be found by clicking “File”, then

“Options”, then “Controls”.

Step 2: Open driver settings by clicking “File” then “Drivers”. Next to “DRIVER” click

the drop-down arrow and select “OPC client DA/UA”.
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FILE EDIT VIEW

New CtrlN
Open Ctrl-0
Save CtrkS
Save As... Ctrl-Shift-S

Options

Driumi

Exit

Mone
None
Advantech USB 4704 & USB 4750
SE

Allen-Bradley Logix5000

FACTORY 1/0 ( Allen-Bradley Micro800
Allen-Bradley MicroLogix
Allen-Bradley SLC 5/05
Automgen Server

Tank 1 (LeviRRlCTS

rMHJ
Modbus TCP/IP Client
Modbus TCP/IP Server
OPC Client B["\_{LFA
Siemens LOGO!
Siemens $7-200/300/400
Siemens S7-1200/1500

Siemens S7-PLCSIM

Step 3: In the top right of the window, click “CONFIGURATION”. The side-bar should
have “OPC Client DA/UA” selected in red. Under “Server” “Host Name” type the
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following details (in CodeSys the Visualization must be running and “Simulation on
PLC” set to on): “opc.tcp://127.0.0.1:4840” (note that localhost can be used instead
of the IP address).

ACTUATORS

o Host Name

BROWSE SERVERS

OPC Server

None

Filter names that start with:

Filter names that contain:

DEFAULT
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0 Host Name

ope.tep://127.0.0.1:4840
ope.tep://localhost:4840
BROWSE SERVERS

o Host Name

Step 4: Click “BROWSE SERVERS” and then under “OPC Server” click the drop-down
and select “OPCUAServer@...”. Ensure that it is selected and under “Items/Nodes”

click “BROWSE” then click the back arrow next to “CONFIGURATION”.

OPC Server

Mone

OPCUAServer@RL1E

S

-PC (UA)

«— CONFIGURATION

Step 5: You should see the newly added variables and established connection. If not,
ensure that you are running Factory 10 as Adminstrator. Match the Factory 10
SENSORS and ACTUATORS to the OPC UA Variables by clicking them and dragging

them onto the corresponding OPC UA Variables from the server:

e “Tank... (Flow Meter)” to “Flow_Meter_10”
e “Tank... (Level Meter)” to “Level_Meter 10"
e “Dischrge_Valve” to “Tank ... (Discharge Valve)”

e “Fill_Valve” to “Tank ... (Fill Valve)”

—— |
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< DRIVER ©

< DRIVER

.eTransitionCounter
..rmStorageCounter
Dischrge_Valve Tank 1 (Discharge Valve)
Fill_Walve Tank 1 (Fill Valve)
Flow_Meter_HMI
Tank 1 (Flow Meter) Flow_hMeter_|0
Flow_Meter_SIM
Farce_Discharge
Farce_Fill
Level_Meter_ HMI
Tank 1 (Level Meter) Level_Meter_IO

J_Meter_Limit_BXH

Step 6: Click the back arrow next to “DRIVER” to return to the scene. In CodeSys
Visualization, ensure that the PLC switch is off so the values can be obtained from the

tank in Factory |O. In the Factory 10 scene, click the play button to start the runtime.

< DRIVER
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Step 7: In Factory 10 click “View” then “Dock All Tags”. You can change these values,
as well as those on the HMI to affect the filling and discharging of the tank. This will
be observable over an OPC UA client, should you open UaExpert and connect to the

OPC UA server.

End of Document
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