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DIT Lab 2: Ethernet Basics

1.0 Overview

In these exercises we will focus on attributes of Ethernet, in particular the header structure
and speed/duplex settings.

2.0 Hardware

You will perform these exercises on your own computer. If, for any reason, you are unable
to install the software on your computer, or encounter any other technical difficulties, then
you must immediately contact your course coordinator.

3.0 Software

e Wireshark (download from http://www.wireshark.org/download.html)

e Screen capture software. Jing and Screenhunter Free are examples of free screen
capturing software. When downloading or installing such software, please be careful not
to install any unnecessary add-ons eg. Toolbars. Select ‘advanced’ installation and
decline all offers.

4.0 Implementation
4.1 Capturing Ethernet frame and verifying type of frame

e Run Wireshark by clicking on the desktop icon
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http://www.wireshark.org/download.html

e Capture several frames by clicking Start-> Interfaces and then clicking the ‘Start’
button against the interface currently in use (i.e. the one that shows an increasing
number of packets). On newer versions of Wireshark you first need to check the box
against the desired interface before hitting ‘Start’

il wireshark: Capture Interfaces

Descripkion P Packets Packets/s |

;}E Wiware Accelerated AMD PChet Adapter 192,168.0.4 16662 11 Options | Details |

Help Close

Capture a few packets, and then stop Wireshark

il YMware Accelerated AMD PCNet Adapter: Capturing - Wireshark M= &3

File Edt Yew &o Capture Analyee 3tatistics Telephony Tools  Help

SO e MR LS AT L|(|EEB QQQAQA0|WMMWZ|

Filker: | ¥  Expression... Clear Apply
Ma, - | Tirne: | Source: ‘ Destination ‘ Protocol ‘ Info ﬂ
I522 IU. 658157 T3z 108, 0. & U5. 59. 190, 173 T_F ElalnlsI=r=xeqalu g

LBE3580 203.59.140.153 182.165.0.4 TCR [TCFP segment c
REER 223.27.17.30 182 1658.0.4 TCP http » spandat
LB53714 203.59.140.155 182.168.0.4 TCP [TCP segment ¢
LBo3739 192.1688.0.4 203.5%9.,140.153 TCFR apogeex-part >
LBO5E60 203.59.140.153 182 1658.0.4 TCP [TCP segment ¢
LB57E39 203.59.140.155 182.168.0.4 TCP [TCP segment ¢
LB07Ea5 192.1688.0.4 203.5%9.,140.153 TCFR apogeex-part >
LBOG5ES 203.59.140.153 182 1658.0.4 TCP [TCP segment ¢
LFLO0LF0 203.59.140.153 182.165.0.4 TCR [TCF segment c
LTF10Z220 1%2.168.0.4 203.5%.140.153 TCF apogeex-port
L 712153 203.59.140.155 182.168.0.4 TCP [TCP segment ¢
L 714082 203.59.140.153 182.1685.0.4 TCFR [TCP segment ¢
L 714107 1%2.168.0.4 203.5%.140.153 TCF apogeex-port
L71e107 203.59.140.155 168,04 TCP [TCP segment ¢
. 716128 223.27.17.30 http > flamenc

1338 . 7 : 50.140.153 102,168, 0.4 = TCF Prewious
I | 2
# Frame 1 (60 bytes on wire, 60 bytes captured)

+ Ethernet II, src: Inventec_c2:z22:ed (O0:26:6C:c2:i22:e4], Dst: viware_ebh:f7:35 (00:0c:29:8kh:f7:35)
# Address Resolution Protocol (reguest)
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e Divide the screen into three equal parts. The upper part shows a summary of the
packets captured, the middle part shows the contents of the selected frame (packet)
in terms of headers etc., and the lower part shows the contents of the selected
frame in Hex and ASCII

T {untitled) - Wireshark H=]
File Edit ‘iew Go Capture Analyze Statistics Telsphony Tools  Help
o) . ~ a0 | i
B & el I EEHX2E| A F (B8 QA MM E|H
Fi_Iter:I ¥  Expression... Clear Apply
o, - | Time | Source | Destination | Protacol | Info ;I
1757 14587414 152, 168, 0.3 152, 1as. 0.4 SME Trans! Response
1758 14. 387505 1592.168. 0.4 16G2.168.0.3 SME Trans? Reguest,
1755 14.388361 1562.168.0.3 162.168. 0.4 SME Trans2 Response
1760 14.3886531 192.168.0.4 152.168.0.3 SME Trans2 Regquest,
1761 14.3859315 1592.168.0.3 1592.168.0.4 SME TransZ Response
1762 14.385402 1592.168.0.4 152.168.0.3 SMB TransZ Reguest,
1763 14. 390255 1592.168.0.3 1G2.168. 0.4 SME TransZ Response
1764 14.408902 223.27.17.30 162.168. 0.4 IMAP Response: gass
1765 14.407153 192.168.0.4 223.27.17.30 IMAP Regquest: Obak I
1766 14.421420 1592.168.0.3 1592.168.0.4 MESS MESS Continuati—
MFATF 1A A1 A2A 102 1688 noA 1402 18] 0 2 T D EET- m'irv'ncn'F'r:I
-« | 2
E Frame 1756 (174 bytes on wire, 174 bytes captured) -
[ Ethernet II, src: vimware_eh:f7:35 (00:0cC:29:eb:f7:35), Dst: vmware_62:lb:ce (00:0cC:29:62:1b:ce)
E Internet Protocol, Src: 192.168.0.4 (192.168.0.4), Dst: 192.168.0.3 (192.168.0.3)
version: 4
Header Tength: 20 bytes
pifferentiated services Field: 0x00 (DpscP Ox00: pefault; ECM: Ox00))
Total Length: 160
Identification: Oxdagf (190550
# Flans: 0w02 non't Franment LI
1l | |
0000 00 OcC 2% &2 1b <e 00 Oc 29 eb 7 35 08 00 45 00 coabe..s DL 5L E. -
0010 00 a0 4a &f 40 00 80 06 28 91 <O a8 00 04 <O as P -
0020 00 03 0a 18 01 bd 47 3b a3 93 6% hS <3 b2 50 18 H i
0030 7 48 81 ea 00 00 00 00 00 74 FF 53 4d 42 32 00
0040 00 00 00 18 OF <8 00 00 Sk a4 bf a2 15 00 13 dl
0050 00 00 04 30 eQ Sa 00 785 00 90 of 30 00 00 00 02 P ¢ TRV S P
Q0a0 Q0 28 00 00 00 00 00 Q0 QO 00 Q0 00 00 30 00 44 O a.D
0070 00 00 00 00 00 01 00 05 00 33 00 00 00 00 eCc 03 .....u.. R
0080 00 00 00 00 5C 00 41 00 72 00 6e 00 &1 00 2e 00 [P T o -1
0090 48 o0 &f 00 6C 00 6d 00 65 00 F3 00 5S¢ Q0 57 00 HoooTom, eos.h.w -
(aTalTal A o Aa o Add oo AF an CT Mt B2 mn vt M T hl M o™ LYY
()| File: "C:\DOCUME~14NIGEL~1 DAYILOCALS~1}... |Packets: 1770 Displaved: 1770 Marked: 0 Dropped: 0 | Profile: Default v
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Select any packet (frame) in the top section of the screen

b1l {Untitled) - Wireshark =]

File Edt ‘Miew Go Capture @nalyze Statistics Telephony Tools  Help

o e EdXE28| Ae=*TL(BE QQAQf | WkEMB::|H

Filter: I ¥  Expression... Clear Apply ‘

o, - | Time | Source | Destination | Protocol | Info ;I
1757 14387414 152,168, 0.5 162,168, 0.4 Trans: Response
1758 14.387505 192.168.0.4 152, N Trans2 Reguest,
1759 14, 388361 0.3 192 .4 RESDONSE
; T4 B ). 4 15/, ] ST
1761 14.389315 L0, 192. .4 REspOnse
1762 14.385402 L0 162, .3 Reqguest,
1763 14.390295 .0, 192, 4 Response
1764 14.406902 7. 152, .4 REspoOnse: gase
1765 14.407153 223, 30 Request: Obak I
1766 14.421420 1G2.168. 0.4 NESS Continuati—
1FET 14 A7142A 167 148 0 = aae = micensofr X

A | I

Frame 1760 (174 bytes on wire, 174 bytes captured)

Ethernet II, Src: wmware_eh:f7:35 (00:0c:29:eb:f7:35), Dst: wWmware_G62:lb:ce (00:0c:2%9:62:1b:ce)

Internet Protocol, Src: 192.168.0.4 £15%2.168.0.470, bst: 192 168.0.3 (152.168.0.3)

Transmission Control Protocol, Src Port: cyaserw (25840, Dst Port: microsoft-ds (4450, Seq: 1201, aAck

NetBIOS Session Serwvice

SME (Server Message Block Protocoll

1

35 08
ag 0o
b5 o4
53 4d
la 76
30 00
Q0 0o
Q0 0o
00 al
00 5¢

0000
0010
0020
0030
0040
0050
0060
0070
0080 oo
00S0 oo

laTaE¥al fatal

e
[o]o]
bd
[]0]
8
Ba
[]0]
o1

I

()| File: "CH\DOCUME~11NIGEL~1, DAYILOCALS~11,... | Packsts:

| Prifile: Default

i
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e Gotothe SECOND line in the centre section of the screen. This corresponds with
Layer 2 (Data Link Layer) in the OSI model and hence, in ourcase, to Ethernet

Note that it is likely to be an Ethernet Il (also known as Ethernet V2 or ‘Bluebook) frame.
Ethernet IEEE 802.3 frames will be labelled as such...but are fairly rare.

1] {Untitled) - Wireshark =]

File Edit ‘iew Go Capture Analyze Statistics Telsphony Tools  Help

& & el IEd82E8 Aace*»2TF L | B QA MM H

Filter: I ¥  Expression... Clear Apply

0. - | Time | Siource | Destination | Protocol | Infao ;I
1757 14.587414 152,168, 0 I1%2.168.0.4 Trans! Response
1758 14.387505 152. 192. Transz Reguest,
1759 388361 152 132 TransZ Response

T

1oz

Trans2 Response

1762 14.385402 TransZ Reguest,

1765 14.350255 152. Transz Response

1764 14.406502 223, Response: gaso

1765 14.407153 192, Reguest: Okak I

1766 14.421420 192. NESS Continuati—

AFATF 1A ADTAZE 1o Sas - m'|rr‘ncn'F+_|
Al i
[ 1?4 hytes captured)

Frame 1760 (174 bytes on wire,
Ethernet II, ° H

: wmware_eh:f3 H .
Internet Protocol, src: 192.168. 0 4 (192.168. 0 4), Dst:
Transmission Control Protocol, Src Port: cyaserwy (25840, Dst Port:
NetBIOS Session service

E sME (Serwver mMessage Block Protocoll)

192, 168 0 3 CI_92 168.0.3)
microsoft-ds (4450, sSeq: 1201, ack

I

H.
.

[alal
1770 Displayed: 1770 Marked: 0 Dropped: 0

O| Ethernet {eth), 14 bytes | Packets: | Profile: Defaul:

B
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e Click the [+] ONCE so that the Ethernet header opens up. You will see the source and

destination hardware (‘MAC’) addresses. Click on them individually, and observe the

actual MAC addresses (hexadecimal) in the bottom pane on the screen.

They should resemble the example below.

b1l {Untitled) - Wireshark

File Edt ‘Miew Go Capture @nalyze Statistics Telephony Tools  Help

IiI=] E3

2 & el BEd2Ee| AT iL|([BE QAQA0 @MW x|R
Fi_Iter:I ¥  Expression... Clear Apply ‘
o, - | Time | Source | Destination | Protocol | Info ;I

1757 14387414 152,168, 0.5 162,168, 0.4 SME Trans: Response

1758 14.387505 152.168.0.4 192.168.0.3 SME TransZ Reguest,

14, 388361 152,168.0.3 15%2.168.0.4 SME Transz Response

] L jil 0.4 il E]

. 388315 152.168.0.3 192.168.0.4 SME TransZ Response

. 388402 152.168.0.4 1%2.168.0.3 SME Trans2 Request,

L 390235 152.168.0.3 1%2.168.0.4 SME TransZ Response

1764 14.406902 223.27.17.30 152.168.0.4 IMAP REsponse: gaso

1765 14.407153 152.168.0.4 223.27.17.30 IMAP Regquest: Obak I
1766 14.421420 152.168.0.3 1%2.168.0.4 NESS NESS Continuati —
17A7 14 AZ1AZA 167 1AR M A 167 1AR N 2 Tro ans = m1'r.~ncn1=1-;|

A

2l

source: vimware_eb:f7:35 (00:0cC:29:ebh:f7:35)
Type: IP (0x0B00)
Internet Protocol, Sror 192.165.0.4 (192.168.0.47,

Destination: wmware_62:1bh:ce (00:0c:2%9:62:1h:cel

Frame 1760 (174 bytes on wire, 174 bytes captured)

Cst: 192.168.0.2 (192.168.0.3)
Transmission Control Protocol, Src Port: cyaserwy (25840, Dst Port: microsoft-ds (4450, Seq: 1201, A
MNetBIOs session service

F SMR server Messane Rlnck Protncnl’
4

0000
0010
0020
0030
0040
0050
0060
0070
0080
00S0

laTaE¥al

-

4|

I

|+

O| Ethernet {eth), 14 bytes Packets: 1770 Displayed: 1770 Marked: 0 Dropped: 0

| Prifile: Default

i
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Note that, if you select a particular field within the header (in the centre section of
the display), the corresponding bytes in the ‘raw’ data captured from the network is
highlighted as well, in the bottom section of the screen as in the following example

%l {untitled) - Wireshark =]
Fil= Edit ‘iew Go Capture Analyze Statistics Telephony Tools  Help
B @ el I BEEX2E | Ae» T L |(BE Qaaad dMxE H
Fi_Iter:I ¥  Expression... Clear Apply
0. | Source | Destination | Protacol | Info ;I
L3414 152, 168, 0.3 152, 1as. 0.4 SME Trans! Response
. 3875045 1592.168. 0.4 16G2.168.0.3 SME Trans? Reguest,
. 388361 152.168.0.3 L168.0.4 Transz Response
. L 1 0.4 3 Transz _
L 3859315 o 0.3 0.4 Trans2 Response
. 3858402 1592.168.0.4 .0.3 SMB TransZ Reguest,
. 390295 152.168.0.3 .04 SME TransZ Response
1764 14.408902 223.27.17.30 162.168. 0.4 IMAP Response: gass
17465 14.407153 152,168, 0.4 223.27.17.30 IMAP Regquest: Obak I
1766 14.421420 1592.168.0.3 152.168.0.4 MESS MESS continuati—
MFAE7F 1A A1 A2A 102 1682 noA 1G22 18] 0 2 T D EET- N m'ifv'ncn'F'r:I
A | 2
Frame 1760 (174 bytes on wire, 174 bytes captured) =
E Ethernet II, src: vimware_eh:f7:35 (00:0cC:29:eb:f7:35), Dst: vmware_62:lb:ce (00:0cC:29:62:1b:ce)
pestination: wvmwar
source: wmware_eh:f7:35 (00:0C:2%9:eb:f7:35)
Type: IP (0x0800)
Internet Protocol, Src: 192.168.0.4 (192.168.0.4), Dst: 192.168.0.3 (192.168.0.3)
Transmission Control Protocol, Src Port: cyaserw (25840, Dst Port: microsoft-ds (4450, Seq: 1201, A
NetBIOS Session Serwvice b
H SMR (Server Messane RBlock Protnconl’ T
| | I3
Qo0 29 gb 7 35 08 00 45 00 -
0010 2e 8F <0 a8 00 04 cCO a8 —
Q020 a4 83 69 hS <4 82 50 18
Q030 op 74 fF 53 4d 42 32 00
Q040 oh 20 d2 1la 76 04 55 Ze
0050 00 a0 of 30 00 00 00 02
0060 00 00 00 00 00 20 00 44
Woles] 00 33 00 00 00 00 ec 03
Q0E0 72 00 6e 00 61 00 2e 00
Q0G0 65 00 73 00 5< 00 57 00 ;I
(aTakYal L e T L= T A T B AT A
O| Destination Hardware Address {eth.dst), & bytes | Packets: 1770 Displayed: 1770 Marked: 0 Dropped: 0 | Profile: Default -

Question 1: Snag the Ethernet header, but only the 4 lines comprising the header. In
other words your snag should show the summary for the Ethernet header, plus the
three fields comprising the header (as displayed in the centre part of the screen)
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e Now observe the 3" field.
Since it contains a ‘Type’ number we know it is a V2 frame.
For the IEEE 802.3 format this would be a ‘Length’ field.

%l {Untitled) - Wireshark H=l
File Edt ‘iew Go Capture Analyze Statistics Telephony Tools  Help

B o el BEEHX2E8 | ST i (BB QQQO| MM H
Fi_Iter:I ¥ Expression... Clear Apply
o, - | Time | Source | Destination | Protacal | Info LI
1757 14587414 152,168, 0.3 152,168, 0.4 SME Trans Response
1758 14. 387505 1592.168.0.4 152.168.0.3 SMB TransZ Reguest,
1592, 3 192.168.0.4 SME Trans? Response
1 4 1 E Tra
. . ] .4 Trans2
. 385402 192, .4 03 SMBE Trans2 Request,
. 39025845 1592, .3 .4 SMB TransZ Response
406902 223, .3 192.168.0.4 IMAR Response: gass
L407153 152. 223_.27.17.30 IMAP Regquest: Obak I
.421420 192. 192.168.0.4 MESS NESS Continuati =
A21A2E 107 107 1ER N2 Tro BT m-h—rncn-FrLI
4 | >
Frame 1760 (174 bytes on wire, 174 bytes captured) =
= Ethernet II, sro: wmware_eb:f7:35 (00:0cC:29:eb:f7:350, Dst: viware_62:1lb:ce (00:0c:29:62:1b:ced
pestination: wimware_62:1b:ce (00:0c:2%:62:1h:cel
source: vimware_eb:f7:35 (00:0C:29:eb:f7:35)
Internet Protocol, Src: 192.168.0.4 £15%2.168.0.470, bst: 192 168.0.3 (152.168.0.3)
Transmission Control Protocol, Src Port: cyaserw (25840, Dst Port: microsoft-ds (4450, Seq: 1201, A
NetBIOS Session Serwvice o
. SMR server Messane Rlnck Protncnl™ i
4 | |
o000 00 0c 29 &2 1b ce 00 0C 29 eh 7 -
0010 00 a0 4a 71 40 00 80 06 2e 3F co —
0020 00 03 0a 18 01 bd 47 3b a4 33 69
0030 8 78 81 ea 00 00 00 00 Q0 74 ff
0040 00 00 Q0 18 07 <8 00 00 Oh e0 d9
0050 00 00 04 30 eQ Sa 00 75 00 a0 of
0060 00 28 00 00 00 00 00 00 00 00 QO
Qo070 00 00 00 00 00 01 00 05 Q0 33 00
Q0BG 00 00 00 00 S5c 00 41 00 T2 00 ae
ooon 48 00 6F 00 6c 00 &d 00 @5 00 73 LI
(aTale¥al R TR e Ta B I B s Ta B, & S a T 7 Mt B2
O| Type (eth.bype), 2 bytes Packets: | Profile: Defaul: s

e Check the type number (0x0800 meaning 0800 Hex) here to confirm that the payload
(that follows) is IP (http://en.wikipedia.org/wiki/EtherType). Snag the expanded
Ethernet header (3 lines) so that you include the two MAC addresses as well as the

Type field.
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e Go to the DOS(Command) prompt and type ipconfig /all. You will get something like
this:

Command Prompt

DHCP Enabled. . . . . . . . . .
Autoconf iguration Enabled . .

Jireless LAN adapter Wi-Fi:

Belkin

Ralink RT5398R 802.11bgn Wi-Fi Adapter
1C-3E-84-22-5D-B1

Yes

Yes
fe80::2d94:547d:b99d:e5acx14(Preferredd
192.168.2.5(Preferred)

255.255.255.08

Monday, 15 July 2013 12:83:59 AM
Thursday, 21 August 2149 7:29:27 PM
192.168.2.1

192.168.2.1

370949764
#8-01-88-81-19-56-DC-FB-74-46-AB-87-84-D8

Connection—specific DNS Suffix
Description . . . . . . . . .
Physical Address. . . . .

DHCP Enabled. . . . . . .
Autoconf iguration Enabled
Link—-local IPv6 Address
IPu4 Address. . . . .
Subnet Mask . . .
Lease Obtained. .
Lease Expires . .
Default Gateway .
DHCP Server . . .
DHCPv6 IAID . . .
DHCPv6 Client DUID

DNS Servers . .

. gs 192.168.2.1
NetBIOS over Tcpip.

Enabled

[Ethernet adapter Ethernet:

Note your MAC address (a.k.a. Physical Address) for the connection you are currently using
(Ethernet or Wi-Fi). In the example above it is 1C-3E-84-2-5D-B1.

Question 2: Snag the IPCONFIG display
Question 3: What is the MAC address on your own computer?

Question 4: Is the Ethernet packet you snagged earlier being sent to or from your machine?
Justify your answer
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4.2 Speed and duplex settings
The initial steps may vary slightly between operating systems.

e Go to your Control Panel. For Windows 7 and 8 you would select ‘Control Panel’
from the Start menu, in XP you would go Start->Settings->Control Panel.

e From here you can select View Network Status and tasks->Change Adapter Settings,
or in XP you could select Networks directly from the Control Panel display

T {E’ » Control Panel » Network and Internet » Network Connections »

Organize v Connect To Disable this network device Diagnose this connection
| Ethernet C Ll Wi-Fi
>  belkin.30a ' o belkin.30a
@ Realtek PCle FE Family Controller d!m Ralink RT5390R 802.11bgn Wi-Fi ...
y 9

e Click on the Ethernet connection to open up the Ethernet Status dialog box

General ‘

Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:01:16
Speed: 100.0 Mbps

- J
Sent —— &F ~ Received
>

Bytes: 385,180 | 1,544,545

"@Hoperﬁes || FDisable || Diagnose ‘

e Click on Properties to open up the Ethernet Properties dialog box
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Networking ‘ Sharing]
Connect using:
¥ Realtek PCle FE Family Controller

This connection uses the following items:

Client for Microsoft Networks

4=} Q0 Packet Scheduler

48 File and Printer Sharing for Microsoft Networks

[J & Microsoft Network Adapter Muttiplexor Protocol

-4 Microsoft LLDP Protocol Driver

4. Link-Layer Topology Discovery Mapper /0 Driver

4. Link-Layer Topology Discovery Responder

< >

Install... | l Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
network.

e Your Ethernet interface shows up under ‘Connect using:’. Now click on Configure and
select the Advanced tab. From the Property box select Speed and Duplex, and then
open the drop-down menu under Value.

o The current setting should be Auto-negotiation, but there are several other
possibilities. DO NOT CHANGE THE SETTING at the present moment. You may need
to do so if, for example, you attach your laptop to switch that fails to auto-negotiate
a setting, at which point you might need to alter the setting
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| Events | Power Management
l Advanced l About I Driver

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Value:

IPv4 Checksum Offload Auto Negotiation
Large Send Offload v2 (IPv4)
Large Send Offload v2 (IPvE)
Maximum Number of RSS Queues
Network Address

NS Offload

Priority & VLAN

Receive Buffers

Receive Side Scaling

Shutdown Wake-On-Lan

TCP Checksum Offload (IPv4)
TCP Checksum Offload (IPv6)
Transmit Buffers

e Question 5: Take a screenshot of the speed and duplex settings, with the Value dialog
box open if possible. However, Screenhunter might insist on closing it, as in the snag
above

End of DIT Lab 2.
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