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Practical 1

Installation of 61850 Server/Client Suite

Objective:

To install 61850 Test suite software.
This software is provided by Netted Automation and SystemCORP

Procedure:

Step 1:

a. Download the following files from the server:
- Console-Server-Client_2010-08-31.zip
- DotNet-Client_executable_2011-02-23.zip
- (A post installed version of the IEC server/client is available under the “IEC61850 CLIENT SERVER DEMO”)

b. Extract the files from the .zip files.
c. Right click the “SET IEC61850 DLL Demo Installation.exe” and click on Run as administrator.

| Readmetd

3/09,/2010 7:54 AM Text Document

| @ SETIECA1850 DLL Demo Installation.exe  31/08/20107:50 PM_ Application

____ﬂ'.ﬂl‘—

< '@ Run as administrator

rou
7-Zip
[ Edit with Notepad++

D

Step 2: Click on “Next” to continue.

SYSTEMCORP
EMBEDDED
TECHNOLOGYPTYLTD

ABN 087138 W73

Suite 412 Brodie Hall Drive

Technology Pak
Bentley WA 6102
Australia

Tel: +61 (8) 9472 §500
Fax: +61 (§) 9472 9500

‘@ IEC 61850 PIS10.DLL Demonstration 1.02.01 Installation (o] @ |[==m

Welcome to the IEC 61850
PIS10.DLL Demonstration Setup
Wizard

Thiz wizard will guide you through the installation of IEC 61850
PIS10.DLL Demonstration.

It is recommended that you dose all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer,

Click Mext to continue,

[ MNext > il Cancel
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Step 3: Accept the license agreement and click on “I Agree”.

« ! emonstration 1.02.01 Installation
4 [EC 61850 PIS10.DLL Di 1.02.01 Installat =]

License Agreement

Flease review the license terms befaore installing IEC 61350
PI510.DLL Demonstration.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install IEC 61850 PIS10.DLL Demonstration.

SYSTEMCORP EMBEDDED TECHMOLOGY PTY LTD
Copyright Protection Notice

Copyright © 2010 by SystemCORP Embedded Technology Pty Ltd all software and
libraries to be installed by you, and other works induded and related to the software
library such as user documentation are the copyrighted works of SystemCORF Embedded
Pty Ltd. All Rights Reserved. Any redistribution or reproduction of any materials herein is
strictly prohibited.

Disclaimer:
The ServerMain.c and ClientMain.c programs are examples demonstrating the usage of
SystemCORP IECA 1850 DLL stack only and should be used as such.

l < Back ]l I1Agree | l Cancel ]

Step 4: Select the destination folder for the program to install and click on “Next”.
By default the software will be installed in C:\SET\... (On the remote Labs, it will be installed to the Desktop)
You can change the destination folder path if you wish to.

‘@ IEC 61850 PIS10.DLL Demonstration 102,01 Installation = @ ([

Choose Install Location

Choose the folder in which to install IEC 61850 PIS10.0LL
Demanstration.

Setup will install IEC 61850 PIS10.0LL Demonstration in the following
folder. To install in & different folder, dick Browse and select another

(:7 folder. Click Mext to continue.
At least 6.93 Mb of free disk space is required.

Destination folder

C:\SETWECS1350 PIS10 DLL
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Step 5: Click on “Install” when you are ready.

‘@ IEC 61850 PIS10.DLL Demonstration 1.02.01 Installation o] ® | ]

Ready to Install

Setup is now ready to begin installing IEC 61850 PIS10.0LL
Demonstration on your computer,

Click Install to continue with the installation, or dick Back if you want to review or change any
settings.

Destination folder:
C:\SETVIEC&1850 PIS 10 DLL

Copyright € 2010, SystemCORP Embedded Technology Pry Led

<Back |[ Instal

Step 6: Untick the Launch IEC... and the View Readme checkboxes. Click on “Finish” to Complete.

‘@ IEC 61850 PIS10.DLL Demenstration 1.02.01 Installation [=] =@ ===

Completing the IEC 61850
SYSTEMCORP -
EMEEEDED PIS10.DLL Demonstration Setup

TecanoocrpTYLTe | Wizard

ABN 08138 HT 302 IEC 51850 PI510.0LL Demonstration has been installed on
your computer.

Suite 412 Brodie Hall Drive

Technology Park Click Finish to dose this wizard.

Bentley WA 6102

Australia

Tel: +61 (8) 9472 8500 Di_aunch IEC 61850 PIS10.0LL Demonstration;

Fax: +61 (8) 9472 3500

[ view Readme
inf: COF [} CON, LI

m:ﬂg.m.m

Finish Cancel

Step 7: If a compatibility assistant menu appears, simply click the “This program installed correctly” button.

Program Compatibility Assistant @
This program might not have installed correctly

If this program didn't install correctly, try reinstalling using settings that
are compatible with this version of Windows.

Installation

O Program: IEC 61850 PIS10.DLL Demenstration 1.02.01
Publisher: SysternCORP Embedded Technology Pty Ltd

Location: ENIDC-0..A\SET IEC61850 DLL Deme Installation.exe

® Reinstall using recommended settings

= This program installed correctly

Cancel

@ What settings are applied?
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Step 7: The software has successfully installed on your PC. The software does not create shortcuts on your desktop. To do
this:
a. Browse to your installation directory:

'| (S C:\SETVECH1850 PIS10 DLL

Bw Include in library « Share with + Burn MNew folder

arites MName Date modified Type
esktop .. Client 13/03/2014 1:05 PM  File folde
swnloads . Documents 13/03/2014 1:05 PM  File folde
zcent Places . Server 13/03/2014 1:05 PM  File folde

launchapp.bat 31/08/2010 2209 PM  Windows

b. First go to the Server folder. Right click the ServerDemo61850.exe and click “Create shortcut”. Drag and drop the

created shortcut to your desktop.
© v Windows (C:) » SET » IECE1850 PISIODLL » Server »

Burn Mew folder
r
MName Date modified Type
| Project 13/03/2014 1:05 PM  Filefi
(| PIS10.dlI 31/08/201011:59 ...  Appli
|[=7 ServerDemo]250. exe 31 /0R/201012:03 Anpli
|| ServerDemoé: Open F
i '@' Run as administrator
Troubleshoot compatibility
1-Zip 3
[&  Edit with Notepad++
4 @  Scan with Microsoft Security Essentials...
Pin to Taskbar
Pin to Start Menu
Restore previous versions
Send to 3
Cut
=
s ———
< Create shortcut >
Y P Py
¥:
Rename
Pronerties

c. Repeat the same procedure for the ClientDemo061850.exe and move the shortcut to your desktop

You should have 2 new shortcuts on your desktop.

ClientDemob1850
.exe - Shortcut

ServerDemofl85
0.exe - Shortcut




Practical 2

Server

Objective:
The objective is to start and configure an IEC61850 server and client. (Available on Remote Lab 8)

Description:
The purpose of the server is to showcase the starting of an IEC61850 server and client. Both the Server and the Client will

be run on the same, local machine (localhost = IP 127.0.0.1). The software is provided by NettedAutomation and
SystemCORP. The demo is based on the system explained in “IEC 61850 (IEC 61400-25) DLL Getting Started using
SystemCORP Embedded Technology” shown below.

Ethernet

IEC 61850 Server/
Publisher

Ethernet =
Ethernet

g —

2 g’n 3.
2|z|ex wlE|Ee
SHEE a|>|sa
®|8les 3|%|z"

gl=o o|l2|s c

© | O HER

»n 5 5
Information —

Model Information

Model
Application Po——
pplication
HMI/Application L Input/Output
IEC 61950 Clint/ Digital Input/Output

Subscriber

The Server is the main board with the Digital inputs configured using DIP switches representing “Indicators” and
“Alarms”. The client is an external HMI, allowing the user to set the alarm temperature and toggle virtual LEDs, which will
send messages back to the server, which in turn will physically toggle the LEDs next to the DIP switches.

/| DIP Input 1

LED Output 1 ‘

LED Output 8 ‘

DIP Input 8 \

Thus the Server Outputs to the client are:
- Indicator 1 — 4 (Represented by the top four DIP switches 1-4)
- Alarm 5 — 6 (Represented by the bottom four DIP switches 5-8)
- Temperature

The Client receives the messages from the server, and allows the following user configurations to be sent back to the

server:
- Alarm max temperature (This will initiate an alarm message at the client side, whenever the temperature exceeds
the limit on the server side)
- LED toggles (representing input from the end user HMI)
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Note:

Additional information on the IEC61850 Demo software can be found in the attached

09&10_ EXAMPLE_IEC61850_NA.pdf in your course material files.

Server - Step 1:

Open the ServerDemo061850.exe from the shortcut created on the desktop. The following window will open:

F | ServerDemobBl850.exe - Shortcut | =) ” =l |@

IEC618568 Server DLL Demo from SystemCORP Pty Ltd

Suite 412 Brodie Hall Drive. Bentley, Technology Park.Western Australia.6lB2
email: infoPsystemcorp.com.an Telephone:z+61l (@> 8§ 7472 8580

https /A uwuw.systemcorp.com.aun

m

Report Control Blocks GOOSE Control Blocks
LHM:=DIPS_GGIO01 LM:=DIPS_GGI02

OFF OFF OFF OFF OFF OFF OFF
DO:=Ind2 DO:Ind3 DO:=Ind4 DO:zA1mS DO:=A lmb DO:A1m? DO:=ALlmE

Single point control outputs

LH:LEDO_GGIO3
OFF OFF OFF OFF OFF OFF OFF OFF
DO:SPCE01 DO:=SPCS02 DO:SPCE03 DO:-SPCS04 DO:SPCE0S DO:-SPCS06 DO:SPCEQY DO:-SPCSO8
Enter t28 to set the temperature teo 28, alarm temperature is 2%
Enter a5 1 to turn on Alarm5. i1 A to turn off dindication 1<{x to exitl»:o_

This window represents the Server. The server shows the four indicators (Ind1-4), the alarms (Alm5-8), the LED feedback
from the user (SPCS01-08) and the alarm temperature setting from the client, and the temperature measurement.

F ' ServerDemofl850.exe - Shortcut | = ” = |@

m

IEC61858 Server DLL Demo from SystemCORP Pty Ltd
SEuite 4,12 Brodie Hall Drive, Bentley, Technology Park. Western Australia.6liB2

Indicator 1-4 1: %nfngsgstemcnrp.cnm.au Telephone:+hl <@> 8§ 9472 85688
wu.systemc o Alarm 5-8

Report Control Blocks GOOSE Control Bloci.
'I'LI-'I\I'DC"_I'"("TI'\-I TR =TT P *2T07

OFF ) OFF OFF OFF OFF OFF
DO:Indl DO:Ind2 DO:Ind3? DO:Ind4 || DO:A1mS DO:Almé DO:Alm?  DO:A1mS

ITemperatuPe is set to 28. Temperature reading

Single point control outputs

LH:LEDO GGIO3
OFF OFF OFF OFF OFF OFF OFF OFF
DO:SPCS01 _DO:SPCE02 DO-SPCS03 DO:SPCS04 DO:SPCE0S5 DO:SPCS06 DO:SPCSOT DO:SPCS0S
Enter t28 to set the temperature to 2H, alarm temperature iz 27
Enter a% 1 to turn on Alarmb, il @ «¢ ‘Gin off indication 1<x to exit):_

LED user feedback

Server - Step 2:
The temperature can be set to 20°C by typing t20 in the window. The Indicators could be toggled by typing i1 1 to switch
on and il 0 to switch off. The same holds for the Alarms by typing a5 1 or a8 0.
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Client - Step 1:
Open the ServerDemo61850.exe from the shortcut created on the desktop. The following window will open:

# | ClientDemo61850.exe - Shortcut = |- |3

IEC61858 Client DLL Demo from SystemCORP Pty Ltd

Suite 412 Brodie Hall Drive, Bentley. Technology Park.Western Australia.6lB2
email: infolsystemcorp.com.au Telephone:+61 <@> 8 2472 8560

http: 2w _systencorp.com.au

Report Control Blocks GOOSE Control Blocks
LM:DIPS_GGIO1 LH:DIPS_GGIO2

OFF OFF OFF
DO:Ind2 DO:Ind3 DO:Ind4 DO:AlmS DO : A 1lmb DO:AIm? DO:A1mE

Temperature iz 28

Single point control outputs
LH: LEDO _GGIO3

DO:SPCE01 DO:SPCS02 DO:-SPCS503 DO:-SPCE504 DO:SPCE0QS5 DO:EPCEO6 DO:SPCROY DO:SPCRSOB
Enter m27 to set the alarm max temperature to 27.
Enter €1 to 82> to control the LEDs <(x to exitl):

This window represents the Client. The Client shows the four indicators (Ind1-4), the alarms (Alm5-8), the LED control
from the user (SPCS01-08), the temperature measurement sent from the Server. It also allows the alarm max temperature
value to be configured by the User, and shows a notification when the measured temperature received from the server
exceeds the max threshold.

# | ClientDemo61850.exe - Shortcut =2 3]

Indicator 1-4 e 4-12 Brodie Hall Drive. Bentley, Technology Park _Uestern Australia.hiBz
) infoBszsystemcorp.com.au Telephone:+6l (8> 8§ 9472 8580 Al 5-8
i systemcorp.com. aun arm o-

Repnrt Control Blocks GOOSE Control Blocks

LOn _oaTod LN:DIPS_GGIO2

OFF OFF QFF
DO:Ind2 DO:Ind3 DO:Ind4 DOzA1mS DO:A1mb DO:AIm? DO:AlmE

Wremperature is 20 Temperature reading

Temperature alarm iz set Temperature Alarm

Sll'l le PULITLE CUNLEUL UULPULS

LN: LEDO _GGIO3

DO:SPCS01 DO:SPCS02 DO:SPCE03 DO:SPCS504 DO:SPCS0% DO:SPCE06 DO:=SPCE0Y DO:SPCS08 I
Enter m2? to set the alarm max temperature to 27.
Enter €1 to 8> to control the LEDs ¢xX exitr:

LED user Control

Client - Step 2:
The temperature alarm threshold can be set to 25°C by typing m25 in the window. The LEDs can be toggled by repeatedly
typing 1 to switch LED 1 on or off. The same holds for LEDs 2-8. Any changes made on the Server DIP switches, such as

the Indicators, or temperature reading, will be reflected in the Client window.

Server/Client - Step 3:
In the Server: Change the Temperature, Switch on any of the Indicators and Alarms.
In the Client: Toggle any of the LEDs and change the Temperature Alarm Threshold. (Be sure to try and obtain the

“Temperature alarm is set” message in the Client side.
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Improved Client Graphical User Interface (GUI)

Obijective:
To install version of the Client with an improved GUI.
This GUI software is provided by Netted Automation and SystemCORP

Description:
The GUI provides a Test Client in order to exercise Client/Server implementations.

Procedure:

Step 1:
a. Download the following files from the server:
- DotNet-Client_executable_2011-02-23.zip

b. Extract the files from the .zip files to your preferred directory.
Step 2: The software will be extracted to your PC. The software does not create a shortcut on your desktop. To do this:

a. Browse to your installation directory. Right click the IEC61850Client.exe and click “Create shortcut”. Drag and
drop the created shortcut to your desktop:

b.
2} » IDC-Online » Soft » Mettedfutormnation » DotMet-Client_executable 2011-02-23 - | +y | r
Burn New folder
Name ’ Date modified Type Size
|| Demo.icd 6/07/2010 10:32 AM  ICD File 29KB
||ﬂ IEC61850Client.exe 1 49 KB
Open . 202029 @ @
%[ PIS10.dII - extens... 1,628 KB
'@' Run as administrator
| Readme (2).bt o nent SEKB
Troubleshoot compatibility
| Readme. b nent 5KB
7-Zip »
Qf Edit with Netepad++
@B  Scan with Microsoft Secu rity Essentials...
Send to 3
Cut
Copy
I —
<: Create shortcut :}
T _—#
Delete
Rename
Properties

You should have 1 new shortcuts on your desktop.

IECH1850Cient.ex
e - Shortcut
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Practical 4

Improved Client Graphical User Interface (GUI) Continued

Objective:
To connect to the Server hosted in Practical 2 through an improved Client with a graphical interface.

Description:
The GUI provides a Test Client in order to exercise Client/Server implementations. It is similar to the Command Prompt

version used in Practical 2, with prettier pictures...

Step 1:
Ensure the Server as explained in Practical 2 is active by:
Open the ServerDemo61850.exe from the shortcut created on the desktop. The following window will open

# | ServerDemnob1850.exe - Shortcut || =E @

TEC61858 Server DLL Demo from SystemGCORP Pty Ltd

Suite 412 Brodie Hall Drive, Bentley, Technology Park Uestern Australia,blB2
email: infoPsystemcorp.com.au Telephone:+61 (@> 8 9472 8588
http:/A/www.systemcorp.con.au

Report Control Blocks GOOSE Control Blocks
LHN:DIPS_GGIO1 LN:DIPS_GGIO2

OFF OFF OFF OFF OFF OFF OFF
DO:Ind2 DO:Ind3 DO:Ind4 DO:A1mS DO:AlmG DO:Alm? DO:Al1mE

fingle point control outputs
LM:LED)_GGIO3

OFF OFF OFF OFF OFF QFF OFF OFF
DO:SPCS01 DO:SPCS02 DO:SPCEO3 DO:SPCSO4 DO:SZPCS05S DO:SPCE06 DO:SPCSO? DO:SPCS08
Enter t28 to set the temperature to 28, alarm temperature is

Enter a5 1 to turn on Alarm5, il B to turn off indication 1¢x to exit>:_

Step 2:
Open the new IEC61850Client.exe from the shortcut created on the desktop. The following window will open:

*£ NettedAutomation GmbH .NET IEC 61850 Client Demo = | 2|3

selectindex selectvalue

Client [ switchLED | |1 | |off - Server

Control

Report on data change Goose

= LK) DK61LDevice 1
= [ oPs_cGlol

Report on integrity period 5 [ oPs_ccioz

Temperature alarm is NOT set. & E LEDO_GGIO3
2 @Y wvo
2 [ stve1
Report on data change
Read selected value cyclically
|DIPS_GGIO1.Ind1 (DIPT) v |
[10s - A
— Netteo Adtsmation
Cm) Gl

[ Start | -
- Infamaiicn, & Commimizaiion Soitims
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This window contains the same Client values as seen in Practical 2. The Temperature Alarm state reading is visible in
addition to a few controls for the LEDs. Further, the GUI includes a cyclic reading function, to request three values: the
Indicator 1 DIP, Alarm 5 DIP, and the Temperature Reading.

“#: MettedAutomation GmbH MET IEC 61850 Client Deme =0 =R

selectindex selectvalue

Client swich LED | |1 ~| |of - Server

t Control

LED user Control

EPUTTUTT Udld TITdITYE

Goose

LE DKS1LDevicel
= (M oPs_ceIol
= (M) ors_ceIoz
# LEDO_GGIO3

LLND

@ @ stve1

B

Report on integrity period

Temperature alarmis NOT set

Temperature Alarm

i

Report on data change

Fead selected value cyclically Indicator 1-4

[DIPS_GGIOTInd1 (DIP1) ~ | - Alarm 5-8
[10s -] Temperature reading
| 1 it

Start - -
Infmation. & Commnimtion St

Step 3:
Open the LED selection index dropdown and select LED 5. Toggle the value of the LED to the “on” or “off” position in
order to toggle the LED status on the server side:

selectindex  selectvalue

switch LED | (3 +| |off -

i#wm—t

Reg La change
-5

selectindex  selectvalue

switch LED | |5 v| |off -|
off

on |

You should be able to see the changes to the LED values on the Server side:

1
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Sinjfle point control outputs
LH: LEDO_GGIO3

OFF OFF OFF OFF OM OFF OFF OFF
DO:SPCS01 DO:SPCS0Z2 DO:SPCS0) DO:SPCS504 DD SPCS05 DO:SPCS06 DO:SPCSO0?7 DO:SPCE08
Enter t28 to set the temperature—te—d8y—slarm=Stenporatuce iz 28

Enter a5 1 to turn on AlapmbS,. il B to turn off indication 1<x to exit):

Step 4:
Cyclically read the DIP for Indicator 1, every 10 seconds by selecting the following the Client GUI:
Press start in order to read the values.

lemperature alarmis NO | set = E ) LmO_G6IO3
* m LLNO
# @) sTMe1

Report on data change

Read selected value cyclically

04:11:24.316 PM: DIP1 value is 1 -
" - 04:11:34. 417 PM: DIP1 walue is 1
|D|PS‘GGIO1'Ind1 DIPT) | 04:11:44 518 PM: DIP1 ::IE: :: 0
04:11:54.618 PM: DIP1 value is 0 2
|10s »| | 04:12:04.719 PM: DIP1 valueis 0 \
04:12:14.215 PM: DIP1 walue is 0 J’UEHE’MM
| Start | - == _Guifl

Jnlumaiion. & Comsnisaiion Lt

Step 5:
Change the values for Indicator 1 on the Server side, and observe the value change on the Client GUI side: (The Server side
should reflect show changes in the marked areas)

[ al

B ' ServerDemoblE50.exe - Shortcut | | [=] @

IEC61858 Server DLL Demo from SystemCORF Pty Ltd

Suite 4-12 Brodie Hall Drive,. Bentlew, Technology Park.Western Australia.biB2
email: infolPsystemcorp.com.an Telephone:+61l (@> & 2472 85608

http: 7wvuw.systemcorp.com.au

Report Control Blocks GOOSE Control Blocks
LN:DIPS_GGIO1 LN:DIPE_GGIO2
OFF OFF OFF OFF OFF OFF OFF

DO :Indl DO:Ind2 DO:Ind3 DO:Ind4 DO:AlmS DO:Almb DO:zAIm? DO:Almd

Temperature is set to 19.

Single point control outputs

LH:LEDO_GGIO3
OFF OFF 0OFF 0OFF 0N 0OFF 0OFF OFF
DO:SPCS01 DO:SPCS02 DO:SPCS03 DO:SPCS04 DO:SPCS0S DO:SPCS06 DO:SPCS0? DO:SPCSOB
Enter t20 to set the temperature to 28, alarm temperature is 28
il Br a5 1 to turn on Alarm5, il @ to turn off indication 1¢x tol exit>:il @_

A similar cyclical reading exercise can be repeated for the Temperature readings:

Read selected value cyclically

M: Temperature value is 24 -
M: Temperature value is 24

M: Temperature value is 24

M: Temperature value is 18

M: Temperature value is 18

M: Temperature value is 18

| Stop | -

| STMP1.Tmp mag ftemperal |

s )

[ W W e e e e

(S A S A




