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Practical 1

Installation of 61850 Test Suite

Objective:
To install 61850 Test suite software.
This software is provided by Triangle MicroWorks (TMW)

Requirements:

PC running Windows 7, XP SP2, or Server 2008

Download the software from http://www.trianglemicroworks.com/

Itis a trial version and expires in 21 days.

Procedure:

Step 1: Right click on the setup file and click on “Run as administrator”.

‘ W IEC61850TestSuitelnstallv3.5.15 3

Open

® Run as administrator

Troubleshoot compatibility
Scan with AVG

TortoiseSYN

Add to archive...
Add to "IEC61850TestSuitelnstallv.

| '® Comoress and email...

i@ = W

Step 2: Click on “Next” to continue.

[ 49 TMW IEC 61850 Test i

Welcome to TMW IEC 61850 Test Suite Version 3.5.15.166608 Setup

Collecting information Welcome to the InstallAware Wizard for TMW IEC 61850 Test Suite Setup.
Preparing installation
Installing

Lo N . The InstallAware Wizard will install TMW IEC 61850 Test Suite on this computer. Please
Finalizing installation dick Next to continue.

®

InstallAware



http://www.trianglemicroworks.com/
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Step 3: Accept the license agreement and click on “Next”.

TMW IEC 61850 T

License Agreement

Collecting information Please review the license agreement below.

Preparing installation IFCIQVINS(,;EL igRICErROEWOWRKS’ NG li}

Installing IMPORTANT

THIS IS A LEGAL AGREEMENT BETWEEN YOU ("YOU™) AND TRIANGLE MICROWORKS,
INC. ("TRIANGLE MICROWORKS"). TRIANGLE MICROWORKS IS WILLING TO

LICENSE THE TRIANGLE MICROWORKS SOFTWARE AND RELATED DOCUMENTATION
? PURCHASED BY YOU AND KNOWN AS IEC 61850 TEST SUITE. (THE "SOFTWARE") TO

Finalizing installation

YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS LICENSE AGREEMENT (THE "AGREEMENT"). PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE SELECTING THE "I ACCEPT" BOX, AS
CLICKING ON THIS BOX WILL INDICATE YOUR ASSENT TO THEM. IF YOU DO NOT
AGREE TO THE BELOW TERMS AND CONDITIONS, THEN CANCEL THE
INSTALLATION. IF YOU DO NOT AGREE TO THE BELOW TERMS AND CONDITIONS,
TRIANGLE MICROWORKS IS UNWILLING TO LICENSE THE SOFTWARE TO YOU.

accept the license agreement

InstallAware

Step 4: Select the destination folder for the program to install and click on “Next”.
By default the software will be installed in C:\Program Files\...
You can change the destination folder path if you wish to.

Destination Folder

Collecting information Please select the destination folder for the application.

b - @& Admin
4 98 Computer
1> - Floppy Disk Drive (A:)
4 - Local Disk (C:)
i bl $AVG
MSOCache

E 0 ProgramData
. Temp

TMWLICENSE
Users
Windows

Preparing installation
Installing

Finalizing installation

Folder path:

\Program Files\Triangle MicroWorks\TMW IEC 61850 Test Suite

Space Required: 44,917 KB
Available Disk Space: 2,882 MB
Remaining Disk Space: 2,838 MB

InstallAware
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Step 5: Select the features that you want to install and click on “ Next”.
A TMW IEC 61850 Test =N

Select Features

Please select the program features you would like installed. Click on any of the listed
Collecting information features to view a brief description of that component.

Preparing installation
Installing

Finalizing installation

i

Space Required for Component:

Space Required for All Selected Components:
Available Disk Space:

Remaining Disk Space:

InstallAware

Make sure that Anvil, Hammer and SCL forge are checked.

Iron is not required, as we don’t use it in the practicals.

Step 6: Click on “Next” to start the installation process.
Ready to Install

Collecting information Setup is ready to start installing TMW IEC 61850 Test Suite.
Preparing installation

Installing Please dick Next to install now. Click Back to review your installation settings,

Finalizing installation

[T

InstallAware




Installing TMW IEC 61850 Test Suite

Collecting information
Preparing installation
Installing

Finalizing installation

®

Step 7: Click on “Finish”.

TMW IEC 61850 Tes

File: IronPython.dll, Directory: C:\Program Files\Triangle MicroWorks\TMW IEC 61850 Test
InstallAware Suite\bin\, Size: 1792000

oNT
TRIANGLE MICROWORKS, INC.
Sclaticas For Commurication Prolecel Developescal

Thank You!

Thank you for selecting our products for all your communication
protocol needs. Please visit our website to request support for this
product and to learn more about the products we offer and how we
can assist you with your next project.

A Source Code Libraries available in ANSI-C, C++, and .NET
A Protocol Translator, Data Concentrator, and OPC Client/Server
A Communication Protocol Test Tools

A Web-Based Training Videos

www. TriangleMicroWorks.com

TMW IEC 61850 Test Suite Version 3.5.15.166608 Setup Complete

Collecting information
Preparing installation

Installing

Finalizing installation

®

InstallAware

TMW IEC 61850 Test Suite has been installed successfully.
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The software has successfully installed on your PC. You will see the Anvil, Hammer, SCL forge and Iron (if installed)

icons on the desktop.

Hammer

SCLForge
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Configure SCL file in SCL forge
Objective:
To configure a device using ICD files. SCL helps in doing this.
Description:
The purpose of the XML based Substation Configuration description language (SCL) as defined in IEC 61850 is the
interoperable exchange of engineering data for distributed substation automation (SA) system. The data exchange will be

between engineering tools of different manufacturers at well-defined stages in a general engineering process.

The SCL Forge facilitates editing and creating Substation Configuration Language (SCL) files.

Procedure: (Connect to Remote Lab 8 or 9 using your student portal to access the tools)

Step 1: Click on the SCL forge icon to open SCL forge.

SCLForge

Step 2: To open an SCL file, click on Open icon or go to File > Open.

f SCL Forge - Triangle MicroWorks, Inc.

File | Options Tools  Wiew  Windows F

-L ] Mew File 2 ﬂl s
‘ |L_:5 Open File |

Save File

Save File As

Close Fila
Recent Files

Page Setup
Prink Prewiew

Print

Exit
SCL files are in .icd, .iid, .cid, .scl and .scd format.

Where ICD stands for IED Capability Description, SSD - System Specification Description, SCD - System Configuration
Description, CID - Configured IED Description

Note:
Usually, the Sample SCL files will be in the following paths, in your PC, if the software is installed in default destination
path:

e C:\Program Files\Triangle MicroWorks\TMW IEC 61850 Test Suite\resources

e C:\Documents and Settings\All Users\Documents\Triangle MicroWorks\IEC 61850 Suite



" SCL Forge - Triangle MicroWorks, Inc.
T |
l e: ||v| |~ Triangle MicroWarks - IEC 61850 Suite ~ ~ 23| Search IEC 61850 Suite 2

Orgarize v >~ b @

Mew Folder ==

Documents library

-5 Favorites
- Arrange by:  Folder -

B Deskiop IEC 61850 Suite
& Downloads
. Mame =~ Date modified Type
1= Recent Places
Al S13/2015 11:02 AM File Folder
i Libraries | 5CL Farge 8i3/2013 11:10AM  File Folder
g DEawEES | THwSample.icd 131/20036:36 FM ICDFle
Music
) Fict 2] TMMSampleTase2 1J25/2013 12:42 &M XML Document
ICEUres
E Wideos

;-; Computer

G‘ﬂ Network

| | i
File name: I j IAII Supported Files (*xml, "’.icd,j
Open I Cancel |
4
f SCL Forge - Triangle Micro¥orks, Inc.

File ~ Options  Tools  VWiew  Windows  Help

EEEY Y= PPk

/'m » ¥ | Properties - BayControllerd
Name | M/0 ~
[+] Top Lewvel Element
[#) Header D escription
[#] Communication LDkt n}
[=] BavContraller
[#] Services
=] &F
[=] Server
[B] B ayControllerd
[+] LLND
[+] LPHDN
[+ OAT1C5WN
[+ QaT=CBR1
[+ QaATCILO1
(2] OBTCEW2
[+] QBT=SWI2
[+] GB1CILO2
[+] QCICEWI3
[#] QCT=EWI3
[+ QCICILO3 | .
[+] Tk
[+] SAMTITYTR1 -
L cAYMTrTOA
« e
Edition 2
Oukpuk

12:42:1@. 2272
12:42:10.0272
12:42:10.2272
12:42:1@. 2272
12:42:10. 2423

! Walidating file “C:vUsersiPublichDocumentsiTriangle MicroWerkshIEC
: File has successfully been walidated against the schema

i@ Description - BayControllerd | = Output

U T I ST
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Step 3:
Click on the configuration icon to configure the SCL file.

{315
%

A pop up window opens with the configuration details. Set the details and click on “Ok”.

-, SCL Forge - Triangle MicroWorks, Inc.

File  Options  Tools  Wiew  Windows  Help

EEER.Y = Rk

_/;: TMWSample.icd ] -~ ¥ | Properties - BayContrallerd
== [ | zm

| Mame Configuration [_ |O0

"_1—' Top Level E 0 ME@ B Instance Data
g EEﬂdE’ Furictional Constraint: ST, MX, CO, SP, CF, D
[#] Communicat
E Trace
= Ea-'r'I:':'”t_“:'"E Errors False
[+] Services Select trace meszage Exception, Ermor, Trace
[=] AP
[=] Serve
=E
e
Emors
kdirrar all error meszages to log file

k. | Cancel |

RIGIEEAN
SEVTTYTRI

-
. L EAYMTOTOA ' '—I

ey EaR R e e M R e R A A R EA I
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Connecting to Server from SCL Forge

Objective:
To connect to the Server (Anvil) through SCL forge.

Description:
The Anvil provides a Test Server in order to exercise Client implementations.

Procedure:

Step 1:
In SCL forge window, click on Tools = Start Test Server. This opens Client (Anvil).

f SCL Forge - Triangle MicroWorks, Inc.
File  Options | Tools | Wiew  ‘Windows — Help
L_:} H =M Convert Edition 1 File ko Edition 2. ..
/ ¥ TMWSam Compare To b s - BayControllerd
M ame Start Test Server | =
 Top Level Elem Connect ko Server
il HEEIdEf ) uliptil:lﬂ
#| Communication LD nast {
=] BayController
+] Servicesz
=] &P
Step 2:

(If using the trial version) A pop up window opens asking for a “...request a Quotation for the 61850 Test Suite.” Click on
“No”. Otherwise simply click OK on the licence notice. Or move the window to the side, to continue the exercise.

Triangle MicroWorks Trial License 3] |

B vour license doss not suppott the SCL save option, Would vou like
" torequest a Quotation For the 61850 Test Suike?

Yes ila]
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(If windows asks for network or firewall permission, allow and retry the previous step.)
Then a Start Server window, containing server settings, opens. Click on “Start Server”.

Start Server B

Server Settings:

= T_MWSampIe MHame TMWSample -
- RFC1006 = Ethernet Adaptors

Security GOO0SE Adapter Realtek PCle GBE Fam
GOOSE Loopback Falze
Sampled Value Adapter

Sampled Value Loopbac False
B File Services
Allows Directory Listing  True

Allow File Delste True
Allows File Download True
Allow File Upload True
File Services Root Direc: C:\Program Files [xB6]%
B Mizc o
niquelD {ebf7a2db-g1eb-44bd-92ek
E Server Specific
AE lrvoke 1D 10
AE Qualifier 12 =
ol ! 1 in
Mame
Server name

Start Server I Cancel |

If the server does not start, and gives an error saying the port is in use, simply close the new “Anvil” window, and follow
the steps from step 1 again, but before clicking “Start Server”, change the Port in the following window, and then click
Start Server:

Start Seryver X

Server Setings:

=] Taam
RFCI006

Server's Listening Port Number
Port numbes to leten cn Defauks bo 1021
TLS

3782 § using

Statt Serves Cancel |
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Set the required settings like Ethernet Adapter, Name of the server etc.

“__:Anvil - Triangle MicroWorks, Inc.

File  ©Options  Tools  Wiew  InSight  Windows — Help

55 A J-; 5| Start 61850 Server = 100 T J

& TMWSample:BayController ... l = % | Properties - LLNO B x

Mame | Walue | Tvpe | ’g_:ﬁ‘l' | =)

=] BayControllerd = Misc
- T I N | oo T
'+ LPHD1 IECType
+ GalCswI LMClazs LLMD
[+ GA1=CBR1 LMHPrefix
-+ GATCILOT
] QRICSWIZ2
+ QB1=SWIZ
+ QBICILOZ
+ QCICSWIE
] QC1=5wWI3
+ QCICILOZ
] T1kM=L
] SAVITYTHI
| SAVITCTA
+ LTRE1

0 clients are connected

Qukpuk o x
1 16:1@:43. 081 : 50L Yersion: 2887:4

2

3 16:1@:43.2253 : IED Wersion: 2087:4

a

5 16:10:43.@154 : Server Iis ready

[

If “Start Server” window doesn’t pop up, in the Anvil window click on “Start 61850 Server” drop down.

"__:Anvil - Triangle MicroWorks, Inc.

Fle Cptions Tools  Wiew  InSight  Windows  Help

.‘j ¢ g9z §1| - jlstartslssu Server vl |

Properties 1 x

2= 4l | =

It displays the available SCL configured files. Click on the one which you used to configure SCL.

{Anvil - Triangle MicroWorks, Inc.

File  Options Tools  Wiew  InSight WWindows — Help

FELY =

455 Start 61850 Server -

TrW Demo[ C:\UsersiPubliciDocumentsi Triangle Microworks)\IEC 61850 Suite) TMWSample,icd] 1 x
T Sample[C:\sers\ PubliciDocuments' Triangle Microworks) IEC 61850 Suited TMW Sample.icd]

Create Mew...
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Alternate method:
In Anvil Window, click on “Configuration” icon. This opens the Anvil configuration pop-up window and it shows the
already available Servers and their details.

"]
Anvil Configuration _ O] x|

- Bpplication El Basic
Imzight SCL File C:\Uszers\PublicAD oy
= Servers [ED to Ernulate B ayController
-- Th'W Demo I ame: THW Demo
- THWS ample E Ethernet Adaptors

GO0SE Adapter Realtek PCle GBE F
GO00SE Loopback  False
Sampled % alue Adapl
Sampled Y alue Loopt False
E File Services
Allows Directary Liztine True
Allowva File Delete True LI

Hame
Server name

Ok | Cancel |

4

Configure a new server, by right clicking on “Server” and then on “Add IEC 61850 Server”.

"__:Anvil - Triangle MicroWorks, Inc.

File  COptions  Tools  Yiew  InSight  Windows — Help

EER.) Jré 5| Start 61850 Server -

Anvil Configuration =] E3

Application
- Insight

B Add IEC 61850 Server
- Add TMW Sample Secure Server

ok, Cancel
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After adding the Server, on the right side pane, select the SCL file (Same SCL file, opened in SCL forge). Then, click OK.

Anvil Configuration _|O]
e

Application El_Basic

Inzight SCL File C:\Uszers\PublichDo
[ Servers IED to Ernulate BayLontroller

- Thiw Demo M ame THW Demo

- THwWS ample

ar. | Cancel |

E Ethemet Adaptors
GOOSE Adapter Realtek PCle GBE F
GOODSE Loopback  False
Sampled Y alue Adapl
Sampled ¥ alue Loopt False
El File Services
Allow Directory Listing True
Allow File Delete True ;I

SCL File
Path to |EC 61850 SCL file

4

Now we started the Server, by clicking on “Start 61850 Server”. Select the server you want to start from the list.

File  Options  Tools

{Anvil - Triangle MicroWorks, Inc.
Wiew InSight ‘Windows Help

FELY =

P

& Stark 61550 Server ~

T Demo[C:iUsers) PubliciDocuments| Triangle Microworks\IEC 61850 Suitel TMyWSample.icd]

TrwSample] 4 UsersiPubliciDocumentsi Triangle Microwiorks\IEC 61850 Suited T Sanmple.icd]

Create New, .,




The started server will be shown in the Anvil window:

¥ prvil - Triangle MicroWorks, Inc.

File  Options  Tools

Wiew  InSight  Windows

Help

-E S #a 9% ﬁ'l 22| 1§ Start 61850 Server ~ 407 ‘T

|&, TMW Demo:BayController [... ]

M ame

Properties - BayControllerd

[#] LLNO

(=] LFHDM

(= BA1CsWN
(=] QATLCERT
(=] BATCILOT
(=] QE1CSWI2
(=] QET=SWI2
(=] QE1CILOZ
[+ QCICSwI3
[#] QCTRSWI3
(= QCICILO3
(2] T1MbA=LT
(2] SAVITYTRI
[#] SAVITCTRI
[#] LTRE1

0 clients are connected

Cutpuk
-
1@2:32:28.@379

o@D oo s 3o

F o

12:33:27. 0896 :

12:33:27. 0122 :

: Server is ready
1@:33:27. 0@84

SCL Yersion: 2007:4
IED Yersion: 28@7:A

Serwver is ready

[«]
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Connecting to Client from SCL Forge

Objective:
To connect to the client (Hammer)

Description:
The Hammer provides a Test Client in order to validate Server implementations

Procedure:

Step 1:
Open SCL forge window. Click on Tools > Connect to Server, to connect to a Client. The client (Hammer) window opens.

=:f-.-:': SCL Forge - Triangle MicroWorks, Inc.
File  Options | Toals | View  ‘Windaws  Help

L_j H = Convert Edition 1 File to Edition 2.,

/ 2 TMWSam| Compare Ta 3 o x
M arme Skart Test Server

+] Top Level Elen Conneck to Server

+] Header

+] Commurication |||

A “Default Ethernet Adaptor” pop window might open. Select the Ethernet card to be used from the drop down and click
on OK. (INTEL Gigabit connection)

Default Ethernet Adaptor |

Fleaze choose the default Ethernet card.
Thiz iz uged for GOOSE meszsages and Sampled Values,

Realtek PCle GBE Family Cantralle j
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Step 2:

In Hammer window, click on “configuration” icon. A Hammer configuration pop-up window opens.
.;_| 5
%

Hammer Configuration

M=l E3

- &pplication
- Insight
[=- Clients - Connection ta Servers
= Thw Demo
- RFC1006
Security

F. | Cancel |

4

Step 3:

Right click on “Client- Connections to Servers” and then on “Add IEC 61850 connection”.

,;F 'Hammer - Triangle MicroWorks, Inc.

File  Options Tools  Wiew  InSight
[ ] an | = Bl
Hammer Configuration

Windows — Help

| P

IS[=] E3
- &pplication
Inzight
- TMW Dema #dd IEC 61850 Server Connection

add TMW Sample Secure Server Conneckion

k. | Cancel |
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Step 4:

You can change the Server connection details like IP address, SCL file etc. Be sure to check the PORT is the same as the
one you specified in the Server in the previous Practical (102 OR 3782)!

After you are done, click on OK.

Hammer Configuration !EI
Y

- &ypplication E Basic
- Insight IP Address 127.0.0.1
- Clients - Connection ta Servers SCL File C:AUzers\Publicil
El THw Demo IED to Load BayController
. RFC1008 M arne Hew Server Conm
- SECLnity Browszed Edition  Edition_1
- bk 5 Paort 102
Hew Server Connechions El Client Specific

- RFC1006 AE Irvoke (D 10

- SECLnity AE Cualifier 12

- bk 5 AP lrvoke (D 10

Application (D 1.1.999.1 LI
SCL File

Path to IEC E1850 SCL file

QF. | Cancel |

Step 5:
Click on “Connect” icon in tool bar, to connect to Server. Connect to the IP on which the Server is running.

.-;pHammer - Triangle MicroWorks, Inc.

File  Options  Tools  Wiew  InSight  Windows  Help

L.j ; ] Jf; fﬁl &5 || &8 Conmect -

TMW Dema[127.0.0.1]

Mew Server Connections[127.0.0.1]

Create Mew, .,
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,;F'Hammer - Triangle Micro¥Works, Inc.

File  ©ptions Tools  Wiew  InSight ‘Windows  Help

Lj H =™ 3{5 S| Connect ~ L g |:E} 4 .:|, i wv I--_T"
& New Server Connections:Ba... ] - 3 | Propetties - BayControllery I X
2ol | =
Mame | Walue | Type NG

Bleacontaled | | |

[+] LLMO

[+] LPHD1

[+ QAICSWI
| QATCER1
& BATCILOT
| OB1CSWI2
QBT1ASWI2
| GB1CILOZ
QC1CSwWI3
| QCT5w3
GQC1CILO3
| TTMME=T
[+] SAVTTVTRI
[+] SAVITCTRA
[+] LTRE1

[+

EEE

Efesjfes

| IRRNRRRRRRNNN| Ready

34| 19:12:15. ™21 : HNew Server Connections: Refre:
35 | 19:12:15. @1 : HNew Server Connections: ReadRa
36| 19:12:15. 81 : HNew Server Connections: Refre:
37 | 19:12:15. @17 : Hew Server Connections: ReadRa
3E | 19:12:15. @17 : Hew Server Connections: Refre:
-
o

3o |
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Simulation of Data on Server and Polling on Client side

Objective:

To simulate the data on the Server (Anvil).

Description:
Simulation:

The Simulation Pane allows a Server to randomly change data which causes data change events which in turn may activate

Reports, Logging, and/or GOOSE messages.

Procedure:

Step 1:

In Anvil window, click on “Show/Hide Simulation Pane”

"‘ Anvil - Triangle MicroWorks, Inc.

File  Cptions

Wiew  InSight

Windows — Help

.Lj =0 ﬁ | Start 61850 Server v'.'_,-"

&y TMW Demo:BayController [... l

| M arne

Step 2:

[ ShawHide Simulation Pane |

W alue

To Start/Stop the simulation, press the Start button. Once the simulation is running the text on the button will change to
“Stop”. The data change interval is controlled by the “Change Data Every (Milliseconds)” field.

Simulation - Tl

Change Data Every (Millizeconds]: | 5000

BayCaontrollerd)
LLWO
LPHDM
QATCEW
QA1xCBR1
QATCILOT
QB1CSWw 2
QBTS2
QB1CILO2
QCICSWI3
QCT5W3
QC1CILo3
T1hMLA
SAVITYTRT
SAVITCTR
LTRE1

e S R e e T = R R R
EUE U U U U U U U U U U T

Mame
LLMOMod. stéal
LLMObMod.q
LLMOMod t
LLMO.Beh.styal
LLMD.Beh.g
LLMO.Beh.t
LLMO Health.stv'al
LLMO.Health.g
LLWOHealth.t
LPHDT.PhyHealth. st al
LPHD1.PhyHealth.q
LPHD1.PhyHealth.t
(410511 . Mod.stal
OATCSWI1 Mad.q
OA1C5WI1 Mod.t
QATCSW1 Beh.stval
Q41C5w11 Beh.g
QATCSWI1 . Beh.t
Q041C5WI1 Health st al
Q41C5%11 Health.q
QATCSWI Health.t
QA1C5W 1 Pos.ongin.o..
QATCSWIT Pas. stfal
(410511 Pos.g
QATCSWI Pas.t

alue
ar
[0 00000000000]
08,/12/2013_08:37:14.732,[00000000]
on
[1100000000000]
08,/13/2013_08:37:14.732 [00000000]
Ok
[1000000000000]
08,/13/2013_08:37:14.732 [00000000]
Ok
[0000000000000]
08,/13/2013_08:37:14.732 [00000000]
on
(0000000000000
08,/13/2013_08:37:14.732 [00000000]
an
[0000000000000]
02,/132/2013_08:37:14.732,[00000000]
Ok
[0000000000000]
08,/13/2013_08:37:14.732,[00000000]
nat-supported
intermediate-state
[0000000000000]
08,/13/2013_08:37:14.733,[00000000]

Type
Enum
Quality

Timesta..

Enurn
Quality

Timesta..

Enum
Guality

Timesta...

Erurn
Guality

Timesta..

Enurn
Quality

Timesta..

Erum
Quality

Timesta..

Erurn
Quality

Timesta..

Enum
Dbpos
Guality

Timesta..

Step

1
MNAA
HA&
1
N4
MAA
1
MAA
HA&
1
NAA
MAA
1
MAA
MNAA
1
MNAA
N4
1
N4
MAA
1
MAA
NAA
MAA

Simulation Min

1
N4
Nt
1
N,
M A&,
1
M A&,
N
1
NA&
M A4
1
M A4
N4
1
N4
N,
1
N
M A4
0
M A4
NA&
M4

Simulation Max | 4
5
M8
N4
5
N4
M8
3
M8
N4
3
NA&
HA&
5
HAA
M8
5
M8
N4
3
N4
HA&
8
HA&
NA&
HAA “

The columns shown in the right panel are as follows:

Name — Shows the name of the Data Attribute proceeded by the Functional Constraint

Value — Current value
Type — Type of the value
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Step — Upon each data change this is the value that is added to the current value. Current value is stepped until Simulation
Max or Simulation Min is reached it is then seeded with a random value between Simulation Max and Simulation Min and

restarted.
Simulation Min — Minimum value

Simulation Max — Maximum value

Step, Simulation Min and Simulation Max can be changed by double clicking on the value.

Description:

Polling:

Any Data Object or its children can be read on a polled basis.

Procedure:

Step 1:

In Hammer, right click on any data object and select “Start Polling”

Fie Options Tools ¥iew  InSight

Windows

S e %EFLA R 3T B acome -

& Newclient [127.0,0,1]

«n New Server Connections [1... ]

@ g A T

Name

Walue

| Type

'+ QB1CILO2
'+ OB1CSWI2
#] QB1XSWI2
i+ QCICILO3
+) QCICSWI3
#] QC1XSWI3
=) TIMM=LT
Dats Sets
Repart Cortral
Log Control
Liog
] Phv
= A
=) phsA
=) eval
=] mag

q

Read

noj

‘ [ start poling...

45,[00000000]

[#] units
+) phsB
4] phsC

# Mod
#] Health
+| Beh
# NamPh

I TR

Step 2:
Enter polling period and click Ok.

Polling Period

Pall every “ zeconds

oK |

[ Cancel

]

3

To stop polling right click on the item being polled and select Stop Polling.

Struct
Strct

Quality
Timestamp
Stuct
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4 Hammer - Triangle MicroWorks, Inc.

File  Options Tools  Wiew  Ingight  Windc
= d S # |J’$§ P |JﬂCDI‘II‘IEEtT al

s Mew Server Connections [1... ]

Lr

M arne Value | Type
=] BayContraller(]
#] LLND
+| LPHD
+ LTRE1
+ Q&1CILO
=] BAIC5WIN
Data Sets
Report Control
Log Control
Log
(:}1JPDE
| Mod
+] Heal Collapse all Children
+| Beh
] Mam
[+ Q&1xCH Wirite. ..
+ QB1CIL
+ QB1CS
[+ QB1XS Cperake
& QCICIL Cancel

+] QCICS
& QAC1XS @ Stop Polling

+ S&VITIETRA

Expand All Children .

Read

Select

Step 3:
Click on Data Monitor icon to see the polled nodes.

The Data Monitor Pane is used by the IEC 61850 Client to view the currently active Control Blocks and any Polled Data. It
is possible to miss a data change because by default the user interface redraws every second. The model does not store a
history rather it is real time data that could be updated from many different source.
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Data Manibar - Mew Se Connections [1
=) New Server Connections [127.0.0.1] MName Value | Type

=1 Polled Nodes f 174.000 FLOAT32
BayCantrallerD /T 1Mb 1

When polling starts, the client receives data from the server for the polled node.



Practical 6

Sending GOOSE messages between
Anvil and Hammer on a local machine

Objective:
To send GOOSE messages between the Server and Client.

Description:
GOOSE (Generic Object Oriented Substation Event) service included in the IEC 61850 protocol set enables fast inter-
device communication with time critical real time communication over wide-band communication links.

A device is sending information per multicast. Only the IEDs that have subscribed for this information receive the message.
A GOOSE message of an IED can therefore be received and processed by several units at the same time

Procedure:

Step 1: Close both the server and the client. In anvil, start the default TMW Demo server. In Hammer connect to the
default TMW Demo. Ensure the following:
e Hammer and Anvil both have the same adapter set as the GOOSE adapter in the Configuration. (INTEL Gigabit
connection)

"' Anvil - Triangle MicroWorks, Inc.

File  Options  Tools  Miew  InSight  Windows  Help

3 S M 5% ﬁ.j Start 61850 Server v',=;"

"2k, TMW Demo:BayController [... l w» 3 | Simulation - TRYW Demo:BayContraller [TRW
M arme:

(=] BawContrallerd | LS ST el _
[+ LLNO - dpplication E Basic ~
[+ LPHD - Insight SCL File C:\Documents and S
[H B81CSWI | = Servers IED to Emulate BayController
[+] LAT<CER1 EI T Demo M ame THYW Demo
%) GATCILOT - RFC1005 Ethernet Adaptors
[ DEICSWI2 - Security
(] DB1X5WI2 - template |
[+] QBICILOZ LSRR a
% QC1CSWI3 Sampled Walue Loopl Falze
) QOISR B File Services
& OCICILO3 Allows Directory Listing True I
&) TTMMRLA Allows File Delete True v
[+] SAVITWTR GOOSE Adapter
[+ 5&1TCTR Select Ethernet adapter to uze for GOOSE
[+] LTRE1

] Cancel




Hammer - Triangle MicroWorks, Inc.

File  Cphions  Tools  Wiew  Ingight  Windows — Help
= = S e ‘§E|ﬂCDnnectv o Q‘Jv
e New Serf = Configuration = (O X]
MName - Application Application 1D 1.1.999.1 ~I
[=] BayController] | mzight Presentation 5 elector 00 00 00 01 i
[+] LLMO [=- Clients - Cannection ta Se Seszion Selector oo o1
[+] LPHD -- Client1 Tranzport Selector 100 01
EILTREA [ Mew Server Connectit| B Ethernet Adaptors
[+ O&TCILOA ast Ethernet HIC |+
=] QATC5WAT Ethernet HIC =
Data SE TP v s SOy IOk T TCO 0 O
Report Se_lmpled Walue Loopl True -
Lag Cor = H'_Sc
Log UrniguelD {23b9fde] -ode3-dead-90
@E Pos El Server Specific w
[+] bMod GO0OSE Adapter
[#] Health Select Ethermet adapter to ugze for GOOSE
& Beh < I | |
(] MamPl|— —
[+] QAT1=CERY
& UBICILO2
[+] QB1C5W2

e Anvil’s GOOSE Loopback value must be FALSE, while Hammer’s must be TRUE.

" Anvil - Triangle MicroWorks, Inc.

File  Options  Tools  Wiew  Ingight  windo

== . ﬁlﬁj Start 61850 Server v@'?’

ws  Help

% TMW Demo:BayController [... l - 3 Simulation - TMW Demo:BayController [T
Mame

(=) BayCaontrollerd onfiguratio 3
[#] LLND - Application = Basic ~
[#] LPHD1 - Inzight SCL File C:\ADocuments and S
[+ QAICSWIT = Servers IED to Emulate BayController
[+] QAT=CBR1 - TMw Dema I ame THW Demo =
[+] DATCILOA [ template = Ethermnet Adaptors
[+] QBI1CSW12 GO0SE Adapter Healtek RTL8139/8
5] QEIXSWIZ I G00SE Loopback  |§ELEE VI
[+] QBICILOZ Sampled Walue Adap Realtek ATLE13978"
[ QCICS W3 Sampled Walue Loopl Falze
5] OCI%SwI3 E File Services
5 OCICILO3 Allow Directo Listing True
) TTMMUT Allow File Delete True "
[+ SAYITYTR GOOSE Loopback
[#] S&TCTR Enabled Gooze loophack which allows goose o
4] LTRKT operate on one maching
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ANV angle OV OrKS [l

=N ﬁ"‘ | Start 61650 Server = T

File  Options  Tools  Wiew  InSight  Windows  Help

=

(& TMW Demo:BayController [... ]

» ¥ | Simulation - TMW Demo:BayContraller [T

[ LLND Application

[#] LPHD1 Izight

[+ GAICSWITYE = Servers

=) QATXCER1 TMw Demo
[+ QATCILOT terplate
=] QBICSW|2
(=] QB1x5W12
[z QBICILO2
(=) QCICSW3
(2] QCT5W13
[z QCICILO:
(=] T1Mk=UA
[+ SaV1TYTR
[+ S&V1TCTR
[+ LTRE1

Mame
=R el Anvil Configuration E]@

= Basic ad
SCL File C:\Documents and 5§
IED to Emulate B ayController
Mame TMW Demo

El Ethernet Adaptors
GO0SE Adapter Realtek RTLE139/8 —
I GOO0OSE Loopback  REIETE Vl
Sampled Walue 4dap Realtek RTLE13978
Sampled Value Loopl Falze
= File Services
Allaws Directary Listine True
Allow File Delete True

| £

GOOSE Loopback
Enabled Gooze loopback which allows gooze to
operate on one machine
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If any settings changes are made, Anvil and Hammer must be closed and re-opened for them to take effect.

Step 2:
Start the simulation in Anvil.

Step 3:

GOOSE Control is included within LLNO node.

In Hammer, right click on the GOOSE Control blocks and select Subscribe (You might have to right-click and select
‘Enable’ first). If you experience trouble with connecting GOOSE, try to right-click the control tag, and select “Read” to
load some values. If there are still issues, stop the simulation in Anvil, and then in hammer click “disable”, wait and click

“enable” again. Then subscribe on the tags in Hammer, and go back to Anvil to start the simulation.

4 Hammer - Triangle MicroWorks, Inc.

File  ©phions Tools  View  InSight

Windows  Help

|j lg ﬁi i 5] ’g}: ﬁl i |‘*ﬂCDnnEEt vl |;9}:| E‘v
& Mew Server Connections [1... ] X
Mame Yalue Type ~

[=] BayController(]
[=] LLMO
[+] Data Sets
[+] Report Cantrol
[+] Log Control
[+l Log
[=] GOOSE Contral

EM

4 gchM Expand aAll Children
[+] gcbil Collapse All Children
[+
o] | Rt
4] Mod Disable
g ::;Ith Subscribe
(] MamPl




Practical Exercises 26

Step 4:
To see the Goose messages, in the tool bar, click on GOOSE Messages icon.

# Hammer - Triangle MicroWorks, Inc.

Fle  ©ptions Tools  Wew  InSight  Windows  Help

5 d S # | 5 [F] ]| slcomes - 3 @ 3]l T-[)- T

L, New Server Connections [1... ] BayControllerQfLLNO$GO$ach S TAT

] T T TIRETE ARl AT PR CTnRE 1127 1111 11

Contral Block o} Time ... Sequ..  State . Data Set Time5...  Test NDS | WlanApplD | Vlan WID | Wlan Pri.# | |ayController) ~
BayControllerl /LLND$G03gch... [ tmwStat (300 [0 1 ] - DATCSWIT

B ayController)

BayControllerQ/LLM0$G0$ach... tmwStat 30 12304 BapController@sL... 08413/, False 192 546 = Pos
BayControllerALLNO$G0$gch... tmwStat 30 12305 BawControllerlAL... 084134,  False a9z BdE [=)- origin
BayControllerd/LLMO$G0$gch...  tmwStat 30 12306 BayContrallerl/L... 08713/ Fale 8152 546 aCat  [0]
BayControllerALLNO$G0$gch... tmwStat 30 aldent ]
BayControllerd/LLNO$G0$ach... tmwStat 30 12308 BapController@sL...  08/13/.. False a19z2 546 aval [

BayControllerALLNO$G0$gch... tmwStat 30
BayControllerd/LLNO$G0$ach... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30
BayControllerd /ALLNO$G0$ach...  trwwStat 30

12309 BawControllerlAL... 084134,  False
12310 BapController@/L...  08/13/.. False
12311 BawControllerlAL... 084134,  False
12312 BapController@/L...  08/13/.. Fale

8152 546
2152 546
8152 546
2192 546

q  [[0000000000000))
b [08413/2013.11:435
stSeld  [Falze]

BayControllerQ/LLMO$G0$geh...  tmwStat 30 12313 BapControllerld/L...  08413/.. False M52 BdE = IAT<CBR1
BayControllerd/LLMO$G0$ach...  tmwStat 30 12314 BapController@/L...  08/13/.. Fale 192 546 = Pos
BayControllerQ/LLMO$G0$geh...  tmwStat 30 12315 BapControllerld/L...  08413/.. False 8192 RdE stval  [[10]]

a132 546
132 546
a132 546

BayControllerALLNO$G0$gch... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30

12316 BawControllerlAL... 084134,  False
1237 BawControllerlAL... 084134,  False
12318 BawControllerlAL... 084134,  False

g [[0000000000000]]
b (0813420731742

BapControllerd/LLNO$G0%ach...  tmwStat 30 12319 BapContraller/L...  08/13/.. False @192 546 = BAICILOT
BayControllerQ/LLMO$G0$geh...  tmwStat 30 12320 BapControllerld/L...  08413/.. False 8192 R46 = Enalpn
BayController/LLNO$G0$gch...  tmwStat 30 1231 BayControllerlAL... 084134,  False 8192 RdE stval  [False]

BayControllerALLNO$G0$gch... tmwStat 30
BayController3/LLNO$G0$ach... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30
BayControllerd/LLNO$G0$ach... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30
BayControllerd/LLNO$G0$ach... tmwStat 30
BayControllerALLNO$G0$gch... tmwStat 30

12322 BawControllerlAL... 084134,  False
12323 BayController@sL...  08413/.. Fale
12324 BawControllerlAL... 084134,  False
12325 BapController@sL...  08/13/.. False
12326 BawControllerlAL... 084134,  False
12327 BapController@/L...  08/13/.. False
12328 BawControllerlAL... 084134,  False
BayControllerd /ALLNO$G0$ach...  trwwStat 30 12329 BapController@/L...  08/13/.. Fale 2192 546 - QCT1CSW3
BayControllerd /LLNO$G0$0ch...  tmwStat 30 12330 BapContrallerd /L. 08413/ False 8192 546 v = Pos v
< ¥ < ¥
|8 Data Moritor - Mew Server Connections [127.0.0.1] GOOSE: Mew Server Connections [127.0.0.1] - BayControllerQLLNO$GO$qchSTAT

a132 546
8132 546
a132 546
8132 546
a132 546
2152 546
a132 546

g [[0000000000000]]

b [083/2013 17435
= EnaCls

stal  [Falze]

g [[0000000000000]]

1
1
1
12307 BapContrallerd/L... 08413/ False 1 a132 546

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1 b (0813201311435
1

1
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Practical 7

Visual display of Values between
Anvil and Hammer on a local machine

Objective:
To send Sampled Values (SV) between Client and Server.

Procedure:

Step 1:
Set the adapter (must use same adapter for SV and GOOSE) for and loopback settings as you did for GOOSE.

Anvil Configuration E| @l E|
Ea

Application H Basic
Inzight SCL File C:\Documentz and 5ettingsVAll Uzers\Documents'
[=)- Servers IED to Emulate BayController
Thd'w! Demc Marne THw Demo
template E Ethemnet Adaptors
GOOSE Adapter Realtek RTLE8139/810x Family Fast Ethernet MIC
GO0SE Loopback, Falze
Sampled Value Adapter Realtek RTL8139/810x Family Fast Ethernet MIC
Sampled Walue Loopback False
B File Services
Allave Directary Listing True
Allove File Delete True w
Ethernet Adaptors
£ >

Hammer Configuration = || g
Application Prezsentation Selectar 0o oo oo ol ~
|mzight Session Selectar oo o1

[=)- Clients - Cannection ba Ser Tranzpart Selector oo ol
Client1 El Ethemet Adaptors
MHew Server Connection GE0O0S5E Adapter Realtek RTL8139/810x Family Fast Ethernet HIC
E005E Loopback Tiue

Sampled % alue Adapter Realtek RTL8139/810x Family Fast Ethernet HIC
Sampled %alue Loopback  True
E Misc

El Server Specific
AE Irvoke D 10 I

Hame
Server hame




3

Step 2:
In Anvil, make sure the simulation is running.

# Anvil - Triangle MicroWorks, Inc. ==
File Options Tools View InSight Windows Help
SO RIK G [ Bz 7 B | (§ Start 61850 Server -
.é TMWSample [TMWSample.i... 1 Simulation - TMWSample [TMWSarige.icd] a2 x
Name Vaiue Intenval {ms)
= BayControllerQ
(5 LD ¥ BayControllerd Nams Value Twe  Step 4
(3 LPHD1 TIMMXU1 AphsA cVal.mag 245000 [FLOAT..
(¥ QA1CSIN TIMMXUT Aphsiq [0000000000000]  Quality  NJA
(1) QATXCBR1 TIMMXUT AphsAt 03/1072014_07:1.. Timest. NA
(5 Qa1CILOT TIMMXU1 A phsB cVal. mag f 249000  FLOAT. 05

@ QBICSWI2
(& QBIXSWI2
(s QBICILO2
(@ acicswz
(@ QC1xsW3
(3§ QC1CIL03

@ L ) O B

TIMMXU1.AphsB.q [0000000000000] Quality N/A
TIMMXU1 AphsBt 03/10:2014_07:1.. Timest. N/A
TIMMXU1.A phsC.cVal.mag.f 235.000 FLOAT. 05

TIMMXUTAphsC.q [0000000000000]  Quality  NIA
TIMMXU1 AphsC.t 03/10/2014_07:1.. Timest. NA
TIMMXUT.PhY phsA cVial. magf 250000  FLOAT. 05
TIMMXUT.PhV.phsAq [000000D000000]  Quuality  NIA
TIMMXUTPHV phsAt 03/10/2014_07:1.. Timest. NA
TIMMXU1.PhV phsB.cVal magf 242000  FLOAT. 05

TIMMXUT.PhV.phsBa [0000000000000]  Quality  N/A
TIMMXUT.PhV.phsB.t 03/10/2014_07:1.. Timest. NA
TIMMXU1.PhV phsC.cVal mag f 250000  FLOAT. 05
TIMMXU1.PhV phsC.range high Eum 1

TIMMXUTPhV.phsC.q 10000000000000] Quality  N/A
TIMMXU1.PhV.phsCt 03/102014_07:1.. Timest. NA
TIMMXU1A phs/.cVal.mag 249000  FLOAT. 05
TIMMXUT Aphsiq [000000D000D00]  Quaity  NIA
TIMMXUT A phsAt 03/10/2014_07:1.. Timest. NA

TIMMXUT AphsB cVal mag 249000  FLOAT. 05  ~
«| i, — 3

1 clients are connected P properties - TIMMXUL |{5 Simulation -~ TMwiSample [TMWSample.icd]

Output 1 x
126 .837 : Called AE Invcke ID: 18 -
127 .837 ¢ Client Connected
128 .837 ¢ Client AE Invoke ID 1@

129 .837 @ Client AE Qual 12

130 .837 : Client AP Invcke ID 1@

131 .837 : Client App Title 1,1,999,1

132 .837 ¢ Client P Sel @@ @@ 02 @1

133 .837 ¢ Client S Sel ee o1

134 15:13:42.837 : Client T Sel @@ @1 [

135

Step 3:

In order to view some of the values graphically: In Hammer, ensure the following value is being polled.

QA Iz T B 5| gConnect - @ @ & A =

& TMW Demo [127.0.0.1] |

- X

MName Walue

[+ QB1CILOZ
[+] QB1CSWI2
=] QB1XSWI2
= QCICILo2
= QC1C5WI3
£ QCIXSWI3
[=] TIMMXLT
Data Sets
Report Control
Log Control
Log
[+ PhY
= A
(=] phsA
= cval
[=) mag

O
q

t 03M0/2014_07:13:42 64
[#] units

[+ phsB

[+ phsC
(=] Med
[+] Health
[+] Beh
[+] MamPlt

Type

m

Struct
Struct

@ Stop Poelling

Read

—Soct

| Ready

In Hammer, click on InSight - New. A new Insight window will open.
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Step 4: Click on the InSight Graphic Object Palette button and “continue”.

4 Hammer - Triangle MicroWorks, Inc.
File  Options Tools View InSight Windows Help

L LK SR e Y 1=t

& TMW Demo [127.0.0.1] | - X

Name Value

= QB1CILO2Z
= QB1CSWI2
= QB1XSWI2
[x] QCI1CILO3
= QC1C5WI3 N
= QC1XSWI3
=) TIMMXU1
Data Sets
Report Control
Log Contral
Log
[#] PRV
=l A
[=] phsi
=] eval Struct
[=] mag Struct
q [0000000000000] Quality
t 03102014_07:13:42 645, [00000000] Times_.
[+] units Struct
[+] phsB
[+] phsC
[# Mod
[+] Heslth ]
(4] Beh
(&1 N=mPlt i

InSight Graphic Object Palette l o *

| INNRNARNRNARNR] Ready

Scroll down to the LCD Matrix object, and drag it to the InSight window created earlier.

& Hammer - Triangle MicroWorks, Inc.
File Options Tools View InSight Windows Help

BHS % EEFE R T BT ot -0 @ BEE S 0-F

InSight Graphic Object Palette 1 x TMW Demo [127.0.0.5 X | InSight: Insight-0.of
Tools Name | BB L& & Tz » @ Ediing |[@ 55 100% [0 @ &, | Options -
L @ A [ QBICILO2 e P P B I S P B
> = o =1
O A o (4] QBICSWI2 ES a
[+ QBIXSWAZ E|
Shapes | Figures | Instruments | User Paletts 4 acicios | =
vvewwvwwwww g ggg};:\"ﬂ; El
F " E
ooO0cOODOOOO®S 3 T E
= f o a
o0oCcO0OO0OOOOGe Data Sefs EE
oooo0oO0O0OOOO@®® Report Cantral 3
Log Contral |
o00O0OOOOOOS Lo EE|
e 3
LED Mawix lﬂ PhY 3
oA b=
= phsh =73
E = eVal E
(=) mag =7
LCD Marix |
q =
t =
[+ units -4
[# phsE 3
- E
= @ phsC =
2] Mod RE
5] Heslth E
i1 Peh T
P » n 5 - 3
= . o Type:TmwHmiControls. TMW_Net_LCDMatrix0 Left18 Top:20 Width:391 Height25
] 5 Froperties - |63 InSight: InSight-0. taf
Qutput
5297 | 15:26:14.307 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:10.@
5298 15:26:15.324 : Ideﬂtify: Vendor: TrianglEMi:erurks, Inc Model: MMSd Version:1@.8
Vve 5299 | 15:26:16.338 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:18.@
5380 | 15:26:17.355 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:10.@
5381 | 15:26:18.366 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:10.@
53@2 | 15:26:19.378 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:18.@
53@3 | 15:26:28.395 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:10.@
5384 | 15:26:21.418 : Identify: Vendor: TriangleMicroworks, Inc Model: MMSd Version:10.@
5385
= | m

Module 9 & 10
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5 Module 9 & 10

Step 5: Close the Palette window, and drag the SV value being polled earlier (A.phsA.cVal.mag.f) onto the InSight LCD
Matrix. (Make sure the value is being polled, or else no values will change.)

ﬁ Hammer - Triangle MicroWorks, Inc.
File Options Tools View InSight Windows Help
BH3®|EEEEQ SR T B Mom-0 @ BAE 707

/& THW Demo [127.0.0.1] | + % | InSight: InSight-0.tgf
L ER L S s T e Editing | [@ [ | 100% [@ & &, | opti

0 50 100 150 200 250 300 350 400 .
LB P B Bt B B

Name Value Type
[+ QBICILO2
[+ QBICSWI2
[+] QBIxXSWI2
[# QCICILO3
[+l QCICsWIZ
[+l QCIXSWI2
(= TIMMxUT
Data Sets
Report Control
Log Contrel
Log
(= PhY
=A
=) phsA
[=] cval Struct
[=] mag Struct

50

200, 150 100
i T A

=]

a [000000C000000] Quality
t 0310/2014_07:13:42.645.[00000000] Times...
[#] units Struct

[+] phsB
[#] phsC

& Mod

[#] Hezalth

[+ Beh

1 NamPit Type:TmwHmiControls. TMW_Net_LCDMatrix.0 Left:18 Top:20 Width:391 Height:85

Ready 8 Properties - f W3 InSight: InSight-0. taf

300,

350

o,

The value in the display should change; simulating the values being sent from the server.




