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2 OPC Software Guide & Exercises

Using EIT’s Remote Lab Instructions

Various softwares used throughout the following practical exercises are
installed on EIT’s Remote Lab 1, 4, 9 and 12.
(Refer to instructions: How to Connect to Remote Labs_Electromeet HTML5.pdf)

Note: On the remote labs — you do not need to buy any add-ons.
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Practical Exercise 1: Basic Client/Server interaction

1.1 Objectives
Using Remote Lab 1 and Lab 4

To demonstrate the ease with which data can be accessed from an OPC-enabled
SCADA system. In this case we will use Citect version 5.4. This version of Citect has not
been implemented with OPC, but rather with custom software drivers. An OPC compliant
Data Access server version 1 (DA1.0) was then added as a ‘back end’ to the system.
Also take note that the CatID was (accidentally) omitted from the Citect registry entries,
which will explain some of the Clients’ behavior. The Citect SCADA and the OPC client
are installed on the Server in the Office and are accessed through Electromeet as usual
using demopass to get access to the remote labs after you have logged in:

1.2 Procedures
Run Citect by clicking on the “Citect Explorer” icon on the desktop.

OPCClient.exe Shortcut ko
Teast.axe

fiw

Shortcut £
PlantLIVE

% —

-
|
-

rer  PlantLIVESc... SmartDraw WP

Close any other unwanted windows that may open up (there may be several). Select
‘Example’ under ‘My Projects’ and then depress the run button (second one from the left)
as indicated in the following figure:

5 Example - Citect Explorer

File W“iew Tools Help

‘Example v] é| 'I'Iﬂ ﬂl‘*f‘ .‘1‘5‘ ¥e I‘”‘
Project List Conkents of Exam
= My Projects __lGraphics

+- (] ANIMATION Tags

= alarms

+- ] NEW _System

+- 1 NEW2 _ A Communications
+- [ New3 __|Cicode Files

+ I NEW44 T 1CitectVBA, Files
+ [ QuickStart

+| ] test

Since you have no software key, it is necessary to run in demo mode when prompted.
The example project will now open up.
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fiE Menu . o =1 5]
s 7 | [ [ 11:57 PM 19/02/72004
| Feed SPC_13  ROutsideCL R outside control limits 0N oo N

: LCitect

%' Filter Alarm Page Trend Login Manager

JL Loops Alarm Summary Zoom Trend Login Worker
<

@ Recipe Operator Log Compare Trend Login Engineer

® Genies Report SPC RS Chart Login

‘@) Display Objects Excel SPLC cp & cpk Logaut

Active K ‘Weh Browser SPC Pareto Chart

Language

Groups Y Plotg

Cperator Input

Test

Utilities
Shutdown

Help

CitectvBA Example

Spend a few minutes and examine all the functions available on the left hand side of the
screen (Filter, Loops, Groups, etc.).

Go to the Filter page. Select the process variable ‘Torque’ (tag ID = loop_3PV).

Place the cursor on the numerical display for ‘Torque’ to see the associated tag ID.
Double-click on the Torque display to invoke the PID controller faceplate display for this
variable. Note the red set-point value display (loop_3SP) and the green process variable
display (loop_3PV).

Drag the red arrow up and down and see how the values change. If its not automatically
controlling it may be in manual — have a play

o

Task 1: Drag it as high as you can and take a screen shot and paste this in your
assessment document. Record seperately in the assessmet document the Max
value that you read with the slider all the way up.
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Leave the Citect session running

Now we will run a very simple diagnostic client (FactorySoft).

Locate the FactorySoft OPC Client icon on the desktop. It has OPC on a Blue
Background.

C:h
E
IM examples rModbus Poll Shortcut to

cmd.exe

e =

OPCClient.exe Shorkbcut bo HM

Tesk, exe

ﬁ

Shorkcut ko
PlantLIVE

Double-click to start the Client. The following will appear on your screen:

4 Untitled - FactorySoft OPC Client =10 x|
File OPC View Help
2l
Tag I Yalue I Time
3
k
<l | ]
[ 2eady 2

The next step is to establish a connection between the client and the Citect OPC Server.
Click OPC -> Connect and wait for the following to appear:
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E
Server Mame DK I
|Citect.OPC

Cancel |

Server Mode ["haerver' or "server’’ or i server. com''

[ =] Refresh List |

Ay ailable servers

FactoryS oft. Example. D atatcoess
FactarySoft. InPrac
FactorwSoft.Sampe

KEPware KEFServerb x4

KEPware. Linkkaster W1
M atrikon. OFC. Tunneller
OPC.Delkav 1

Locate the Citect OPC Server (ProgID = Citect. OPC) amongst the available servers. This
will now appear as ‘Server Name’ in the upper window. You may ignore the server node
entry as it will default to the local host. Now click OK.

The next step is to create a Group object as this is necessary in order to access the tags.
Click OPC -> Group Parameters. The following window will appear:

Group Parameters x|

S
Update Rate {1000 mSec Cancel I

Active v

Deadband I n] %FS Apply I
Time Bias I-SSD Minhutes
LocallD IO

In this particular case the group name is ‘Group one’, the update rate is once every
second, the group is active, the dead-band is 0% of full scale, the time difference
between the client and server (in terms of time zones) is -6 hours and the language used
by the client (local ID) will default to English. Pretend that this is all fine and click OK.

Now it is time to add the items to the group. Click OPC -> Add Item. The following
window will appear:

e |

Access Path l Add tem I

Itern Hame ||_|:||:|p_3_|:r\,r Bare I
Browse iterns: Filkes: Ix

LOOF_Z v =
LOOF 2 5P =l
LOOF 3D

LOOF_ 3|

LOOF_3 0P

LOOF_2_OPM =
LOOF 3 P

LOOF_ 3 5P
LOOF 4 D B

[ = R
—Data Type
= Uze native type " Lang
" Bool i~ Double
" Shaort " String
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Select the items (as many as you wish) and enter them by clicking on the ‘Add ltem?’
button. For example, you may enter loop_3_PV (a read-only value) and loop_3_SP (a
read/write value). When finished, click ‘done’. The process variables will now appear on
the client display.

Maximize the filter display (the client display will be hidden) then select the client again
so that it is now superimposed on the plant display.

Use your cursor to vary the set-point on the PID display and observe how the client
values change accordingly. Now right-click on loop_3_SP (loop 3 set-point value) in the
client display and attempt to write back to the server. You may also attempt to this with a
process variable and observe what happens.

Task 2 — Take a screen shot of this opc client to show what you have selected —
with the current date and save it into your assessment document.

; ; N [ o

COPEER FITRATIEN

| alue | Time

27 01/11/16 20:42:15
25 01/11/16 20:40:49

Remember to close all the programs on the remote lab before exiting the session.

OPC Software Guide & Instructions Version 1 - Last edited January 2016



8 OPC Software Guide & Exercises

Practical Exercise 2: OPC Server

2.1 Objectives
The purpose of this exercise is to familiarize yourself with a fully-fledged Data Access

server.

The Matrikon, Cogent and Kassl Software is installed on Remote Labs 9 and 12.

2.2 Procedure
First we set up our own defined alias on the server so that we can see that it's your work.

Start up the server configuration application on the Lab Computer

............... .

. MatrikanOPC
. Analyzer Control Pa
. Explorer
. HDA Explorer
J Simulation
@ MatrikenOPC Server for Simulati
. Help
/. Tunneller

4 Back

Lomputer

E__Er...-Er 1:|:| r _;-i...

Right click on the Alias Configuration, this allows you to generate custom groups and
names for the tags on the server that can be more “human” readable. Call it
“YourNameGroup” eg. JackSmithDITO7.

o VIZTNKONWEL 220Ser TOr Jimuiaton anda =

File Edit View Tools Help

D @ E & E
Current configuration: ntents of aliasgroup '(root)

Itemn Path

Inse&ﬁ\lias Group Ctrl+A
Delet Ctrl+Del

Now right click in the right hand pane and select Insert New Alias

Server Configuratics
Aliaz Configuauijs
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File Edit View Tools Help
ODEHE @B X2 P

Current configuration:

Edit Alias
Insert Mew Alias... lklns

Delete Alias Del

Call it something unique that allows it to be identified as yours

— Aliaz Settings:

Hame: IBrianH obbyR andomP eal
Save & Create Hew |
Item Path: I

[ Default to new

DataTupe:  |iDefaul) - I~ Read gnly Seaing >
caling |

Update Rate: Ig [mzec) [~ Poll when inactive |

Cancel

Then click on the button at the end of the Item Path entry field and navigate the tree
structure and select a tag from the right hand pane — you are now setting up “items” in
the server that can be requested from the client.

ED Simulation Items 5 ArrayOfRedls W Time
i--[Z Bucket Brigade % ArrayOfSting BNt
i +/ Random i) Boolean e Nt 2
i-[[1 Read Error —
-[Z1] saw-toothed Waves
D Square Waves
(23 Triangle Waves
b D Write Error
w20 Write Only

Refresh |
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Click OK and then Save the Alias.

File Edit View Tools Help
DD EBE HH X B b

Current configuration: Contents of alias group 'BrianHobbyGroup”

Item Path [ata Type
ErianHobby andom,.Reald [{Default] | R |

Reset Statistics ||« &
@ Matrikon | Clients:0 |Server Time: 22/01/2014 10:13:18 AM

Task 3 - Copy a screen shot of your server window with your name in the group
and the alias name and paste into your assessment document.

You can save the server configuration if you want to so you can easily come back and
have it the same.

Next time to get the data across the COM interfaces to the client.

. MatrikonOPC
. Analyzer Documents
.. Explorer
| @ MatrikonOPC Explorer Pictures
. Help i}_ .
.. HDA Explorer Music

Start up the OPC explorer
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Right click on the Matrikon.OPC.Simulation.1 and connect. If you have several servers
available as in this screen shot then as you click them the Explorer will talk to the
ICommon inface and request information that is displayed to the right to give you
information about the interfaces and categories available.

@ MatrikonOPC Explorer - [Unti

File Server Group Item View Help

SEEH0 | esd e ddeo

Matrikon.OPC.Simulation.l

Z

=4 Localhost '\ WEPTUNE'
: 15aGRAF. Gateway,OPC.DA30. 1 H nDr
@ MatrikonGPC

Tunneller:GAMESERV] Eonnect OPC Server Connection Options

Supported OPC Interfaces
Tunneller AE: GAMESE|

Dis t L\\)
TunnellerHDA:GAMES _I connee m m x
Metwork MNeighborhood Add Group /‘
% Other Network Computer Add Subscription ~OPC Security

Connect Add Teg= AEPingls
Legon
£ MatrikonOPC Configuration Options @ OPC SECURITY CHECK
Logoff
® . = . -
By &\» . h Caution: Potential Security Risk Detected.
Y
- y Explanation: This MatrikonOPC Server does not
Properties OPC Server BOPE Security, Licensing =

support the OPC Security Spedfication.

Right click and select add group — call it something that uniquely identifies it as yours, it
can be different to the group you created on the server.

B3 Add Group — -_-._-LI—J‘E1J =

New Group Settings:

Group Name: IBrianHobbyAIiases| |V Create Active
Cancel
Update Rate: 1000 (msec) IAutc—Detect 1/o 'l —l

% Deadband: |0 (Full Scale)

Time Bias: I (GMT+10:00) Erisbane, Melbourne, Sydney, Guam, Port Moresby j

You will have a dialogue box pop up — navigate to the configured aliases group and add
the tag you exposed earlier.
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=2, MatrikonOPC Explorer (BrianHobbyAliases X

File Edit Wiew Browse

Tag Entry |

L O

Tags to be added:

TAGY  tem D: IBrianHobbyGroup.BrianHobbyRand( %l

Data Type: IEI'I'IDtY.I'DEfEU|t 'l ¥ Create Active

Access Path: I

- %

Filter: I Data Type Filter: IErnptnyefault vl

¥ Write Access | Read Access [ Branches [ Items

Available Items in Server ‘Matrikon.OPC.Simulation. 1';

D Simulation Ttems
B[] Configured Aliases

a BrianHobbyGroup "‘"—-—-..._____

T Available Tags ! |

Edit Item ID

"' b

Add to Tag List
Add All Items to Tag List

Add this item to the current tag definition. A

Task 4 — Provide a client screen shot into your assessment document — showing
your Tag value, clearly showing your name together with the value (naturally there
will only be one value in the screen shot).

Example:
MatrikonQOPC

File Server Group Item View Help

T Ay eI I Y

BrianHobbyAliases

Contents of 'BrianHobbyAliases'

£} Locahost WNEPTUNE'
BE 1SaGRAF. Gateway. OPC.DA30.1
A Matrikon. OPC Simulation. 1

423 BrianHobbyAliases

Item ID | Access Path | Value | Quality |'ﬁmesmmg | Status

[ BrianHobbyGroup. BrianHobbyRandomReal 5058.1951... Good, non-specific 01/22/201...  Active

OPC Software Guide & Exercises

O Tunneller: GAMESERVER :Matrikon. OPC, Simulation, 1

O Tunneller AE: GAMESERVER:Matrikon, OPC. Simulation. 1

B TunnellerHDA: GAMESERVER:Matrikon, OPC. Simulation, 1
Metwork Neighborhood

-8 Other Network Computers
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Practical Exercise 3: Simple Alarm and Event (AE) Client/Server interaction

3.1 Objectives
The purpose of this exercise is to demonstrate the interaction between a simple AE
(Alarms and Events) Client and an AE Server.

3.2 Procedure

Because of the way the server is configured it generates an event whenever a value is
written to this particular string.

Next lets subscribe to the event. Change back to th e Matrikon Explorer, right click on the
Simulation and select add subscription — this is available because the A&E inteface is
implemented by this server.

@ MatrikenOPC Explorer - [Untitled™]
File Server Group Item View Help

& ® ef
Matrikon.OPC.Simulation.1 / [
B~ Localhost "WELIWINT - !!
L Y vovion.ooc sz ® MatrikonOP
[_]] BrianHobbyAlaise Connect UT" On C
g $unne::er:ei:. Erian:o Disconnect "OPC Server Connection Options bed QP C Interfaces
DR Tunneller:eit.brianhol
o TunnellerHDA:eit. bri (ST i m HDA m SECURITY
: Network Neighborhood Add Subscription 3
[ g Other Metwork Compute % s . ORC Security
Logon { Disconnect Addd Tags Add Alarms
Logoff
oge ‘MatrikonOPC Configuration Options @ OPC SECURITY CHECK
Export Items - : Cagn
\4\ - J--l 5 Fﬁ ! Verified: Secure MatrikonOPC Server,
Properties A Y _'f w A
Explanation: This MatrikonOPC server offers
OPLC Server OPC Security Licensing

data protection when configured correctly.
Server Status Protect non-MatrikonOPC Servers with the
MatrikonOPC Security Gateway.

4 [ | 3

s oy T

Give it a unigue name that identifies the subscription as yours and have a look at the
filtering options — leave them as default for this.

AL Add Subscription N == =S
Subscription Setings | Filtering |
MNew Subscription'gettings:
Subscription Name: | CEN e age| [+ Enable
Update Rate: |1000 2] (mseq)
Max Size: |D ﬂ (0 enables unlimited size)

Next we will use the Kassl client to write values to the Bucket Brigade string on the OPC
server proving they all play nicely.

Open the Kassl DA client — on the desktop, make sure you get the dOPCDACIient as
there are AE and HDA ones as well.

17

dOPCDACL...
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So we need to connect to the server with the Kassl client

# dOPC DA Client (<) www.kassl.de

Connect to Server...

Disconnect from Se L e

Open...

Save...

Exit Alt+F4

Y Select OPC Server

COM | 3mL

Computer name

-

Available servers

Cogent DataHub
MatrikonQPC Server for Simulation and Testing
Cogent DataHub ARE

Mame  Matrikon.OPC.Simulation.

Clsld {F8582CF2-88FB-11D0-B850-00C0F0 104305}

This will give you an explorer view with the tree shown; click the Inspector button to let us
make a group — put your name in it.

¥ dOPC DA Client (c) www.kassl.de

File Help
Igﬂplorer | 1nspector*-—
Path OFC ltems
(1 Root Hhonitor&CLFile
s Simulation [tems @Clients
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ﬁ dOPC DA Client (c) www .kassl.de
File Help

Explorer | | [nspector

Iternld Active W alue

Right click to
add items

\

Right click to
Group state add group

==
(1]

Sever state Matikon OPC Simulation. State Tunhing
tatrik.on Inc [720] 4481010 Start time 12/8/20141
http: A v, matrikonope. com Last update 12/8/20141

Drill down and add the bucket brigade string item

[ Briansltems Iterld Active Yalue Time Guality
Select OPC Item (=25
Path Bucket Brigade @
N
fe# ArrayOfReals g ArrayOfString fel Boolean feInt1 fe Int2

e Int4 s Money i Reald i Real8 fs String
[ Time [ Uint1 [ Uint2 fad Uint4

Group state Update rate
Briangltems 1000

Sever state Matrikon OPC.S

Matrikon Inc [780] 4481010 | Filter [ Writable

hittpe £ A matrik onope. com

Next right click on the String Item and write a value to it. It is a string so humbers and
letters are all permissable.

ﬁ dOPC DA Chent (c) www.kassl.de
File Help

E xplorer | rzpectorn

1 Brianslterns Itemld Active Walue Time

Bucket Bri%adiStr... * 25 11:21:53 PM

Your Subscription in the Matrikon Explorer should now have a value in it.
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Task 5 - Obtain 2 screen shots : one showing a subscription event and another of
the Kassl client showing the String Item with a value in it that matches the
subscription event. Paste these into your assessment document. This can be one
screen shot with both showing if you are able to arrange the windows easily.

Example

@ MatrikonOPC Explorer - [Untitled®]
File Server Group Htem View Help

L - N AN NN

BrianlsSubscribed Contents of 'BrianlsSubscribed’
=- :; Localhost "WWE11WINT' Source | Message | Severity | Time | Quality
O Cogent.DataHub. 1

&Bu:ket Brigade. String 73 1 12/08/2014 1... NJA
BE Cogent.DataHUbAE. 1 Ak Bucket Brigade.String 25 1 12/08/2014 1...  NJA
Matrikon.OPC Simulation. 1 AL Bucket Brigade.String 50 1 12/08/2014 L...  NJA
- £ Brianls5ubscribed
o MNetwork Neighborhood
g Other Network Computers

And
# dOPC DA Client (c) www kassl.de =N =

File Help
Explarer lllnspector |

(] Briansitems Itermld Active Walue Time: Quality

Bucket Eriaade.Stl...; ® 73 11:37:21 PM good

@ MatrikonOPC Explorer - [Untitled®]
File Server Group Item View Help

EXETER | GgI N LD dde 0w

BrianlsSubscribed Contents of 'BrianlsSubscribed'
=8 :ﬂ Localhost "\WE11WINT' Source | Message | Severity | Time | Quality
Lo gCogent-DamHub-l AL Bucket Brigade. String 73 1 12/08/2014 1...  NJA
D Cogent.DataHubAE. 1 Al Bucket Brigade.String 25 1 12/08/2014 L., NJA
B @ Matrikon. OPC. Simulation. 1 A1 Bucket Brigade. String 50 1 12/08/2014 1...  N/A
H t 2 BrianIsSubscribed
- Netwark Neighborhood
g e egenend [ 5 40C 0 Gl (s e BN
File Help
Explorer Illnspector |
(1 Briansltems Itemld Active Yalue Time Quality
BucketEriéade Slr..:i ® 73 11:37:21 PM good
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Practical Exercise 4: Simple HDA Client/Server interaction

4.1 Objectives
The purpose of this exercise is to demonstrate the interaction between a simple HDA
Client and a server.

4.2 Procedure
Open up theKassl dOPCHDACIient, it's a very simple implementation good for checking
values out.

dOPCHDA...

As before connect to the server (Matrikon.OPC.Simulation.1) you should see a
connected message in the bottom of the client window.

1B dOPC HDA Client (c) www.kassl.de [l -=] s
Help

Connect to Server.. @ Raw Processed Modified | &t Time

Disconnect from Server

120000 AW 5 Requested values 50
Server Status...
-0 = Include bound:
Server Interfaces... 120004M & rieiae beunas O
Timestamp Yalue Quality HOA Quality

Drill down into the server until you get to the Bucket Brigade.String again, then press the
read history button. You should get the values that you wrote into the DA server earlier
that generated the A and E events.
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3

A dOPC HDA Client (<) www.kassl.de o= ]
File Help
Get history data for itern Bucket Brigade. Sting @ Raw Processed | Maodified | Al Time
From date and time 1412000 [Elv | 12:00:00 50 2 Requested values 50
Ta date and time 14172020 [E« | [12:00:008M =) Include bounds El

Timeztamp Walue Cuality HDA Quality
12/8/201417:21:41 PM a0 good raw
12/8/201417:21:53 PM 25 good raw
12/8/201417:37:21 PM 73 good raw

Brian Example :D

Returned values 3 tax. pozsible valuez 0

connected to server: b atrilon OPC. Simulation. 1
Get higtory from 112000 to 1/1/2020
Fitems values loaded

Task 6 — Obtain a screenshot of any tag with valid time series data of some sort
with atime stamp (Bucket Brigade.String would be a good choice as you should
have been changing it in the previous questions).
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Practical Exercise 5: Tunnelling

5.1 Objectives
The purpose of this exercise is to demonstrate connection between 2 separate
computers using a Tunnelling solution for DA client server

5.2 Procedure

The software is installed on Remote Labs 9 and 12. These have been set up to be
mirrors of each other with the configuration at each end set to expose the Matrikon
Server through the Cogent tunnelling solution.

Brief Video on setting up the Cogent tunnel
http://www.cogentdatahub.com/DataHub Videos.html

Cogent DataHub Videos
1. Connecting to an OPC Server. (5:00) /

2. DataHub OPC Tunnelling in 3 easy steps (no DCOM problems). (5:45)

3. Logging data to a database / Reading data from a database.

a) Logging data creates new rows in the database table. (12:55)
b) Logging data modifies the same row in the database table. (3:05)
c) Reading data from a database. (8:24)

d) Using DataHub Scripting to read from a database. (10:50)

To access the Cogent software you double click the Icon in the tray

Customize. ..

|2 [P C7 W& Oy

If this is not present you may need to start it up by double clicking the icon on the
desktop. If the licence has not been loaded the Cogent software will only run for 1

hour
o

Cogert
DataHub

Note: You could conceivably do this question by logging into Lab 9 (or 12)
starting the Cogent Software and then completing the rest of the question on Lab
12 (or 9) having started the Cogent software on the second Lab. The labs by
default should have the software running on both 9 and 12, if you have trouble
then check the other lab to ensure the tunnelling software is running there as well,
a tunnel requires 2 ends to work correctly.
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On each of the lab computers the the Cogent data hub has been setup as a client to
the Matrikon server with a data domain of “MatrikonOnLab9 (or 12)”. Make sure you
leave this alone as this is what the student at the other end of the “tunnel” will be

connecting to.

Lab 9

LI Cogent DataHub Properties ¥7.3.5.242 - Running in demo mode =] —lolx
€98 General OPC Configuration
—oPC
I DA OPC [ OPC Client
TOPC opC AsE W Act as an OPC Client to these servers:
@ TunnelfMirrar on | Connection I Computer | OPC Server I Domain | Refreshims) Add ... I
M opcooo localhost MatrikonOPC Server F... MatrikonOnLab9 S00 —
=29 Bridging 4I
Remove
& oo
QuickTrend
-
Q Web Server
[=] patabase
@ Historian
L% Sys. Monitor
] emailisms
=% Redundancy <1
@ Seripting Reload Data from all Servers I
@ Security OPC Server
I™ Do not adjust OPC registry entries For this program
Q Licenses I~ Act as an OPC Server
~COM Security
I~ Attempt to override application DCOM setting with minimum security settings ‘
View Data I View Connections Event Log Script Log
About I I oK Apply I Cancel I Help I

@ General

| Ol[g: Configuration

3 sridging
DDE
QuickTrend
[&] webview
@) web server
5 patabase
& Historian

@.{) Sys. Monitor <]

TOPC opc
DA 7~ OPC Client
OPC Opc AsE [¥ Act as an OPC Client to these servers:
@P TunnelMirror | on | Connection | Computer | OPC Server { Domain
OPC000 localhost  MatrikonOPC Ser... MatrikonOnLab12 500

| Refresh(ms) | sta Add |

] emaifsms
3{) Redundancy
‘@ Scripting

Reload Data from All Servers |

OPC Server
I Do not adjust OPC registry entries for this program
[V Act as an OPC Server

|
_ Remove |

@ Security

7 COM Security

Q Licenses

OPC Software Guide & Exercises

I Attempt to override application DCOM setting with minimum security settings

View Data | viewconnections | EventLog |

About | [ ok ] apply | cancer |

Version 1 - Last edited January 2016



21

First you need to set up the tunnel,_geéggatsge tunnel/mirror option in the control panel

QIEP» TunnelMirror E
M eridging
Info you will need, IP address’
o Lab 12 is 192.168.1.55
o Lab 9is 192.168.1.23
o Remote data domain “MatrikonOnLab9 (or 12)”

Click the add master button on the right to get the setup screen.
This is set up on Lab 12 so the IP and Remote data domain has been used for Lab 9.
Call the local data domain something that uniquely identifies it as your assignment.

Tunnel/Mirror Master Configuration

[192.168.1.23 Port: [4502 [ Secure (SSL)

[ Port: [4502 I webSocket
Local domain: I BriansOPCTunnel| Remote user name: I
Remm IMamkunmLabg password: I

r— Data Flow Direction
i+ Read-write: Send and receive data to and from the Mas
" Read-onhy: Receivedalaﬁ'othMaster,butdu!n:j call the local
" Write-only: Send data to the Master, but do notr

domain

© When the connection is initiated: sgmething that

=+ Get al values from the Master

i~ Override the Master's values with my values identifies it as
" Synchronize based on time stamp yours
—When the connection is lost: =

% Mark data quality here as Mot Connected”™
" Mark data guality on the Master as Mot Connected”
" Do not modify the data quality here or on the Master

| Connection Properties
[T Replace incoming bime stamp with Ehe local current time
™ Transmit point changes in binary (Faster, x86 CPU only)
[ Targetis a Cogent Embedded Toolkit server

Heartbeat (ms): [ 1000 Retry Delay (ms): | 5000
Timeout (ms): S000

[oc 1 conm |
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You must click the Apply button after you ok the configuration for it to save.

Lol |
— Tunnel Mirror Master
¥ Accept plain-text connections on servicefport: | 4502
Current Connections: 0
v Accept secure connections on service fport: 4503
S5L Certificate: I C:\Program Files (x86)\Cogent\Cogent DataHub'\pl Browse... I
Current Connections: 0
¥ Try to send data even ifit is known to be superseded
[+ Boolean ¥ Integer ¥ Float
View Data I View Connections | Even i I

Now click the view data button and navigate to the local data domain name you
have just configured.

Task 7 - Obtain a screen capture similar to this one showing the data flowing
across the tunnel from the other computer.

| Rem... | ssL_ | webSocket | Status |Addnaster|

192,168.... 4502 BriansOPCTunnel Matr... no no Running

QLD TunnelMirror
(A Bridging
DDE
QuickTrend

) [=]]
WebView I
Selected Point:
9 Web Server ’
Enter new value: I Quality: |Loﬁl Override |- |
@ Database -
(= BriansOPCTunnel ~«| | Point Name | Time Stamp P | Quality | Type | vaiue -
Historian |~ Configured Aliases ArrayOfReals Dec 15 06:01:56.756 Good RS array [15724.721
f = Simulation Items ArrayOfString Dec 15 06:01:56.756 Good BSTR array  [‘software’
&y, sys. Monitor - Bucket Brigade Boolean Dec 15 06:01:56.756 Good BOOL 1
AR Int1 Dec 15 06:01:56.756  Good $1 ES
O] Emal/SMS :"“dh::"ed w Int2 Dec 15 06:01:56.756  Good 12 7945
oosEwe = nts Dec 15 06:01:56.756 Good 14 8085
S’.‘) Redundancy Square Waves
Triangle Waves Money Dec 15 06:01:56.756 Good CcY 4508
‘@ Scripting  Write Error Qualities Dec 15 06:01:56.756 Bad uI2 3118 —
) Write Only Reals Dec 15 06:01:56.756 Good R4 5457.456
@ seaurity G} MatrikonOnLab12 — || reals Dec 15 06:01:56.756  Good RS 12428,489°
- OPCAE String Dec 15 06:01:56.756 Good String to
Q Licenses . = — e A A A nar e fp— YR
4 I E > 4 r l L4
Drag & Drop Style: |Ms Office (Excel/Word) =1 Property: |value

View I View Connections | EventLog I Script Log
/Ahcmt : oK I Apply I Cancel |
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Next let’s prove the interoperability of it all.

Open the Kassl DA client — on the desktop, make sure you get the dOPCDACIient as
there are AE and HDA ones as well.

i

dOPCDACL..

Connect as before to a server but make sure you choose the Cogent DataHub

=

com |xmL |

File lelp

!Eﬂplﬂrer ne =9mputername
l H| [ Rewon |

Path

Avallable servers

Cogent DataHub
MatrikonOPC Server ®sSimulation and Testing
Cogent DataHub A&E

Sever state r MName |c-:-genL|:-ataHun_1 Ok |

cisia  [(C0634700-0837-4044-AEF8-771E5A500009) Cancel |

As previously add a group that identifies it as your own and add some items from
the tunnel you have created with your data domain.
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=Ry
File Help
Explorer | [ |nspector |
|1 BriansGroup Itemld |_Active | Walue | Time | Quality -
BriansOPCT unnel: Simulat. . = 11786 66437419; E:15:43 AM good
BriansOPCTunnel Simulat... = withous forasoluti... 51543 AM good
BriansOPCT unnel: Simulat, .. = Falze E15:40 AM good
EriarnsOPCT unnel Simulat._. = B& B:15:43 AM good
ErnansOPCTunnel Simulat... = 16956 B:15:43 A good
_.--'lﬂrianstlF'ETuﬁnel:SirnuIat._. b 2534 E:15:43 &AM good
BriansOPCTunnel Simulat... =< 4723 B:15:43 AM bad
BriansOFCTunnel Simulat,.. > 7653.078125 E:15:43 A good
Eriarns0FPCT unnel Simulat. . = 13223.24328891 B:15:43 AM good o
ErnansOPCTunnel Simulat... = golution B:15:43 A good
BriansOPCT unnel: Simulat. .. = 141272014 10:1... E:15:43 AM good
Biiar:sl:lF'l:T unnel Simulat... = 220 B:15:43 A Igl:-:-d > I
4 »
Group state Update rate  Deadband Active
EransGroup 1000 0,00 active
Sever state Cogent DataHub 1 State TR
Cogent Real-Time Systems Inc. - Cogent Start Hime: 151272014 5:45:32 AM
DataHub Last update 151272014 6:15:77 A

And for the final part of the exercise - repeat the above using the MatrikonOPC Explorer

Here is an example.

7t MatrikonOPC Explorer - [Untitled™]

File Server Group Item View Help
EEDTDED | S X G| S D e

BrianGroup Contents of ‘BrianGroup’
=g Localhost VRL-30-PC’ Item ID [ AccessPath [ value [ Quality | [ status |
=) =g Cogent.DataHub. 1 58 BriansOPCTunnel:Simulation Items.Saw-toothed ... -51 Good, non...  12/15/201... Active
_ 2 BrianGroup. 8 BriansOPCTunnel:Simulation Items. Saw-toothed ... 48 Good, non...  12/15/201... Active
G Cogent.DataHubAE. #58 BriansOPCTunnel:Simulation Items. Saw-toothed ... 111105 Good, non...  12/15/201... Active
S Matrikon.OPC. Simulation. 5 BriansOPCTunnel:Simulation Items. Saw-toothed ... 465000000  Good, non... 12/15/201... Active

[+ 4@ Network Neighborhood
B other Network Computers

~

Task 8 - Obtain a screen captures of both clients (Matrikon and Kassl)
showing showing the data flowing across the tunnel from the other computer.

As a final tidy up please go into the Cogent DataHub and Delete your tunnel so the
next user can have a clear screen.

Remember you must “Apply” to make the changes confirmed.
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' Cogent DataHub Properties V7.3.5.242 - Running in demo mode

€88 General Tunnel/Mirror Configuration
OPC
ek 0P - TunnelMirror Slave
SOPC opC ASE ¥ Actas a tunnel/mirror slave to these masters:
QP TunnelMirror
G sridging
gl o=
QuickTrend
WebView
g Web Server
g Database
Historian \
&, sys. Monitor <| \ | ]
Email/SMS - Tunnel Mirror \
& — o v Ac:zptn:ﬂa-textmo:mm 4502
a Scripting ¥ Accept secure connections on service/port: 4503
@ Security SSL Certificate: IC:Program Files (x86)\C t\Cogent DataHub'\pl Browse... I
Licenses s : 2
[V Try to send data even if it is known to be
¥ Boolean ¥ Integer ¥ Float ¥ string

About | [ o ] Ay | cancel | _neo |
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