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5 Year Warranty

Any use other than that as prescribed will render the warranty null and
void.

Weidmilller gives a 2 year warranty on all its actively processing
Industrial Ethernet products and all actively processing I/O-Interface
products in accordance with the warranty terms as described in the
general conditions of sale of the Weidmiller company which has sold
the products to you.

In addition to the 2 year warranty, Weidmiller warrants to you for a
period of 3 additional years that such products the defects of which
have already existed at the time when the risk passed will be repaired
by Weidmiller free of charge or that Weidmilller will provide a new,
functionally equivalent product to replace the defective one.

The warranty referred to above covers Weidmiiller products. Safe
where expressively described otherwise in writing in this
cataloguse/product description, WeidmUller gives no warranty or
guarantes as to the interoperability in specific systems or as to the
fitness for any parficular purpose. To the extent parmitted by law, any
claims for damages and reimbursement of expenses, based on
whatever legal reason, including contract or tort, shall be excluded.
Where not expressively stated otherwise in this warranty, the general
conditions of purchase and the expressive liability commitments thersin
of the respective Weidmiller company which has sold the products to
you shall be applicable.
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1 Safety Notes

11 Graduated safety notes

In this Instruction Manual. safety notes are marked with a symbaol and

the keyword DANGER, ATTETION or NOTE at the page margin. Safety
notes are printed in bold letters and are marked with an outside border.

1.2 Definitions

The keyword DANGER is used to warn you of a possibly
hazardous situation.

P

DANGER

DANGER of electric shock is used to warn of a possibly hazardous
situation involving electric current.

ATTENTION alerts you to hazards and error sources.

The keyword NMOTE is used to draw your attention to an important
recommendation to be ocbserved.
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1.3 Hazards resulting from use other than as
described

Use other than as prescribed may result in personal injuries to the
user or third persons, as well as in material damage to the control
system or the product, or in environmental damage. The IE-ARM
must only be used according to its intended purpose!

—-—

DANGER

1.4 Hazards resulting from modifications and
upgrades

Unauthorised modifications and amendments are not permitted.

Such unauthorised modifications or amendments may impair the
proper operation of the device, resulting in personal injuries,
DANGER material damage or environmental impairments and will render all
liability on our part null and void.

1.5 Admitted personnel

Only sufficiently qualified and instructed personnel are allowed to
operate the IE-ARM!

It must only be commissioned by an electrical expert.

DANGER Service and maintenance, as well as troubleshooting, must only be
carried out by qualified expert personnel.

1-5
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1.5.1 Operator
The operator:
« I5 an instructed person )
= who is authonsed to turn on { tum off the equipment.

1.5.2 Start-up engineer
The start-up engineer:

= is an electrical expert,

» must be an expert in parameterising the device

« who carries out the start-up, ocbserving strict precautions and
« camies out the required test.

1.5.3 Service engineer
The service engineer:

« is a qualified expert

« Who services the electrical and mechanical components of the
conirol system,

« camies out maintenance work,
« carries out troubleshoaoting.

1-6
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DANGER

DAHGEH

1.6 Electrical connections
The IE-AEM must be connected to an electrical supply system.

Power supply connection

The |IE-ARM must only be connected to the electrical supply
systern by an electrical expert.

The power supply of the IE-ARM must be provided exclusively by a
power pack which complies with DIN EN 80 742 (VDE 0551).

Make sure that an appropriate fuse is installed in the incoming
supply feedar.

For operation of the |IE-ARM, please refer to the information provided in
Chapter 6 Technical Data.

1.7 Safety regulations
The IE-ARM possesses a housing.

Electrical hazards

The operation of the |[E-ARM is only allowed with the housing
closed.

The housing prevents:

« persons from coming into contact with live parts;

= the penetration of humidity and foreign substances. and

« the impairment of system functions by electromagnetic interference
The housing cover must not be opened.

1-7
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DANGER
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DANGER
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DANGER

1.8 Service and maintenance

Service and maintenance work

Improper service and maintenance may result in loss of life,
personal injuries, material damage or environmental impairments.

Service and maintenance work, as well as troubleshooting must
only be carried out by qualified expert personnel.

Before performing service or maintenance work, always switch off
the power supply of the |IE-ARM first!

Reinstall all panelling, protective covering
and safety devices immediately at completion of service and
maintenance work and check their functioning.

Spare parts

The use of inappropriate spare parts may result in loss of life,
personal injuries, material damage or environmental impairments.

The spare parts must comply with the technical requirements of
the manufacturer.

Use exclusively genuine Weidmiiller spare parts!

1.9 Waste disposal

Electrical scrap (components, CRT units, etc.) may harm the
environmeant

Dispose of electro technical equipment only according to the
relevant environmental regulations or entrust an expert company
with this job.

18
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1.10 Liability

The contents of the present Instruction Manual are subject to technical
modifications, which may result, in particular, from the continuous
further development of the products made by Weidmiiller. Weidmller
will not assume any liability for printing errors or any other inaccuracies
contained in the present Instruction Manual, unless these are serious
errors which are evidently known to Weidmiller. In addition, the
"General Terms and Conditions for the Supply of Products and Services
in the Electrical Industry" shall apply. In any case, the relevant national
and interational standards and regulations will apply in addition to the
notices and instructions contained in this Instruction Manual.

Use other than prescribed - exclusion of liability

Weidmiiller will not be liable for damage resulting from use or
application of the products not according to the intended purpose
or other than as prescribed.

Use as prescribed or according to the intended purpose also includes
the exact knowledge of this Instruction Manual. In particular, the notes
and safety notes contained therein must be observed.

If you run the products together with other components, such as safety
modules, control systems or sensors, always observe the relevant user
information of such devices.

If the Mini-Router dials in to an Internet provider via the public
telephone network, this will incur telephone and dial-in charges.
Weidmiiller accepts no liability for any charges, including those
arising from inadvertent dial-ins.

1-9
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DANGER

A

DANGER

2 Use as Prescribed

2.1 Range of application

The Mini-Router grants an industrial IP network access to the Internet
via an external analog or ISDN modem or via a connected network (IE-
ARM-E only).

The Mini-Router provides for the transporting of IP packets between an
|P-based industrial network and another network (e.g. Internet). The
Internet access 15 activated automatically as necessary. The Mini-
Router is configurad either locally via the [P network or externally via
the telephone network.

In addition, access from a remote computer to the industral IP network
i5 alsa possible. Thus, clients installed in the network can be controlled
via IP-based services (35H, HTTP).

It is strongly recommended to use a web browser for configuring.

Any errors in configuration, in the execution of any work or
operations, as well as inadvertent false operation may impair the
proper functioning of the |E-ARM, resulting in personal injury, or
material or environmental damage. Therefore, only sufficiently
gualified personnel are allowed to operate the IE-ARM.

Always observe the safety notes!

The IE-ARM is intended exclusively for use in machines complying with
the scope of application of DIN EN 60204-1:1998-11 (Electrical
Equipment of Machines).

Do not use the IE-ARM in potentially explosive areas!

2-10
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When connecting the device, observe, in particular, the information
provided in the following sections:

« 1.6 Electrical connecfions
« 5 Hardware

« 6 Technical Data.

2-11
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3  Description of Functions

3.1 General description of functions

The Mini-Router permits a local Ethernet based on TCP/P to
communicate with another [P network via a PPP connection {long-
distance data fransmission).

The PPP connection is established via an external modem by default
(@nalog modem or ISDN modem, see Chapter 6). This grants all clients
integrated into the network access to a remote PPP server (Internet
praovider, in-house monitoning computer) via a single interface.

The connection is only established when necessary using externally
addressed IP packets. If the connection is not used for longer period
(time can be configured), it is closed down.

Furthermore, dial-in is possible from an authorised remote computer
using a modem. By using this connection, the router may also be
monitored and configured.

Since the router shows a transparent behaviour with such a direct PPP
connection, the clients working in the Ethernet may be addressed
directly, and |P-based services, such as FTP, may be used.

With the type "IE-ARM-E", direct access is possible to a connected
network (Ethemet 2) via the second TCP/IP even without a modem.

A configurable firewall software is preinstalled, helping protect the
Ethernet from unauthorised access from outside.

3.2 Functioning of "Dial on demand"

The Mini-Router establishes a connection to the Intemmet only when
necessary ("on demand”). This situation arises if the router receives an
IP packet from the internal Ethernet, which possesses a target address
putside the Ethernet. At this time, the router checks whether there is
already a modem connection. If this is not the case, the router will use
its external modem to dial a number specified by you. Then, a PPP
program becomes active which will establish an IP connection using the
PPP protocol (point-to-point).

312
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o

NOTE

@

ATTENTION

Depending on the modem type you are using (analog or ISDN) and
depending on the quality of the telephone line, this process may
take up to 60 seconds. During this time, some applications trigger
a time-out and will deem your query to the Internet as failed.

It could therefore be necessary to adapt the time-out time to your
programs.

When data are being transferred. the LED Con flashes green.

Check where services can be found in your network which put
gueries to the Internet automatically at cyclic intervals (e.g.
Netscape Mail). Such queries may result in an undesired
connection being established or else may prevent disconnection
by creating data traffic to the outside.

If necessary adapt your firewall settings accordingly (disabling of
the port number of the service in "PORTS NOT FORWARDED"; see
section 4.2.1.15).

The automatic closure of the connection with the connection inactive
must be adapted individually. With applications that result in periodic
data traffic. very short time-out times can hinder the transmission.
Therafore, it must be checked whether it is better to maintain the
connection or to re-establish the connection for each new transmission.
Excessively long time-out times will increase the risk that, for example,
a port scanner could create data traffic from outside so that the
connection cannot be closed down as configured (see Section 4.2.1.8).

3.3 Functioning of "Dial-in server"

The Mini-Router can be configured as a dial-in server, This means that
the modem of the router may accept calls via the telephone network.
Thus, a direct PPP (long-distance data transmission) connection may
be established to the router.

When the router is called, the modem is requested to pick up. After
picking up, a PPP server becomes active on the router and checks the
guthentication of the caller. Then the |P data set according to Sechion
4 2 1.10 are transmitted to the remote computer automatically.

With the connection active, you can now communicate transparently
with the router services (Webserver, SSH) or the services provided by
the clients integrated into the Ethemet.

The connection is only closed if it is quit manually by the remote
computer.

3-13
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NOTE

Please note that dialling during an existing modem connection is
not possible, since the telephone-line is already busy.

In the case of a IE-ARM-U with two modems connected, concurrent
dialling via the second modem is possible if a connection already
exists.

3.4 Call-back functionality

The router can be configured such that it will not work as a dial-in server
(see Section 4.2.1.10). Instead, in the case of an incoming call, it will
hang up immediately after the authentication and will then automatically
establish a connection to the Internet provider configured. The router
can now be addressed in the Intermnet.

To address the router using its domain name, it is recommended fo
configure also an appropriate dynarmic DNS provider when selecting
this function (see Section 4.2.1.9).

3.5 Commissioning

The commuissioning of the Mini-Router includes three steps:
« Connecting - see Section 3.6;
« Booting by switching on the supply voltage;
« Configuring the router - see Section 4.

3.6 Connecting

First connect the router to a switch on the 10/100 Ethernet1 socket
using a patch cable. If you only want to connect 2 single host and not a
complete network to the router, use a crossover cable.

Now connect the Sub-0 interface marked with Moden or Modem. 1 or
Modem 2 to a modem using a modem cable, see Section 5.7.3 and
T4

For diagnostic purposes, the router may also be connected to a
computer via the R5232 interface labelled "CONSOLE", see
Section 3.7,

Now connect the 24 \ power supply to the POWER connection on the
front side of the device, see Section 5.7.1 Power supply.

3-14
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The ON condition could look as follows:

POWER: green
Console/modem: yvellow/green
Link: CFF

After switching on the supply voltage, the router will boot.

voltage must be connected in the system into which the router is

The router does not have its own ON / OFF switch; the operating
integrated.

NOTE

the Sections 1.6 Electrical connections, 5.7 Connections [

For information on how to connect the Mini-Router, please refer to
interfaces and 6 Technical Data.

ATTENTION

15
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3.7 Installing the operating system

The operating system of the Mini-Router is subject to continuous further
development to adapt it to the technical requirements and customer
wishes. Devices which are already in use may thus also require a new
operating system. Tha version currently installed on your device is
displayed on the welcome page of the web browser (see Section 4.1).

e g | -
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The version number is also output at the end of the boot sequence and
can be displayed via the serial interface using a terminal program,.

Internet fMiccess Router Yersion J3.1.1
Heylra GmbH

The router s now reade Lo ose.
You do not meed to Legin nos. thisz is ondy for smaintenance.
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&

ATTENTION

3.7.1 Resetting the router to its factory default settings

If the Mini-Router cannot be reached nor a network connection, neither
vid a seral connection, as the IP address or the password are not
known, you can restore the factory default settings.

When the router is reset to its factory default settings, all user-
specific settings are lost! In this case, the Mini-Router must be
configured for its particular application after resetting.

To do s0, you will need a PC on which a terminal program is installed, a
free R5232 interface, and an RS232 interconnecting cable.

Windows already includes the terminal program HyperTerminal. Other
terminal programs (such as "minicom” under Linux, efc.) are also
supported.

Connect a free COM interface of your PC fo the router's RS 232
interface labelled CONSOLE using the RS232 extension cable.

Make sure that the switch is set to Con

Now start HyperTerminal and specify a name of your choice for the new
connection. Select the COM port you are using from the "New
Connection” listbox.

The following settings are required for the serial interface:

COMT Mroparting =]
Pt St |
B pet socoeed | 11500 =
Diake bitr B =1
Pant: [Honm = |
Chy by h LI
Flesst: ool __ ___"'l
Fiszirwm Disfmliz

[ = ] e | s |

The connection data are saved in the file name.ht. The connection can
be szlected and started from the menu "File - Open”.

17



Wﬁf ﬁ#ﬁijﬂ&é“ ﬁ Description of Functions

@

ATTENTION

A connection which is already used can be re-established by clicking on

the & icon in the toolbar. If no activities are ru nning on the router, the
screen remamns white when HyperTerminal is running in the windows
mode.

The activities display scrolls upwards out of the window. The display
can be extended in the full-screen mode depending on the screen
resolution (see next illustration).

The previous activities, which may also have arisen from other
communication activities, are displayed outside the visible window
but can be viewed in the full-screen mode.

& Mowter - HyperT emminal T = 100] =]
Fi= Edd View Cal Trancle Hep
Dle| @3] 2B =
Ex|
Iak gl Erigcs: Rawker Wertion 330
Barfrs Gubl
Thi Tourtar 11 nom resdteme.
Your 8 ot need B0 Sagin mou, bhlz B enly fov saintenunce.
hagfra Legmz
ﬁ
[Cormedad MITEEE  |[Adodsess TI5200B8H H Fh (M

To load the new image file, proceed as follows:
= Establish a connection between HyperTerminal and the router.

« Boot the router; to do so, disconnect the supply voltage for approx.
o 5.
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- During booting, after approx. 10 5, a message prompting you to
reload the default settings is displayed for 10 seconds:

IF addresses
P address | Subnet mazk: |
52 16310 234 65, 255, 2551
192.168.1.120 255 255, 755 0

dd Edt. |  Hemove

= Subsequently, press the (<] key; the boot sequence is continued
after loading the default settings.

If you have changed passwords or IP addresses, they are also
reset to their default settings.

ATTENTION

For reconfiguring the router, please refer to the following sections.
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3.7.2 Reading the IP address of the router via the
! console

Use a terminal program to establish a connection {o the Mini-Router via
a serial interface (see 3.7.1) .

| After logging in, enter the command : fconfig:

*z Router - HuperTermirnl =101 x|
File Edt View Call Transfer Help

EIEIE@&LQI_I

Link encap:Ethernat HHzodr O0:15:7e:0¢:00:9C -

inct addr:]92.168.0.000 Bast:=192.168.1.855 Hask:250.255.095.0
' U EROADCEST FAMMING MULTICAST HTU=1500 Hetricel

] packetzill ovrorz:l dvopped:0 overruns:l franes0
T packetz:0 ervorg:0 droppod:0 overrung:0 carrier:d
collizionz:0 1 len: 1000

FX bytezz0 (0.0 B} T butezz0 (0.0 B]

Baze address:lhaEdl

ethl Link encap:Ethemet Hiladdr 00:15:7E:02:00:90
inet addre192.068.2. 000 Boast=192 168 7 255 Hagk=255.755.755.0
1P BROSOCAST RURMIME MULTICAST HTU=1S00 Hotvic=d
FX packetz:0 grrorg=0 dropped:0 overrunz:0 frane:
T8 packetz:0 orvors:0 deoppod:0 overruns:0 carrier:0
collizlons:0 fsqueme]en=1000

! F5 biytes:0 (0.0 B} T# bytezz0 (0.0 B)

i Interrupt:68 Baze address:(k300

lo Lirk encapzlocal Loopback

. inet a:ln:lr 122.0.0.1 Hagk=25.0.0

' P LOOPEACK PUNKING HTIJ: 16436 1‘]!; 1

RE packetz:0 arrorz:0 dropped:0 cvorruns:0 framazl
TE packatz=0 arrorz=0 dropped:0 cvarruns:0 carrlar:0
collizions:=0 1uq.|:m] enzl

RY bytes=0 (0.0 B TX hytes=0 (0.0 B)

i
¥ =

[Cormected 001156 [Aulodetect  [1152008N1  [SCOOLL  [CAPS ML g

With HyperTerminal, the text lines will scroll out of the display window,
but still exist. They become visible again after scrolling back or
enlarging the viewing window,
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4  Configuring the Router

Before commissioning, the router must be configured. The individual
steps for configuring are explained in the present chapter.

4.1 Configuring via the Ethernet

4.1.1 Configuring via the Ethernet interface

With this configuring option, 2 computer integrated into your Ethemet
may be used for configuring. Make sure that a standard web browser is
installed on this PC.

When working with a web browser, the IP address 192.168.1.100 is
used to address the router by default. When connecting via telephone,
the address of the modem interface is 192.168.6 1. If your network uses
an address other than 192.168.1.0, please proceed as described in
Section 4.1.2.

4.1.2 Adapting the IP address of your PC

The initial configuration of the router must include an adaptation of the
IP data of your router to the IP data of your Ethemet.

The following addresses are set by default:

IP address 192 168.1.100
| Network address | 192 168.1.0
Subnet mask 255,255 255.0

If your network address is also 192.168.1.0, you may skip the following
instructions. In this case. you can proceed with Section 4.2.

In the operating systems Windows NT-5P6, Windows 2000,
Windows XP or Linux/Unix, you may assign the network card of the
appropriate computer more than one IP address (see Section 4.1.2.1
and Section 4.1.2.2). In addition, it is continued to be possible to use
the configuring options "via the telephone network” or "via the sernal
interface” (not recommended).
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41.21 Windows 2000/Windows XP (classic)

To assign a network card one or several IP addresses under Windows

2000, administrator rights are required.

Log in yourself as administrator and'ann the Control Panel -
Dial-Up Networking. Display the propertes of your LAN
connection:

Local Arca Connection Proporiias

Genesal |

Conreact usng

|H LevelDre 10/100Mbgs 325it Port P Caed

Components chocked ane wsed by thiz connection:

B T MwLink Net210S
B I Mo Link PRSP MBIDS Compatble Trarspod Proto
b F Iremet Protocol [TCPAP)

| | »

Inztal I Linegtal I Propatcs

)|l

Diezcriphices
Enabies thiz eompuls ks log on ko Nefwane sernes and
aocess ther rmoouces

B Shows icon in taskbar when connected

aK Catucel

On this tab, select Tnrernet Protacol
"Properties”. You will see the current configuration of your network card
(IP address, Gateway, DNS etc.) in the window which then appears.
These settings remain unchanged. If you click on "Advanced”, the

window shown below appears.

(TCR/TE) and click on
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Advanced [GEAR Setfings = 2=l
IP Settrars | DNS | WINS | Dotions |

| P addherset
IP addiess | Subeet mosk i
152 168700234 s i W=

Inteface matnc: |1

oK. Cancel |

The basic network setlings are already entered here. To add a second
IP address to your network card, click on "Add" in the upper field "IP
addresses” and type 192.168.1.120 for the IP address and

258 2E5 255 [ for the subnet mask. Then click on OK; the result should
ook as folows:

— P addressas— _|
IP addraas Subnet mask |
192 168,101 234 256255 50
192.163.1.120 255,255 25000

The computer you have just configured can be seen both in the network
192.168.101.0 and in the network 192.168.1.0 as of now. It is therefore
not necessary any more to restart Windows 2000.

Mow call a browser and type the following address: 192.168.1.100

4-23



Weidmiiller % Configuring the Router

Thereafter, you will be prompted to enter your user name and your
password (default: user: admin, password: detmold).

Connect Eo 1921 5:3.1.100

miniF caker
User name: |_ﬂ cdmin :_i
Pasaword: ] SEESBNE

L LI LA L B

4 Canrel

The welcoming text of the embedded web server will appear. To
configure the router, please proceed reading in Section 4.2.1.

41.2.2 Setting up the network card under Linux

To assign a network card two IP addresses under Linux, you must
possess root rights. In addition, the use of a kernel 2.4.x or higher is
recommended.

Open a console and assign yourself temporary root rights:
F =51
Password:
Type "ifconfig” to check the status of your network condition:
» 1fconfig
=4 i e
£ T
Select the card you want to assign a second IP address (here: ethQ)
and enter the following:

F itfconfig ethl:1 192 1638.1.120 netmask
25 e R
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= S

If you type "fconfig" anew, the following should be output:
» ifconfig

Thus, the interface "eth0" only possesses two |IP addresses, and you
can proceed configuring the router via the web interface. To do so, call
a browser and type the following address: 192.168.1.100.

Thereafter, you will be prompted to enter your user name and your
password (default: user: admin, pass: detmold).

Conmectbo 192 168.1. 100

Liser name: |E adkmir _:J

Password: | sssssnse

K Cancel

The welcoming text of the embedded web server will appear. Now you
can proceed with Section 4.2.1,
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| 4.2 Configuration services

4.2.1 Web browser

You may use any browser which is able to handle frames as the
configuration tool. The configuration can be performed with Intemet
Explorer 53.x, Mozilla 1.x, Opera 7.x and Conquerer 3.x, as well as with
the correspondingly higher versions.

If the factory default settings have not been changed, the integrated
web server of the router is started if you enter the |P address
192.168.1.100 {for Ethernet) as the URL. First, you are prompted o
enter the user name and the password:

User: admin
Password: detmold

The browser will create a dynamic web site from the configuration data
of the router:

e g e e 3
O IS R LS = -, - B~

War mflea gl gibe piw am wanly

= -
e

Pl

ke S The I iuge Spravhe t
Ewgies
" Cimstzzh

Vraddmller lnesrfecs Dbl & Co. 90 3 i Jom
higesiie glialr T4
T Cormadid
Dooarchband

After selecting the language, the operating window s opened:
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(2]
Baharal

Funon

£

S

HTTF

[nhs il T i

Logging
Modamesttings |

[TIET]
Cimloat

Fhisdain

LTS Famrs chooos your prefemed binousgs!
Biimlin EEtm riEhimn Sl Thre basoroughs Sorchal

L ] Tmslat
i -

Frranialing St

HEm i

Vit Pl

W qoand eenagh s et guad sREEgyh

Por'L i’
HActiona

save ol semings

=TT n Wrkpi e aie L P Fretpe

it g O i n-plla-n- m'! w AP, e b i
Statmhics LAF Trarakl

Helrrtle [E—"

The screen is divided into four areas.

The "Mavigation" area can be found on the lefi-hand side. Here you can
choose the functionalities. The meaning of the individual elements i1s
explained in the following sections.

To call the start page, click on "Start page” in the top right window,

The dialog language for the menus and help texts can be selected by
clicking on the appropriate flag on the home page. At present, German
and English are supported.

The central area is the actual working area. The seftings are made here
and status information is displayed here.

If necessary. help texts are displayed for the individual configuration
options. To activate the online help for the individual items, simply click
on the appropriate menu option. if a help text exists for the function on
which the mouse pointer is positioned, the help text is displayed in a
different colour and underlined. Clicking on the selected text activates
the online help for the appropriate function.

The: size of the help window can be changed by clicking and dragging
the separation line.

netmask Etherrek 1 285 255, 2554 Habtmask of the first Subnet
IF address Ethermet 20 152.1400.2.000  the rowter’s second TR ackliess
nebmask Ethamet 2: 2552552550  Hebmask of the s=cond subo=t

The hostname s a8 unbgpes nams in e ieToodk B rodter B diatsd, o daanly idestry ha routar In this
nebwerk, The full gualifies] heanams of e router consists. of tha hosthama and a domalnnamea. Tha ful
quailifiad hasmame will be compound by " Hostrame. Domaltnnames",
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ATTENTION

4211 Menu option "General”

Click on the "General” menu option to call the basic configuration menu
of the router. Two general configuration settings can be made there:

« the IP configuration

« the configuration of the administrator access
In addition, with the IE-ARM-E:

= the configuration of the default gateway

- the configuration of a static route.

These configuration options will be explained in the following.

IP eonfiguration

IE-ARM-E:
TLCPSIP configuration-
Hasts; hefra the rouber's name
Dioamain: ctrlink. da thia roubar's donaln

TP ackirass BEhamesl 10 1921681, 100
netmask Ethernet 1:
| TP ackivess Bt 20 192, 168.2,100
netmask Ethemnet 2:

The rouber's first IP address
Hetmag af tha first swhnat
the roubsr's second TP address
Neftmagk of tha second subnat

255 255 255.0

255.155.255.0

Enter the host and the domain name, as well as |P address 1 and
subnet mask 1 for the routed network here, The router can be reached
via the external network using IP address 2 and subnet mask 2.

IE-ARM-LI:
TCP/ IPF configuration

| Hiosz= havira
D crnk.da
I addr=ss Bthemet 1 192 185,01, 100

the roubter's nama
v roibers domadn
the router’s first 1P address

natmaszlk Ethamat 1:  I5E 2553550 Habmazk of tha fArst subneat

Enter the host and the domain name, as well as IP address and subnet
mask for the routed network here.

Each individual interface (Ethernet, modem) must be located in a
different network; otherwise, problems will occur in routing. In the
worst case, the router can no longer be reached.
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&

ATTENTION

NOTE

Brief information regarding IP addresses;

An IP address consists of the number of the IP netwaork and of the
number of 3 host in this netwark.

192.168.1.100

Number of network |
Number of computer in network 192.168.1

£l

The size of the network porfion may be varned wa this IFP address.
it iz determinad by the nefwork class. The example uses nefwork
class C, three numbers for the network, and one for the client

For the IP addresses, any numbers between 1 and 254 are
permissible. If a higher address is set, the router will not be found
in the network by the browser. In this case, restore the factory
default settings using the serial console (see Section 3.7).

Make sure that the address you are setting is not yet assigned within
the network.

The default setting 192.168.1.100 corresponds to client no. 100ina C
class network with no, 192.168.1.0.

IE-ARM-E:
Sateviay
default gateway estmblsh a default gateway i yoor LAK (switches off dalout)
Gataway: tha gateway's IF adrass

If you select this option, a default gateway is set up for the router in the
network. All packets whose target the router does not know are sent to
the default gateway and routed from there further.

If you select this option, dial-out is deactivated.

IE-ARM-E only:
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=tatic routes
Rak:

H=tmazk: or sgnifcent biks:
Gabaway:

current routes

(]

A specified static route can be set up for individual networks.

Creating a static route:

« Metwork address for the static route
Network addresses must always end with ".0", e.g. "ooooc oo 0",

« Subnet mask for the network address
Used by the router to determine automatically the number of
significant bits.

Alternatively:

« Direct entry of the number of significant bits -
in this case, leave the field "Subnet mask" empty.

= Specify the gateway via which the network above can be reached.
. Add

Static routes created here are also entered automatically for
Firewall /routing there, however, they can be deleted and entered
under Masouerading Or Trusted Nets.

Clickingon Deleté  removes a selected static route from the list and
also from the Firewall settings Masquerading, Routing or
Trusted Nets.

Configuring the administrator access

oot access {administrator])-
|_r;utpusn'nn:|: password for oot acoess

re-ante password for root acoass |re-anbered )

Enter the password for administrator access in these fields. This can be
max. 8 characters long and should consist of letters, digits and special
characters. If nothing is entered here, the old password is kept
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ATTENTION

It is strongly recommended to replace the default password
‘detmold’ by your own password with 8 characters. Keeping the
default password published in this Manual constitutes a
significant safety risk.

4.2.1.2 Menu option "DNS"

DHS confligoration -
DHS Frmarder: 145253211 DHS servenis) of your providar {or company )

' ctart "Domain Nama Sarvica®

Lt afl ks lwesls;

Host rame: IF address:

Add |
hevira 192 158.12. 12
Caalats

The domain name service serves to dissolve the names in a network.
Dissolving names means that each |IP address is assigned a name
which is easy to remember. This service is offered by the server, In
order not to be compelled to enter all hosts of the entire company or
even of the entire Internmet here, the DNS forwarder conceplion has
been created. Any addresses which cannot be dissolved by the local
name server are forwarded to the host entered here. Therefore, specify
either the |P address of the name server of your company or that of
your Internet provider here.

In the bottom field, you can enter each host in your network fo be
dissolved by the router itself and assign the name the appropriate |P
address.

4.21.3 Menu option "35H"
Here you can configure the 55H server,

o start S5H dasmon

SSH user
S5H user name: sshuser user rmame for 55H acoess
55H password: ra-ankar:

The SSH server can be reached on port 22.
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D

ATTENTION

@

NOTE

Please observe that port 22 must not be assigned to another
sarvice (DNS, HTTP, etc.).

You may create a user for access to the S5H. If not, no additional user
will be created, and only access to the administrator is granted via 55H.

When you select the Start 83H server option, a default user
sshuszer is already preconfigured.

It is recommended to create an additional user here to provide an
additional less privileged access to the system.

If you create a user, it is imperative to enter a password; otherwise, you
will not be able to create a user. The password will follow the same
rules as the password for access to the administrator (max. 8
characters, letter, digits, special characters, eic.).

4.2.1.4 Menu option "HTTP"

Since the HTTP server 15 required for conhgunng the router, it cannot
be turned off. You may define the port and the user.

" oart £54 daaman

S%H usar
S5H usar nama: sshusar zser name for SSH acoess
SEH pascword! re=anbar:

Any changes you make hera will only come into effect after restarting
the router, In other words: You may first finish configuring the router
without undue problems before you restart the router.

The default port for an HT TP server is 80; all browsers poll this port by
default. If you want to use a different port here, you must add it in the
address line of your browser. For example http//192 168 1.100:8080,
sends an HTTP request fo the host to port 8080 instead of port 80,
specifying address 192.168.1.100.
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ATTENTION

Please observe the port entered here must not be occupied by
another service (DNS, SSH, VPN, etc.).

Therefore, only use ports whose number is greater than 1,024.

4.21.5 Menu option "Date & time"
Time =senver

Timee server
| »  achvabe Gme server

|Host: 152 53.103.10F  the tme server's host nama or IP address

The Mini-Fouter does not possess a clock of its own. When the
operating voltage is connected, a time counter begins to run whose
count is used for the time stamp for the messages. The ime counter is
not buffered, i.e. when the operating voltage is disconnected. the
counter state is lost

To ensure that the time displayed on the time stamp is correct, you can
synchronise the ime counter via a time server on the Internet. The
default address is only a recommendation; the system operator can
select the time server himself. If the time server is activated, it must be
ensured that it can be reached by the Mini-Router.

4.2.1.6 Menu option "Protocol service™
= siart syslcg daeman

Syslog service options
s  dme irberaall bebyveen teo mark messages 10 minutes

Logaging rubes:
Cource:  auth = Soarca of Mmessages to ba loggad
Log laval: dabug - Lavael of Hessages that shall be logged

[resbinatio ! dastination host IF addrass for Iogged massages

Adda
Dalata

If the protocolling service is activated, the router issues status
messages regarding its current activities. All these stafus messages are
generally output to the serial console. Additionally, it can be configured
here which status messages are to be forwarded to a so-called log-host
(see below). In addition, the router can forward status messages from
computers in a network to a log-host in a different network.
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To define which status messages are to be forwarded, appropriate rules
can be defined, Each rule specifies the type of service to be protocolled

(source), the type of the activities and the IP address of the log-host.
The following services can be configured as the source;

« auth - All authentication services are monitored.

- authpriv - All services assigning access rights are monitored.

« cron - The "cron" service 1s monitored.

« daemon - All active server processes are monitored (S3H, HTTP,
DNS etc.).

« kemn - The operating system kernel is monitored.

- mark - "Time marks" (signs-of-life) are sent off at regular
intervals.

« syslog - The protocolling service itself is monitored.
« user - All user processes are monitored.

The type of status messages ranges from very simple information up to
critical errors. It is also possible to define that no more messages are
received explicitly from certain services, The maximum contents of
information is provided by the debug level. The smerg level contains
the least information on the cause of the event. A medium information
level is Info.

debug - Creates status messages which may signal software
arrors in the respective service.

« info - Creates status messages that only serve for information
of the user.

- notice - Creates status messages with reference to things that
are to be handled in a special manner (no ermors!).

= warning - Creates status messages that incorporate warnings.
« BIT - Creates status messages indicating errors.

« crit - Creates status messages indicating critical things (e.g.
hardware error}.

- alert - Creates status messages with reference to things that
should be corrected immediately (for example, errors in
configuration files)

« emerg - Creates status messages displaying that the appropriate
service could either not be started or had to be cancelled.
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NOTE

Target will be the protocol server to which the protocol messages
created or forwarded are fo be sent.

Add can be used to include any combinations of Program and Log
Lewvel with the same or different targets into the message list. The
same combinations can also be directed simultanegusly to different
targets. Thus, very complex signalling rules are possible.

auth.waming - 192.168.1.10 =
syshog. Info 192 168.1.10 Add
user.noboe 192.168.1.20 Delete
user.noiee = 195168130 -

When scrolling in one of the two windows, the display of the other
window is only synchronised when a line is clicked. The cursor
must be positioned to the same line in both windows.

As a meaningful default setting for logging the system messages, all
programs can be set to the info level.

4.2.1.7 Configuring the modem

The menu shown below can be used to make settings for configuring a
connected external modem.

Modem configuration

IE-ARM-E:

Modem sattings
Baud rabe: 1152040 -~ Daud rate [speed) of Modem

& Nix ewienm analcg modam  G5H modem  ISDH modem

The configuration depends on the external modem you are using:
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Modem settings
Bevudd rabe; 115200 = bayd rebe {speed b of Modem

e miodem  « anmlog modem . G5H modem  IS0H modesn

sat mocdam country ooda

Coanbry codda: EE T - ccunby code Modam T

The menu shown above can be used to configure the speed and the
country code of your external modem. The country code is set with
placing the tick in the checkbox. If the correct country is already set, the
checkbox need not be ticked, since setting of the country code takes
some time. Furthermmore, setting of the country code is not possible with
certamn modems.

—Bodam settings
Baud rata: 115200 = baud rate {apasd] of Hodem

o modem  ampalog modem & G5M modem [SOM modem

PIM o usa FIN for GSM modam
AT command: AT command bo sand Hwa PIH b your GEH eodam
PN 1o = e Dai ¢

if a GSM modem is connected to the external interface of your router,
specify the AT command with which your PIN is fransmitted to your
modem, and the PIN itself. This PIN is transmitted to the GSM modem
automatically upon completion of configuring and with each start. If an
error occurs during these processes, check first the status of your GSM
moadem. If it is already logged in to your provider, the PIN will be denied
with an error message.

—Modem sattings— =
Baud raba: 115200 = baud rate {spead ) of Modam

no madem analog modeam . GSH modem o« [SOH modem

HSH

Use this menu to configure the baud rate and the MSN (Multiple
Subscriber Number) of the external modem. The MSN is the dialling
number of the modem connected to a multiple device port.
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IE-ARM-L:

Two modems can be configured simultaneously. Two menus are
offered for configuration, whose functions are similar to those of the
IE-ARM-E configuration menu:

» Configquring modem 1
See "Configuring the IE-ARM-E moden®

« Configuring modem 2
See "Configuring the IE-ARM-E modem®

In the menus Dial -out and Dial - in, modem 1 or modem 2 can be
selected for the appropriate function.

4218 Menu option "Dial-out - modem™
|IE-ARM-E:

w' alaw dial-cut

Modam options
Dial-put modem commands STLOMOILT additional AT commands to sand b tha madam

Dial-cat Hmneout &0 Lonreion ke Bme b bang ap e meaiem

Dial-out targets

Target raeme ame ol the maegek to sdd

Dial-cot pumbar number o dislout o

Dial-oot wsar FOUr USEMmama ak wour imtamat prowidar
Thian| =t pearsesiinsrd il peirssid ot yonie inberrel provides

List of capfigired bargets:

name numbar == actuaily selacted =rget
HSH [ER R bl s STy -
Dalags  HSH
Gmlact

Dial-out (for example, from the intranet to the Internet) 15 possible via an
external modem. This dial-out to the Internet is done once the router
receives a request for an |IP address which does not belong to "its”
network and which it can else not assign to any of its known networks.

Several targets can be specified. If more than one target is specified,
the function "Dial on demand” is deactivated automatically. in this case,
a dial-out must be triggered manually by clicking on the button "Select™.
Manual friggering will naturally also function if only one target is defined
and the function "Dial on demand” is activated.

Furthermore, it is possible to deactivate dial-out. Please note that no
call-back is possible with dial-out deactivated.
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IE-ARM-L:

In addition, you can select whether modem 1 or modem 2 is active for
the dial-out

Activation of dial-out deactivates the default gateway in the menu option
"General”.

4.21.9 Menu option "Dial-out - DynDN3"

+F mme Dvnamic DRES

-Dynamic DNS configuration |

Provickad: no proidsr -

DynONS uses wizr marne for login to your DynDNS Provider |

DynONS pasvanrd: pasFaomd for logm o your DynDNS Providar
complete host name { hostedomaln) tha

DynDNE host name: muter Is ragistared wikh at your DynDRS.
provider

The router offers the possibility of registering with a DynDNS provider in
the Internet so that it can be addressed using a fixed host name. This
possibility can be configured here.

To be able to use this ability, you must first register with a DynDNS
provider. The router in its current version supports the following
providers:

« DHS international (hittp./’www.dhs.org)
« DynDNS (hitp://dyndns.org/)
« hn.org (http:/fn.org/)
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4.2.1.10 Menu option: "Dial-in"

Dial-in can be performed via the external modem. It is irrespective of
the dial-out. In other words: The modem configured for dial-out can also
additionally be configured here for dial-in.

|IE-ARM-E:
" e Modam
Hal-In tﬂhﬂnuhﬂ-ﬂbh Bl d i
& [Hal-in Calllsk
User name:  exbam user namae for dial-1n foallbedk
Passnced: Fa- e
AT coeniinmand AT capmand to Inflaiza tha modam
Escal TR 102 468, 7.1 heal TP addies foai dialin
poear [P 195,040, 7.2 pemar (remode) [P-Address for dislin

The difference between dial-in and call-back is that in dial-in the dialling
computer establishes a direct telephone connection to the computer,
During the call-back, the router determines that is has been dialled,
hangs up after authentication immediately and calls back.

With the external connection, it can be configured here that not a
modem, but a zero-modem cable was connected so that a connechion is
possible via zero-modem cable.

IE-ARM-LU:

In addition, you can select whether modem 1 or modem 2 is active for
the diak-in.
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A

DANGER

4.21.11 Menu option "Firewall™
The firewall offers two data fitering options;
» based on source or farget IP addresses

= based on source or target ports.

The router offers three preconfigured packet filters:

« Masked networks
These subnets are masked externally, i.e. these networks appear
externally as a host.

» Routed networks
FPackets sent into these subnets are forwarded, but not masked.

» Trusted networks
Packets exchanged between these subnets are forwarded
unobstructed and not masked. This makes sense, in particular with
reference to the port filter and to the blackiwhite lists (see below).

In addition, the router keeps a black or white list of hosts which the
access to the routed / masked networks is to be permitted / prohibited
explicitly.

When the filtering is performed on the basis of ports, all packets which
are directed to a certain port or have been sent by a certain port are
discarded. Furthermore, it is possible to forward all packets from a
certain port to another computer.

Any settings in the "Firewall” area pertain directly to the safety of
your network.

Any modifications should therefore only be made if you have the
appropriate knowledge.
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4.2.1.12 Menu option: "Firewall - Masquerading”

Masquarading
Mk

Hetmash : of significant Gits;

192 168 4 0/24
1L, 16,014 Al
183 168 T.0/24 [hediitss

Specify the networks to be masked externally here. If you are using
inofficial IP addresses, such as 192 168.x.x, and if the router is
nevertheless to be used for access to the Internat, it is imperative to
specify them here.

The default addresses are:

IE-ARM-E: 192.168.1.0/24
192.168.2.0/24
192.168.6.0/24

IE-ARM-U: 1592.168.1.0/24
192.168.6.0/24
192.168.7.0/24

Please observe that any network addresses always cormespond to the
format "ooc0ocxxx. 0" and always end with zero.

For each nefwork specified, either the appropriate subnet address must
additionally be specified, or the number of bits set in the subnet mask
(significant bits).

4.21.13 Menu option “Firewall - Routing”

Routing

—Routing without Masguerading
| Hatowork=
{ Makmiasi: or significant bits:

Add
Dozt [

The router forwards packets that belong to connections which were
established by hosts of this subnet. Furthermore, packets sent into
these networks are not masked.

The same syntactic rules apply as for the masked networks.

4-41



-

ﬁ?‘yﬁij admiiller = o Configuring the Router

Hosft filfer

Host list is whits Bst & Hesk BE B ek st
Fost: IP address of & hast to deny fallow access to roubsd nabuoks

Edal
Lompmte

Certain computers may be granted access specifically to other networks
(white list) or, similarly, it is possible to prohibit some computers access
to other networks (black list). In this case, the packet filter will merely
pass packets of the specified computers or will block exactly these.

If no computer is to be prohibited the communication via the router,
define an empty black list. This is also the default configuration.

4.2.1.14 Menu option "Firewall - Trusted Nets"

Trusted networks
Hetwark:

Hatmasi: ar signilicant kil

1%, 169.1.0/24
152.162.5.0/24 Ak
182 .162.7.0/24 Delabe

By using this configuration menu, the disabling of routing of certain
poris (see below) and the blackiwhite list can be disabled for certain
networks. Here you can specify subnets which are trusted.

In this conjunction, contrary to the masked or routed networks, all
networks must be specified between which packets are to be
forwarded. Therefore, at least two networks must be specified to ensure
that correct firewall rules can be generated.
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42115 Menu option "Firewall - Destination NAT"
(Port Forwarding)

Destination NAT

Destination HAT
w metjumbe [HAT

Addressport: NAT address | port bo rediract
Protooal: bp -

real address,port: IF address | port to redirect packets o

Air]
Defele

For some Internet protocols it is imperative to divert a connection from
an external computer to the internal network. If the network is masked
externally ("IP masquerading”, see 4.2.1.12), i.e. only one official IP
address exists for the entire LAN, certain ports or protocols to which
access is to be granted from the outside can be diverted to a certain
internal computer. Port forwarding or "Destination Network Address
Translation", in brief: DMAT, is possible for the protocols tep, udp
and gre.

FPort access
—Ports to close — —
Pt 5 port{range) of icoming packet=s
AcHon: accapt = how bo reak packats arriving at this port
135:139 reject
245 rafect A
Thalele

The routing via certain IP ports can be prevented. For example, it
makes sense to prohibit the routing if the NETBIOS ports 137 to 139.
Thus, not only the routing of IP packets with specified ports "o the
outside” 15 prevented, but also the routing of these ports betwesn two
LANS.

If you run several network cards for several subnets and you want that
some clients from a directory of a client, which is shared under
Windows, may access from another subnet, the forwarding of the
NETBIOS ports should not be prevented here. In this case, trusted
networks (see 4.2.1.14) can be specified between which the routing of
these poris is nevertheless explicitly permitied.
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NOTE

To handle the data packages, the following functions are provided:

accest |
accapi-top
accepr-udp
drog
drop-top
drop-udp
rajact
rajact-tcp
raject-udp

4.21.16 Menu option "Save all"

This menu opfion serves to save all changas made in the configuration
permanently. Any changes are only present in the user memory until
saving; they are lost when restariing the PC.

Save configuration

Configuration sborad suctaessiuly.

42117 Menu option "Restarting the router”

This menu option can be used to restart the router. This process will
take a few minutes.

Router reboot

wou hiawva to sava changes in configuration if you want bo activabe e aftar ralest.

Dy ypl really want te rabeat?

Reboot

The button Restart must only be clicked to avoid inadvertent restarts.

4.2.1.18 Menu option "Close PPP connections”
Use this menu option to close all modem connections currently active.

Closa FPP connections

All PPP canbectons veara cst.

Clicking on the menu option will close immediately all PPP
connections without any further interrogation.

In this case, no external access to the Mini-Router is possibly any
more.
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4.21.18 Network status statistics

Use this menu option to display all network interfaces currently active
and to display various status information.

Example:

Metzmwerkstatus

st Link eacap: Btheenat HiWaddr 00:15:7E:02:00:9C
inet addr: 192, 168, 1,000  Beast: 192, 166.1.255 Mask: 255,255, 2550
UP BROADCAST FUNMMING MULTICAST MTU: LS00 Mebriz:l
FY packel= 151 errors:0 dropped 10 overmans:d frame: 0
T packets 168 armors & dropped 10 awarmuns : & carier: 0
vollisdeers s 0 Fegqusisalan = 1000
X bytes-23535 {2505 KiB) TX bybes; TO5ET (76,7 Kb}
Base address: BB

wthl  Unk esap: Bthenmel Hivadds 00215 7E02 100290
in=t addr: 192, 1638, 2. 000 Brast: 292, B 2. 255 Mask: 255, 255,255.0
UP ERDAOCAST RUHMIMNG MULTLICAST MTU: 1503 Meitric:l
Y packels:0 @mors-0 droppad 10 ovamens -0 frame:
T packatssd amors O diogpaed 10 avermuns :  oaamiar &
cellimons: 0 Bogueeslan : 1000
B bytesz0 (0.0 B} TX bybes: 0 (9.0 &)
Intermupk: 628 Base address:dx300

) Link =ncap; Lecal Loopbeck
It addr: 127008 Mesko 2550, 0.0
UP LOOPEACK RUMMHING HTU:16436 Maetric:L
Y packets: 0 emis:0 dropped 13 ovameEns:0 fanma: 0
T packed=s:0 sreaes i dropped i 0 averming [ carrisam 0
colllsioms =0 boquetsslzn-J
R bybaszd (0.0 B} TX bybes:0 (0.0 B)
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4.3 Configuring the client computers

To run the client computers with the router, no special software neads
to be installed, but some configuring notes must be cbserved.

4.3.1 Configuring the PCs integrated into router network

All IP packets sent from the router Ethernet to the outzide must always
be routed via the router. Therefore, the IP address of the router (default:
192.168.1.100) must be specified as the standard gateway with all
hosts in the Ethemnet.

If the internal DNS server of the router is activated, you may address
the clients in the Ethemet using names (host name) instead of IP
addresses (see Section 4.2.1.2). To this end, the IP address of the
router must also be entered for all clients as the DNS.

Prodecied Metwnor Araa : B
Fanmsls Aegss X"
Frizars Chibsie }

Inteme Swilch Rauter with: Firewal
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4.3.2 Configuring a PC not integrated into the router
network

The PC not integrated into the router network must be equipped with an
analog or an ISDN modem, depending on the router used. Only
modems of the same type can communicate with each other.

The steps described here were tested on Windows systems.

If a PC outside the router network dials in via a direct PPP (long-
distance data transmission) connection, the modem interface of the
computer is assigned an |IP address by this PC. No selftings are
required here. When the PPP connection is established, the standard
gateway of the PC is automatically adapted to the dynamically assigned
IP address of the modem interface.

To be able to address the clients in the router network via their (host)
names, the address of the DNS server (default: 192.168.1.100 )
must be specified.

The computer outside the router network can be connected to angther
network via a network card. It should be taken into account that the
network address of this interface must be other than that of the router
nebwork.

If both networks have the same IP address, the packets directed to the
router network are misdirected into the network of the remote computer
{outside the router network).

For safety reasons, all 3 networks (see illustration below) should have
different network addresses.

Proteched Mahson Anpa Remata Accass Crlice Mabaork
from Chiside

Fiouker Metwork
)

Frocuckan Feckbea Hasdbrhim  Sessn FHH Sgmeguine

[
Ty ==

Ivivrinza
~ Mioder Ayl Adaele
Corrosio vl
g BMadem
IrsaTLy Swiash i wich Firmwadl
Bk 132.163.1.0 Mebwori 2 THG 0 Ptk 102 168 00 [

pot 19 166.1.01
rod THE MGE &
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5 Hardware

5.1 Installation

This chapter provides all relevant information on the dimensions.

2.1.1 Dimensions
The diagram below shows the dimensions of the Mini-Router:
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5.1.2 Installing the top-hat rail

The Mini-Router can be fastened on a top-hat rail which complies with
the standard EN 50022:

BI1CD O O OO

e |
:
4

This top-hat rail must be fastened on the control cubicle wall such that a
conductive connection is provided.

Observe the instructions of the manufacturer with reference to
fastening.
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Installation

Pull the top-hat rail downwards, at the same time pushing the device
back onto the top-hat rail.

Removal

To remove the device, unhook it upwards, at the same time pushing it
up, and then remove it from the top-hat rail.

Removing
tha device

Direction of pressing
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5.2 Installation notes

Make sure that at least 30 mm space are left above the module,

A space of 35 mm must be provided beneath the module for routing of
the cables for the interfaces and for the power supply.

5.2.1 Mounting the router on a top-hat rail

The device is intended for mounting on a top-hat rail to DIN EN 50022.
Pull the top-hat rail downwards, at the same time pushing the device
back onto the top-hat rail. To remove the device, unhook it upwards. at
the same time pushing it up, and then remove it from the top-hat rail.

5.2.2 Functional earthing

For functional earthing. connect the "Functional earthing” terminal on
the housing of your router to the equipotential bonding of the conirol

cabinet.
[ = [
| el (1. (T T | W 7 (T T (T
e = | s
) :: e 'n
e - ik = ]|
T o | 3l 4 o o
!. -\._:g __E : ] E I [ae %
giEa]| |od]i Er] ({25 Hall
" | e b1l — =
::. i :! i .
[ e . = baly, = |I* -
L. Ml | TEECERET IS I
ie-amm [0 1L -‘\ m-amm T @
[ ! el el

“Functional earth” connection

The connection "Functicnal earth” serves for purely operational
functions (modem function).

Make sure that the cross-section of the interconnecting line does not
excead 4 mm” | AWG 12.
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5.3 Installation guidelines

The specified maximum operating temperature pertains to the air
temperature beneath the IE-ARM (air inlet).

Observe a sufficient distance to devices emitting strong electromagnetic
radiation {such as frequency converters, transformers, motor
controllers, efc.). The clearance between these devices and the |[E-ARM
should be as large as possible. If necessary install a shiglding of
partition walls (MU metal).

Do not piug or remove the devices during operation!

Before removing a IE-ARM. also remove the relevant plugs and
connectors.

Do not connect or remowve the connectors if the supply lines are still live
{all-pole disconnection).

5.4 Storage and storage temperatures
The following values will apply for storing:
- Storage temperature: -20 ... #60 "C
= Humidity: 30 ... 95 % (without condensation)

5.5 Operating temperature, humidity
The following values will apply for operation:

« Dperating temperature with
vertical mounting position: 0... +680°C

« Humidity: 30 ... 895 % (without condensation)
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5.6 Status display

Four LEDs are located on the front panel of the IE-ARM to display the

operating status.

Power
Console

Link Etrernet 1

Link Etnemsat 2

Ponwer
Congole

Madarm 1

Link Eimernet
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5.6.1 Display "Console/modem™

|LED Description -
Steady orange light | Console mode activated
Flash orange Data transfer running

Green steady light Modem mode aclivated
Green flashing light | Data transfer running

5.6.2 Display "Ethernet interface active”

LED Description

OFF Mot connected

Steady orange light | Ethernet interface active at 10 Mbit's
Flash crange Data transfer running at 10 Mbit/s

Green steady ight | Ethernet interface active at 100 Mbit/s
Green flashing light | Data transfer running at 100 Mbit's

it may take up to 1 min until the left LED Imk - Ethernet 2
displays a status.
NOTE

5.6.3 Display "POWER on/off”

LED Description

OFF The supply voltage is tumed off.
E‘j“stead;.r light Undervoltage

Green steady I.ig ht The supply uu_ltage ig-_[umed on.
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5.7 Connections [ interfaces

The connection for the power supply, and 3 interfaces are to be found
on the front side of your Mini-Router:

EE I} Fomert0..36viC

Woidmillor }._-"'_‘: i Mo function

R5232 connection for console
or modem (see “Mod-Con®
switch)

Connection for Ethernet 2

Cannection for Ethernet 1

Fer switching the R5232
betwean "Modem” and
“*Console™

Connaction for the functional
earthing
Power 8 ... 24 WV AC

Power 10 .. 3G VDG
Mo function

R5232 connection for consola
of modem 2 (e "Mod-Con®
switch)

RS232 connaction for moedem 1

Connection for Ethemet 1

For switching the R5232
between "Modem" and
“Console”

Conneciion for the functional
earthing

Power g ... 24 W AL
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5.7.1 Power supply

The IE-ARM can be supplied either with +10 _.. 36 VDC or with 8 .

VAC. The power consumption is approx. 4 W.

DC POWERED
2@ D
AR — L | l_.-"_-'txl
A4 — = & | L
T i

.L Lomnectng the
Fusins pornachon in st
= cngrinnd in sl spylisibaong

AC POWERED
|grounded secondary)

Power supply connection

/A

DANGER
(VDE 0551).

supply feeder.

AC POWERED
[ungreundad secondory)

=

lmo@

e =+ |

PR — — s ]

[TE® ‘

!|J.

AC POWERED WITH
BATTERY BACKUP

=

[ A+
1 0Ee 35 R | e
Buadd = = 4 |

JT -:|9 T _ﬁ.- .

el t\.l I_.-'" :\I I
2 i S
=

Make sure that an appropriate fuse is installed in the incoming

w24

The Mini-Router IE-ARMmust only be connected to the electrical
supply system by an electrical expert.

The power supply of the Mini-Router |IE-ARM must be provided
exclusively by a power pack which complies with DIN EN 60 742
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NOTE

5.7.2 Ethernet interface
The |[E-ARM-U possesses a 10100 Mbit Ethermet controller.

The IE-ARM-E possesses two 107100 Mbit Ethernet controliers.
It is connected to the industrial Ethemet via an RJ45 connector.

5.7.3 RS-232 interface for connecting an external
modem

The IE-ARM-U is equipped with a serial interface for connecting to an
external modem. The external modem is configured and activated as
Modem 1.

The serial interface "R5232 Modem 1" at the unit IE-ARM-U iz a "full
serial port and can be used with modems without limitations.

Cables should be as short as possible and not exceed a length of
25 cm/ 10 inches. The modem should be powered by the same power
supply being used for powering the router itself,

5.7.4 RS-232 interface for the "Console" or "Modem"
mode

The R5232 interface "Console/modem” is intended for the connection of
a PC or a notebook with which the start-up and parameterisation may
be carried out on the spot (see Section 3.7),

The Interface can used for connecting fo a modem by operating the
switch Mod/Con. The external modem is being activated as modem 2
during configuration.

The port "R5232 Console [/ Modem 2" is only using the RxD and
TxD. Only modems capable of working without handshake signals
can be used.

The modems "HSM ECO V82" and HSM ECO TA" of Comtime
GEmbH were tested.

Cables should be as short as possible and not exceed a length of
25 cm / 10 inches. The modem should be powered by the same power
supply being used for powering the router itself.
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6 Technical Data
| Type Designation
| IE-ARM-L _|Ethernet / modem (R5232) router
| A no. 8845760000
| IE-ARM-E _!Ethem-ef ! Ethemet router =
Art. no. 8845770000
| Degign
Material of the housing Plastc
Colour deep black matt
Diegres of profecton - housing | IP40
Degree of profection - terminals | IF20

Protection against hazardous
shack currents

| Safety extra-low voltage + protective separation

Mechanical Data
Dimensions (H x W x 0

178 %20 x 85 mm?

Fastening on the top-hat rails

lto DIN 50 022

Conneciion technigus
- Connectians af the

| Plug connector with sell-disengaging screw

| powrer supply connections

FPower supply termingls
- Modam | Socket, Sub-D iype
-Ethemet | Socket RS type
Conductor cross-sections of the | min. 0.5 mm?

| max. 2.5 mm?® flexible, max. 2.5 mm?® solid

Environmental Conditions

Relative hurmidity - operation

ﬂ.-nb-em temperature - 0 +B0°C
| operation
Ambient temperature - sforage

(=20 ... +80°C N
| min. 30 % / max. 90 % (without condensation)

Relatve humidity - storage

imin 30 % ! max. 80 % (without condensation)

Electrical Data
The power supply of the IE-ARM must be provided

Powar supply exclesively by a power pack which complies with
R DIN EN 50742 or VDE 0551,

Rated operaling voltage 10 .. 3GVDCIE | 24VAT
| Rated operating capacity 4 WDC, 4 VA AC
| Fuse, externat T1A

Rated frequency ol Hz . B0 H=z B
| Redundancy Radundant pawear Supply
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T Standards and Certifications

7.1 Harmonised standards

EMN 50081-1 Noise emission for residential, commercial and light-
industrial environment

EN 61000-8-2 Noise immunity for the industrial environment

7.2 Certificationto DIN EN ISO 9001
The Weidmiiller Interface GmbH & Co. KG is certified to 1S0 2001.

7.3 Approbations

c us
LISTED

Indusirial Control Equipmes1
4ER4
Far Use in Class 2 Caceits

7.4 CE marking
ELU Low-Voltage Directive
EC Certificate of Conformity on request
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Symbols Used

Connection for the functional earthing

Mains transformer

d.c. power supply source

Battery (emergency power)

Symbols Used
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