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PART 1

Software requirements

Students can Logon to Electromeet (Follow the “How to Connect to Remote
Labs_ Electromeet HTML5 Remote_Lab” instructions document)

The software is installed on Remote Lab 1 & 2

It is suggested that you run this in a virtual machine using a windows 7 32 bit image so that
you do not break your real operating system — highly recommended. They are available for
most virtualisation options here: https://dev.windows.com/en-us/microsoft-
edge/tools/vms/windows/

Software: Wireshark, download and install to your own computer from
http://www.wireshark.org

Tutorial video WireShark
http://wiresharkdownloads.riverbed.com/video/wireshark/introduction-to-wireshark/

Follow the ModBus specific software supplied.
e SetupVSPE (serial port emulator)

e Modbus slave and master sw.

Modbus Poll - install “mbpollsetup” and use the registration information provided in the Word
or RTF file “Modbus_poll_slave_serial_numbers”. - Please note that everything is case
sensitive!

Modbus Slave — install “mbslavesetup” as under Modbus Poll.

Virtual Serial Port Emulator — install “SetupVSPE.msi”. - There is a registration string to use
in the VSPE_API_32_KEY.TXT file.

Screen Capture software if you don’t have it already a good and free option at
http://getgreenshot.org/

Alternately this may be run on Remote Labs 1 and 2. The virtual com port software is
different and this will be explained in a separate section.

Purpose / Background

The purpose of the first practical component of this assignment is for you to simulate a
Modbus Master querying a Modbus Slave over a serial link.

Typically one would run Modbus Poll on one machine and Modbus Slave on another linked

by means of a serial communication. If you have 2 machines with Serial ports and a Null
Modem cable this can be done with ease.
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More typically recent machines do not have a serial port on them and as such one needs to
work around this. One can install a USB-Serial converter on each machine and then again,
link the 2 machines with a Null Modem cable.

However — we have software - a Virtual Port Serial Emulator (VSPE) where you can run
virtual serial ports on ONE PC in a configuration to which both Master and Slave applications

can connect.

Virtual Comm Ports

After installing all the software you need to check which serial ports are available on the PC
by going into Device Manager and checking. As the example below, this sample is all clear

for any port a user wants to use.

(A Computer Management (Local
4 '[fj Systern Tools
» @ Task Scheduler
- 2] Event Viewer
» @2| Shared Folders
- &% Local Users and Groups
. (83 Performance
gy Device Manager
a4 (=0 Storage
= Disk Management
—. Services and Applications

3

4 = [E11Wing

b % Batteries

» 78 Computer

:, i Disk drives

- Display adapters

> 3 DVD/CD-ROM drives
-'::’5 Human Interface Devices
g IDE ATA/ATAPI controllers
<2 Keyboards

}3 Mice and cther pointing devices
B Monitors
¥ Metwork adapters
4 "> Ports (COM & LPT)
.. 7% Printer Port (LPT1)
-# Sound, video and game controllers

- M Systern devices
- i Universal Serial Bus controllers

One then needs to setup a Connector within VSPE. This then opens up a new virtual serial
port which can be opened twice - thus allowing us to run Modbus Poll and Modbus Slave

locally within the same machine

Password:

E Virtual Serial Ports Emulator (Emulation started)

Fle ‘“iew Language

= BE [» | =

Emulation | Device | Help /
T
- 8 Create...
; o

Title
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Select Connector and then Next

Specify device type \EI
Device type
Connector 3 -
WIRT1
Q Unlike regular serial port, connector is a virtual
device that can be opened twice, When opened, it

creates data pipe between its clients, That allows
separate applications use the same serial port to
exchange data.

M=
f;ul Mew serial port E Existing serial port ﬁ'& Client application

Meat = Cancel | Help

Pick a free port from your device check and click on “Finish”.

You should now have a virtual comm port that you can turn on and off at will

E Virtual Senal Ports Emulator (Emulation started)

File  View Emulation

= EJ (>0

Language

Dievice

Title
COM1

E=RE
Help
Device Status
Connector Feady

{Tuesday, Nowvember 11, Z014} [COM1] Initialization... 0K

{Tue=sday, MNovewmber 11, 014} [COM1l] Initialization...0E

Once you have nominated the Connector within VSPE the infrastructure is in place. Note
that you should use a Comm port Number up to and including 8 ONLY, because the Modbus
software does not go beyond that. Once you have setup the VSPE Connector minimise it to

the Task bar.

Remote Lab Virtual comm ports

On the remote lab you will find this icon
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>

Wirkual Mull
Moderm

When double clicking it a window like this should appear

I-%.'I'lul'irl:u;ml Mull Modemn

Devices  Swskem Wi

The comm ports shown are a connected pair and you need to set the Modbus Slave to one of
them and the Modbus Poll to the other, they may vary between the labs so make sure to
check. Ensure you use a pair that is port 8 or less to be compatible with the Modbus
software.

If you don’t get serial working in the modbus software you may need to unplug and plug back
in the Virtual modem from the system menu

& virtual Null Modem 2.5.3.927
Cevices Systﬁ Yiew  Help

Plug in all wirkual nall modems

Reinitialize all wirtual null modems

nplug all wirtual null modems
/ Reeinstall all drivers

Modbus Slave and Poll

In order to get the link up and running go into Modbus Slave first.

Go into Setup, Slave Definition
Change the Slave ID to 3 and Function to 01 — Coil Status. Alter the range (Address 1 for
a length of 12 colls)
OK this.

Slave Definition @
Slave ID: |3
Funchion: |EI'I COILSTATUS ﬂ ﬂ
Address: I-Ii
Length: wa

Go into Connection, > Connect.
Select the virtual Connector you have defined in VSPE (or one of the ports on the Lab)
Set the rates ... typically 9600, 8 Data Bits, No parity, 1 Stop bit
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Select RTU mode
OK this.

Connection

your port number
Mode
I | & RTU  © asC

EO0Baud - Cancel

- [
BDatabitz -
Flaw Caontral
Mone Parity [ DSR [ CTS
v RTS Toggle |1 [me] RTS dizable delay
1 Stop Bit -

Then go into Modbus Poll.

Go into Setup, > Poll Definition
Change the Slave ID to 3 and Function to 01 — Read Coils. Alter the range (Address 1
for alength of 12 coils)
Leave the Scan rate as 1000 ms.

Click OK.
Poll Definition ==
Slave ;|3
Function: |EI'I Fead Coilz j Cancel
Address; 1

Lppl

Length: 13 w
Scan Rate: 1000 ms
[v Auto FBead Enable 4

Go into Connection, > Connect.
Select the same virtual Connector comm port you have defined in VSPE (or on the Lab
the other comm port of the pair)
Set the rates ... To what you used in the Slave (note the defaults between Modbus Poll
and Slave are different!!)
Select RTU mode
Click OK.

Modbus Poll will then be sending messages to Modbus Slave. You will see this in the
Modbus Poll window with Tx and Error count. The Tx should be going up and the error rate
not going up (there may be a couple of errors initially).

[ Mbpelil
Tx = 15: Err = 0: ID = 3: F = 01l: 5R = 1000m=
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To change a coil — you can double click on a coil within Modbus Slave and change it). On
accepting (clicking OK), you will see the value change within Modbus Master ie. It has been
successfully read.

Mbslavl

ID = 3

.

00001 =
00002
00003
00004
00005
00006
00007
000038
00009
00010
00011
00012 =

Edit Coil

[l

{7 0On & Of

Cancel

[ Auto change

L O e R e Y i Y e O e Y e Y O O e i

Also please look at Display, Communication in either (the Tx/Rx will be reversed from one to
the other) — which shows what is being sent across the network.

I &

5| Communication Traffic @
E xit | Stop | [~ Stop on Emor
Q00037-F=:03 01 02 00 00 CO 3C -

000038-T=:02 01 00 00 00 OC 3D ED
000039-RE=:03 01 02 00 00 CO 3C
000040-T=:02 01 00 00 00 OC 3D ED
000041-R=:03 01 02 00 00 CO 3C
ooon42-T=:03 01 00 00 00 0C 3D ED
000043-R=:03 01 02 00 00 CO 3C
000044-T=:03 01 00 00 00 OC 3D ED
000045-R=:03 01 02 00 00 <0 3C
000046-T=:02 01 00 00 00 OC 3D ED
0o0o047-R=:03 01 02 00 00 CO 3C
0000428-T=:02 01 00 00 00 OC 3D ED
000049-R=:03 01 02 00 00 CO 3C
oooos50-T=:03 01 00 00 00 OC 3D ED
000051-R=:03 01 02 00 00 CO 3C
0o0o052-T=:03 01 00 00 00 OC 3D ED
000053-Rx:03 01 02 00 00 <0 3C

m

You can play around with the software to familiarise yourself with it all — that is absolutely fine
— but please revert to the settings above (in terms of COILS) for the practical unless given
other instructions.

Please use screen capture software such as GreenShot to capture screenshots from Modbus
Poll / Slave to paste into your Assignment Answer document where directed to support any
guestions/tasks asked .

PLEASE do not expect the assessor to interpret these Windows for you — these are
backup to show what you have done. YOU must also explicitly answer all questions
and if you have any difficulties setting up the software, please contact the module
instructor.
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PART 2

We are running a Modbus server at IDC as a Remote Lab. So, instead of running MBSlave,
use your MBPoll to connect to this server at IP address 203.59.72.226 with standard port

number 502. If you are running this on the Remote Labs use IP address 192.168.1.30 port
502

r

Connection
TCRAR -
| 9600 B aud Caricel

Responze Ti

[eDatabits | | [To00 ]
[Even Parity ]
[1StopBit =]

Remate Server
IP Address

|2n3.59.?2.225 |5|32

tode 0K

s

Set Slave ID as 1. Execute an FC03, and read the contents of the first 10 registers using

Base 0 addressing. (ie. Relative addresses 0 through 9, set through Display > Protocol
Addresses)

Poll Definition @
Slave D
Functior: |EIS Read Holding Registers j %
Address; a

appl
Length: 10 w
Scan Fate: (1000 ms

v Auto Fead Enable Fead Once

You will see Registers set to values by previous students. Please alter one or two yourself.
Next: Make sure you have the latest version of wire shark.

Now lets grab some modbus packets with wireshark.
Open up WireShark and click the “Capture Interfaces” button or “Capture > Interfaces”

In this window click options
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i - - - = .
! Wireshark: Capture Interfaces | = | = 2 |
Device Description P Packets Packets/s
7] £ Local Area Connection 3 Team\ViewerVPN Adapter fe0:546c:ba3e67434565 0 0
7] £#] VirtualBox Host-Only Metwork  Sun feB0:6c52:bfBb:ad6iadel 0 0
£ Local Area Connection Realtek PCle GBE Family ControllePe&);:acd9:18d4:45befe9a 254 105
Select your interface
Add a filter so we only capture modbus packets
Then click Start
‘ Wireshark: Capture Options EI@
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MIE] Capture Filter -
Local Area Connection 2
feB0-218055b3:d=45 b0 Ethernet enabled 262144 2 port 502 E
100215 B
< T »
Capture on all interfaces Manage Interfaces
Use promiscuous mode on all interfaces
Capture Filter: | | port 502 IZ| Compile selected BPFs
Capture Files Display Options
File: Update list of packets in real time
Aut ticall Il during li t
[] Use multiple files Use pcap-ng format [@) Automatically scroll during live capture
§ Hide capture info dialog
Mext file every 1 megabyte(s)
Mext file every 1 minute(s) Mame Resalution
Ring buffer with 2 files Resohve MAC addresses
Stop Capture Automnatically After... [T] Resolve network-layer names
m [ packets) [ |1 megabyte(s) [] Resolve transport-layer name
~ ~ W
1 ) file(s) A h e Usze external network name resolver
s [ o

Once you have some packets “stop capture”
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You should have something like this, open up the tree structure and explore the packets you
have captured

‘*LocaIAlea Connection 2 (port 502) [Wireshark1.121 (v1.12.1-0-g01b65bf from master-1.12]]
File Edit View Go Capture Analyze 5tatistics Telephonl Tools Internals Help

©© 48 Erxe aecsaTFL[EEF QaaB @@

Filter: Instructor SEII"I"I[J'E IEI Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length  Info

1 0.0000000010.0.2.15 203.59.72.226 TCP 54 49309-502 [ACK
2 0.6481530010.0.2. T2 Modbus 66
3 0.64851700203.59.72.226 10.0.2.15 TCP 60 502-49309 [ACK
4 0.79304900 203.59.72.226 10.0.2.15 Modbus &3 Response: Tran
5 0.9932300010.0.2.15 203.59.72.226 TCP 54 49309-502 [ACK
6 1.6529100010.0.2.15 203.59.72.226 Modbus ¢ (i3] Query: Trar
71.65343100203.59.72.226 10.0.2.15 TCP 60 502-49309 [ACK
8 1.80352700203.59.72.226 10.0.2.15 Modbus &3 Response: Tran:
9 2.0033830010.0.2.15 203.59.72.226 TCP 54 49309-502 [ACK

10 2. 6585780010.0.2.15 203.59.72.226 Modbus ¢ (i3] Query: Trar:

11 2. 65884200 203.59.72.226 10.0.2.15 TCP 60 502-49309 [ACK

12 2. 80582600 203.59.72.226 10.0.2.15 Modbus ¢ £3 Response: Tram:

Frame 2: &6 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet II, Src: CadmusCo_3c:31:98 (08:00:27:3c:31:98), Dst: Realteku_12:35:02 (!
Internet Protocol Version 4, src: 10.0.2.15 (10.0.2.15), Dst: 203.59.72.226 (203.!
Transmission Control Protocol, Src Port: 49309 (49309), Dst Port: 502 (502), seq:

Source Port: 49309 (493209)
Nastinatinn bart s G072 FRO27

0B H
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